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Electronic communications: network and information security, role of the public sector

PURPOSE : to propose a European policy approach aimed at improving network and information security. CONTENT : the explosion in the
use of communication networks such as the Internet has led to the recognition that greater measures are needed to protect network and
information security. Network and information security is considered a priority mainly because of the need to offer adequate data protection,
ensuring a functioning economy, national security and the wish to promote e-commerce in the European Union. The Stockholm European
Council accordingly requested the European Commission to come up with plans to reinforce and strengthen information security. The
Commission accordingly prepared this Communication in which it outlines plans for future EU activities in the field of network security. The
Communication notes that security has become a key challenge for policy makers largely because networks are no longer controlled through
state enterprises. Rather, networks are now in the hands of the private sector - on a European, indeed global level. Some measures already
exist at the European level aimed at safeguarding networks from unwanted attacks including the telecommunications and data protection
framework Directive. In view of changing technologies and increased use of networks the provision currently existing are clearly inadequate
and in need of additional supporting measures. The Communication defines the ultimate objective of network security as "the ability of a
network or an information system to resist, at a given level of confidence, accidental events or malicious actions". Attacks on a network are not
necessarily always the result of malicious intruders such a "hackers" or viruses, but also the result of unforseen and unintentional events such
as natural disasters (including floods, storms, earthquakes) hardware of software failures or simply, even, human error. To strengthen network
and information security the Commission Communication proposes the following measures: - An awareness raising campaign. As the report
notes many users of networks are simply not aware of certain dangers to their security. Hence the need for a pubic information and education
campaign. - A European warning and information system. Here the Commission urges Member States to strengthen their Computer
Emergency Response Teams (CERTs) and improve co-ordination amongst themselves. - Technology support. The Commission urges greater
funding under the 6th Framework Programme for research into security measures. - Support for market oriented standardisation and
certification. The Commission hopes that standardisation organisations such as CENELEC will accelerate work into inter-operability. - Legal
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framework. The Commission will propose legislation on cyber-crime. - Security in government use. The Commission calls on Member States to
incorporate effective inter-operable security solutions in their e-government and e-procurement activities. - International co-operation. The
Commission will reinforce dialogue with international organisations and partners on network and information security. The Commission
proposes to launch a wide-ranging discussion withindustry and users on the practical detail of implementing the actions proposed and calls on
interested parties to submit comments by the end of August 2001.?
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The committee adopted the report by Ornella PACIOTTI (PES, I) on the Commission communication. It pointed out that that the present level
of computer network security was highly inadequate and noted that network attacks could be targeted at essential infrastructure such as
transport, communications, energy and water supply networks and financial and banking services. Network vulnerability therefore carried with
it serious risks for the smooth operation of the EU's economy and the daily lives of its citizens. Stressing that any response to those
weaknesses based on exclusively voluntary action by those directly concerned would be inadequate, the committee agreed that there was a
need for a European approach, which would help the internal communications market to benefit from common solutions and to operate
effectively on the international stage. The committee also said that the Commission should provide information on problems encountered in
implementing the existing directives on data protection and formulate a European strategy, including laying down standards, developing
encryption and certification systems on a European scale, actions to prevent and combat crime, raising awareness among citizens, users and
public and private operators by means of information campaigns for disseminating best practices and stepping up scientific research in the
weakest areas. It therefore welcomed the Commission's plans to set up a network security task force and said that it should have
clearly-formulated objectives and be supplied with sufficient human and financial resources. Lastly, the Commission and Council were urged to
develop a uniform legal basis, within the framework of Eurojust, for the investigation and prosecution of computer criminals. ?
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The European Parliament adopted a resolution based on the report drafted by Ornella PACIOTTI (PES, It) on network security. (Please refer
to the document dated 12/09/02.) Parliament asked the Commission to ensure that the task force takes account of the statements already
made in the Cybercrime Forum and involves the Forum in its future work. The Commission should give priority to examining the security needs
of, and to carrying out eInfrastructure early warning research for networks used for providing: -critical infrastructure, essentail public services
and public health services, -early warning systems and their interoperability, -services to foster the development of e-government and
e-business. The first legislative action should be based on the Community's competences in relation to the trans-European networks and the
internal market. Finally, the Commission is asked to submit an assessment of the financial impact of Union action in this area, providing
comparative data on similar initiatives taken by Member States or third countries such as the USA.?
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The purpose of this Communication is to revitalise the European Commission strategy set out in 2001 in the Communication ?Network and
Information Security: proposal for a European Policy approach?. It reviews the current state of threats to the security of the Information Society
and determines what additional steps should be taken to improve network and information security (NIS).

Drawing on the experience acquired by Member States and at European Community level, the ambition is to further develop a dynamic, global
strategy in Europe, based on a culture of security and founded . In tackling security challenges foron dialogue, partnership and empowerment
the Information Society, the European Community has developed a three-pronged approach embracing: specific network and information
security measures, the regulatory framework for electronic communications (which includes privacy and data protection issues), and the fight
against cybercrime. Although these three aspects can, to a certain extent, be developed separately, the numerous interdependencies call for a
coordinated strategy. This Communication sets out the strategy and provides the framework to carry forward and refine a coherent approach
to NIS.

Identifying and meeting security challenges in relation to information systems and networks in the EU requires the full commitment of all
stakeholders. The policy approach outlined in this Communication seeks to achieve this by reinforcing . Thisa multi-stakeholder approach
would build on mutual interests, identify respective roles and develop a dynamic framework to promote effective public policy-making and
private sector initiatives.

The Commission will report to Council and Parliament in the middle of 2007 on the activities launched, the initial findings and the state of play
of individual initiatives, including those of ENISA and those taken at Member State level and in the private sector. If appropriate, the
Commission will propose a Recommendation on network and information security (NIS).


