European Parliament resolution on the interception of bank transfer data from the SWIFT system by the US secret services

1.
Political Groups which tabled the Resolution pursuant to rule 103(4) of Parliament’s Rules of Procedure: PSE, ALDE, Verts/ALE, GUE/NGL

2.
EP reference number: B6-0386/2006 / P6_TA-PROV(2006)0317
3.
Date of adoption of the Resolution: 6 July 2006

4.
Subject: Interception of bank transfer data from the SWIFT system by the US secret services.

5.
Background to the Resolution:

When Parliament adopted its first reading opinion on the proposal for a Regulation of the European Parliament and of the Council on information on the payer accompanying transfers of funds, it noted the existence of a US programme allowing the authorities access to SWIFT transaction and payment data. It seems that the US authorities have access to a large quantity of personal data processed by SWIFT in the course of its commercial activity.

Apparently the US authorities have set up a programme to track terrorist financing which gives them access to SWIFT data on payments and transfers. The conditions of this access and the countries in which it applies are not yet clear. However, it would seem that the data is sent by SWIFT Belgium (SWIFT head office) to a SWIFT branch in the United States, where it is accessed by the US authorities. It seems that the US Treasury Department issued subpoenas to SWIFT US to gain access to this data.

6.
Analysis of the text and of Parliament’s requests:

In the resolution Parliament expresses the view that this action on the part of the US authorities is a violation of fundamental rights, particularly privacy and data protection rights and is creating a climate of deteriorating respect for privacy and data protection.

Parliament affirms its firm commitment to combating terrorism but argues that the right balance must be struck between security measures and the protection of civil liberties and fundamental rights.

Parliament points out that SWIFT activity falls within the scope of Directive 95/46/EC on data protection and that only under Article 13 of that Directive may Member States adopt legislative measures in the interests of state security, public order and safety that derogate from the principle of data finality and the conditions laid down in the Directive, provided that such derogation is necessary, proportionate and compatible with a democratic society.

Parliament also calls on the European Data Protection Supervisor to check whether the European Central Bank (ECB) has met is obligations under Regulation (EC) 45/2001 which requires the Community institutions to protect data, and in particular to check whether the ECB should have taken measures to denounce the violations of data protection of which it was aware.
Parliament also demands that the Member States check that there is no legal lacuna at national level and that the Community data protection legislation also covers central banks. It calls on the Council to adopt the proposal for a framework decision on the protection of personal data under the third pillar.

It requests that the Commission evaluate all EU anti-terrorist legislation in terms of efficiency, necessity, proportionality and respect for fundamental rights and urges the Commission to take measures to ensure that cases like the one involving SWIFT do not recur in future.

7.
Reply to these requests and outlook regarding the action that the Commission has taken or intends to take:

The Commission had already informed Parliament that it was going to check whether the national authorities had correctly applied Directive 95/46/EC in this case and had taken the measures required by the Directive, if any.

The Commission wrote to the Belgian authorities on 17 July 2006 to ask them to supply information on:

- the conditions in which SWIFT processes personal data, the legislation applicable to this processing and to any transfers of personal data to other SWIFT organisations in the United States, the purposes for which the data is transferred and compliance with the requirement to inform the persons concerned;

- the conditions in which the US authorities have accessed the personal data processed by SWIFT in the course of its commercial activity; whether they have done so in Belgium or the United States, and in either case on the basis of what legislation;

- the personal data to which the US authorities have had access: data on transactions concerning the US or transactions of all sorts including those not concerning the US;

- the role of the authorities competent for supervising credit institutions and payments systems, and the steps taken when the authorities detect situations which might be in infringement of the applicable data protection legislation;

- whether the Belgian authorities competent for personal data protection were informed and intervened in this case, taking measures and, where appropriate, imposing suitable penalties to ensure compliance with national data protection legislation.

The Belgian authorities are required to answer within two months of receipt of the letter.

As to the proportionality and respect for fundamental rights of the anti-terrorism proposals presented by the Commission, it is of course standard Commission policy to thoroughly analyse the impact of its proposals and rigorously verify their compliance with the law.
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