Follow up to the European Parliament resolution on aviation security, with a special focus on security scanners, adopted by the Commission on 12 October 2011
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6.
Brief analysis/assessment of the resolution and requests made in it:
The resolution contains general considerations on aviation security policy in the context of passengers screening and specific policy suggestions for the Commission in the context of security scanners, liquids, cargo, financing aviation security and international relationships.

General considerations on aviation security policy

As far as general policy suggestions for the Commission in the area, the Resolution emphasises the importance of the fight against terrorism and organised crime, as already identified in the Stockholm Programme, and supports, in this context only, the use of security measures designed to prevent terrorist incidents (point 7). It stresses that in this context fundamental rights can be restricted only if actions are proportionate, prescribed by law, strictly necessary and limited to reach their specific objective (point 8). It takes the view that an integrated approach to aviation security is needed and that the one-stop security principle is an essential element whose application would avoid that passengers, baggage and cargo arriving at an EU airport from another EU airport are rescreened (point 1). The Resolution also indicates that effective and quick screening methods constitute an added value in the field of aviation security (point 2).

The resolution then makes to the Commission certain suggestions how to improve the screening system for passengers: need to research the use of new technologies for detecting explosives (point 3) and to regularly revise the list of authorised screening methods (point 5).

Moreover, the resolution requests to the Commission together with Member States to develop an integrated risk-analysis system for passengers based on police/customs/intelligence services information in compliance with fundamental rights (point 4) and to ensure effective cooperation with all the authorities and services involved at both European and national level (point 5).

Finally, the resolution indicates that the comitology procedure is inappropriate in the aviation security sector, at least for measures having an impact on citizens' rights, and requests that the Parliament is fully involved through codecision (point 56).
Suggestions for security scanners
The resolution considers that the discussion about security scanners should not be held separately from the general debate on an integrated overall security policy for Europe's airports (point F). It indicates that, although the decision to install security scanners falls within the responsibility of the EU Member States (point 17), the use of security scanners must be regulated by common EU rules in terms of detection performance and safeguards to protect the health and fundamental rights of passengers, workers, crew members and security staff (points 10-11).

The European Parliament agrees with the Commission that concerns regarding privacy and health can be resolved with the technology and methods available today (point 16).

The resolution considers that any form of technology using ionising radiation should be explicitly excluded from use in security screening (point 23); that persons should be given the option to refuse to undergo a security scanner and the alternative screening methods should guarantee the same level of effectiveness and full respect of fundamental rights (point 20) and that account is taken of vulnerable passengers, such as pregnant women, children, elderly people, people with disabilities, and people with implanted medical devices (point 26).

It also indicates that only stick figures should be used and that no body images may be produced (point 27). Data must be used for detecting prohibited objects, should be kept for the time necessary for the screening process and must be destroyed immediately after (point 28). Passengers shall not be selected through discriminatory criteria (point 29).

With respect to specific suggestions about the contents of the future legislative action in the respect of security scanners, the resolution suggests that the Commission: adds security scanners to the list of the authorised screening methods under the condition that appropriate rules and common minimum standards are set if the impact assessment has shown that they are effective in term of detection and health and fundamental rights are respected (point 9); takes into account that security scanners should serve to speed up checks at airports and reduce inconvenience to passengers (point 11). The Commission should also adapt the provisions protecting fundamental rights to technological progress (point 12) and examine the possibility, under the next research framework programme, of using technology which is at the same time harmless and effective (point 24).

The resolution indicates that passengers should receive comprehensive information in advance on the scanner used and on the conditions in place to protect their fundamental rights and on the possibility of refusing to pass through the scanner (point 35) and calls on the Commission to set up information campaigns regarding security scanners (point 36).

The resolution requests that Member States deploy technology which is the least harmful to human health and offers acceptable solutions to the public's privacy concerns (point 22); monitor the long-term effects of exposure to security scanners, and check that the equipment has been correctly installed and is properly used and operated (point 25).

Finally, the resolution requests that the Commission and Member States make sure that security staff is appropriately trained (point 37).
Suggestions for liquids

The resolution stresses that the ban on carrying liquids should come to an end in 2013 for the benefit of passengers. It urges the Commission, the Member States and the industry to work closely toward the compliance with this deadline (point 42) and invites Member States and airports to ensure that adequate technology is available for the effectively screening of liquids by that date (point 43).

Suggestions for cargo

The resolution deems that the level of security for cargo varies from one Member State to another and that invites Member States to continue efforts for implementing security measures relating to European cargo and mail, in particular the provisions on the secure supply chain (point 47). Cargo and mail security measures should be proportional to the threats and particular care should be provided to cargo and mail carried onboard passenger planes (point 45). The Resolution considers it absolutely essential to draft a technical report with a view to identifying the weaknesses of the current cargo system and possible ways of remedying them (point 48).

The resolution requests that the Commission: takes all the necessary steps to ensure that only safe cargo originating in third countries is transported on the basis of a risk assessment identifying high-risk cargo (point 51); continues its work on the possible use of customs systems for aviation security purposes (point 50); reconciles security measures for mail and cargo with the need to ensure a dynamic economy (point 52) and proposes a harmonised system for the training of security staff in relation to cargo (point 53).

Finally, the European Parliament requests that the Commission and Member States strengthen air cargo screening and inspections, especially at national level (point 49).

Suggestions on the financing aviation security
The resolution recalls the European Parliament position of 5 May 2010 on the proposal for a Directive on aviation security charges (points 38-39) and urges the Council to adopt a position on aviation security charges at first reading (point 40).
Suggestions on international relations
The resolution requests the Commission and Member States to work with the International Civil Aviation Organisation (ICAO) and third countries on risk assessment and intelligence systems in the field of aviation security (point 54) and to promote global regulatory standards within the framework of the ICAO (point 55).
7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:
The Commission can endorse a large number of proposals made in the Resolution.

General considerations on aviation security policy

As to the policy suggestions, the Commission shares the European Parliament views that actions in aviation security shall be based on law and shall be necessary and proportionate to the objective pursued (point 8). The Commission is working to ensure that the one-stop security principle is applied within the EU in order to avoid the rescreening of passengers, baggage and cargo: this is indeed already the case with very few exceptions in the EU (point 1).

The Commission is constantly working together with the Member States, the airports and the industry to ensure that the aviation security system is more secure and to facilitate passenger travel. To this effect, the list of authorised screening methods and, more generally, the aviation security legal framework are constantly revised (point 5). More recently, the Commission has started a broader reflection on how to further improve aviation security system in the future. To this end, the Commission will set up a working group in the coming months to analyse and discuss the issues at stake.

The Commission is also committed in research programmes to ensure that new effective technologies are developed and deployed at EU airports (point 3).

As the recent cargo experience has shown reinforcing cooperation at international, and national level is essential to fight terrorism (point 5). The Commission is currently enhancing its cooperation with Member States authorities such as the customs and counter-terrorism services, in order to develop an integrated risk-analysis system for cargo and mail. The Commission is also exploring the possibility of applying this approach to passenger travel in a more systematic and efficient way (point 4): this is indeed also part of the Commission's broader reflection on the future of aviation security.

According to Regulation (EC) No 300/2008 of the European Parliament and the Council, comitology is the procedure used to supplement and implement the aviation security framework. Under comitology rules the European Parliament has a veto right and can block Commission proposals (PRAC) or force the Commission to revise adopted legislation (under new comitology rules). When using this procedure in aviation security, the Commission has always worked very closely with the European Parliament and has made sure that it is fully informed of all elements of the proposals. In the case of security scanners, the preparation and debate of the de Grandes' report has in fact allowed for an in-depth exchange between the Commission and the Parliament on all the key details of the proposed legislation, which has decisively influenced the Commission's proposals (point 56).

Suggestions for security scanners

The Commission welcomes the request of the European Parliament to add security scanners to the list of the authorised screening methods for the screening of passengers (point 9). As request by the European Parliament in 2008, the Commission has carried out an impact assessment on the impact of security scanners in terms of detection performance, fundamental rights, health and economic, environmental and social aspects. On the basis of this analysis the Commission has drafted legislation which has received the support of Member States on 7 July 2011 and is now being scrutinised by the European Parliament.

The Commission proposals take into account the essential elements of the European Parliament's Resolution, such as: the Commission has left the choice to Member States and/ or airports to decide whether or not to deploy security scanners; only security scanners which do not use ionising radiation are added to the list (point 23); the use of security scanners is only allowed in accordance with EU detection performance standards and minimum conditions (scanners shall not store, retain, copy, print or retrieve images); passengers are given the possibility of opting out from a security scanners (points 35 - 36) and of undergoing an alternative screening method which shall be at least a hand search or a method of equivalent effectiveness (point 20); passengers must be fully informed on the technology used and conditions related to fundamental rights before being screened by a security scanners. The Commission proposals provide for training of security staff (point 37).
The Commission has requested its Scientific Committee on Emerging and Newly Identified Health Risks to further assess the posssible effects of security scanners which use ionising radiation on human health.

As regards the systems used, the Commission has proposed that both most common types of machines are deployed: automated security scanners and systems using a human reviewer to detect prohibited articles (point 27). When this second type of equipment is used, data protection and privacy are protected by the compliance with conditions such as that: the human reviewer analysing the image shall be in a separate location and the image shall not be linked to the screened person; the face shall be blurred or obscured; any unauthorised access to the cabin shall be prevented; any technical devices capable of storing, copying or photographing or otherwise recording images shall not be allowed into the separate location; passengers may request that the image is analysed by a human reviewer of the gender of his/her choice. These safeguards will ensure that situations as have occurred in the past where passengers had their image displayed in view of persons standing around them or had their image reproduced shall be strictly prohibited.

The Commission is aware that future technological progress is going into the direction of automated threat detection systems but they will need more development time before becoming the norm. However, the Commission is committed to adapt the provisions protecting fundamental rights to technological progress and to work closely with the industry and Member States in order to make sure that the automated threat detection systems will be the only technology in the future (point 12 and 24).

Suggestions for liquids

The Commission shares the European Parliament's views that the ban on carrying liquids should come to an end in 2013 for the benefit of passengers. The Commission has set up a working group to first meet in September to work closely with the Member States and the industry toward the compliance with this deadline (point 42). In coordination with the special working group, operational airport trials shall be set up to test the effect of liquids screening equipment on the operation of an airport (point 43). Data from these trials shall be collected and analysed in order to assess and report on the situation by the Summer of 2012. The Parliament will be kept regularly informed and will receive the findings of the working group by the Summer of 2012 in order to examine the state of play ahead of the 2013 deadline in full knowledge of the facts.

Suggestions for cargo

EU cargo and mail security measures are robust and well-developed. All Member States have a duty to inspect the correct implementation of these rules and are obliged to submit an annual report to the Commission on such activities. The Commission is continuously working with Member States to ensure that they implement the current security system for cargo and mail (point 47).

The weaknesses of the systems were known and are sometimes related to human factors and mainly to the fact that appropriate technologies are not always and everywhere available to the screener. In this respect, the Commission has adopted as part of the package on inbound cargo and mail, legislation that further clarifies screening processes. The Commission therefore considers a technical report not appropriate at this stage and will continue to monitor application of rules (point 48). However, continued research into new screening technologies will be helpful.

The new legal framework for cargo and mail entering the EU received the Member States' support on 7 July 2011 and was adopted by the Commission in July. The legislative text reflects the European Parliament recommendations: it sets out new requirements for cargo being brought into the EU from third countries and for the treatment of high-risk cargo and mail; it requires that high risk categories be identified in accordance with a risk assessment (point 51); that cargo and mail transported on board passenger flights are screened at a higher level (point 45). To appropriately train security staff is a common principle under existing aviation security legislation and has been enhanced through the 2010 package of modifications the effect of which will be monitored (point 53). Moreover, closer cooperation between the Commission and counter terrorism services as well as between these and different national authorities (such as the customs authorities) will be accomplished when establishing EU risk assessments for aviation security in order to gain a proper threat and risk basis for future policy decisions (point 50). Finally, the Commission's legislative proposal is specifically designed to allow the continued smooth operation of international trade flows while providing greater guarantees for the security of cargo being brought into the EU (point 52).

Suggestions for financing

The Commission welcomes the European Parliament taking a position on the proposal for a Directive on aviation security charges (points 38-39) and stands ready to assist in finding a way forward on this file with the Council (point 40).
Suggestions on international relations
The Commission together with the Member States is participating in various fora within the structure of the International Civil Aviation Organisation, including the Aviation Security Panel (ICAO AVSEC Panel), in order to input into the establishment and reinforcement of international standards on aviation security, as laid down in Annex 17 to the Chicago Convention on International Civil Aviation. Priorities for the EU will be pushed forward at an ICAO High Level Event on Aviation Security to be held in Montreal on 10-12 September 2012 (point 55).
-----------------
PAGE  
6

