Follow up to the European Parliament resolution on critical information infrastructure protection – achievements and next steps: towards global cyber-security, adopted by the Commission on 26 September 2012
1.
Rapporteur: Ivailo KALFIN (S&D/BG)

2.
EP reference number: A7-0167/2012 / P7_TA-PROV(2012)0237

3.
Date of adoption of the resolution: 12 June 2012

4.
Subject: Information and communication technologies; International information networks and society, internet

5.
Competent Parliamentary Committee: Committee on Industry, Research and Energy (ITRE)

6.
Brief analysis/assessment of the resolution and requests made in it:

The resolution acknowledges the importance of ensuring a high level of security and resilience of ICT networks, services and technologies in order to the competitiveness of the EU economy and the need to establish a robust, innovative and effective system of Critical Information Infrastructure Protection (CIIP).
The resolution requests the Commission to:

· Propose, by the end of 2012, a comprehensive internet security strategy aimed at strengthening innovation and prosperity through the free flow of information, while ensuring robust protection of privacy and other civil liberties. The Strategy should address measures to streamline national and EU efforts, and establish minimum resilience standards among the Member States to ensure safe, continuous, robust and resilient Internet and critical infrastructures.

· Propose an EU framework for the notification of security breaches in critical sectors such as energy, transport, water and food supply, as well as in the ICT and financial services sectors, to ensure that relevant Member State authorities and users are notified of cyber incidents, attacks or disruptions.

· Provide evidence of the effectiveness and impact of Council Directive 2008/114/EC (on the identification and designation of European critical infrastructures and the assessment of the need to improve their protection) before further steps are taken and considers expanding the scope of the Directive to the ICT sector and financial services but also of appropriate to health, food and water supply systems, nuclear research and industry.

· Assess, in cooperation with the Member States, the implementation of the CIIP action plan.

The resolution urges the Member States to establish well-functioning national/governmental CERTs that should be part of an effective network at EU level, and recommends the Commission to propose binding measures designed to impose minimum standards on security and resilience and improve coordination among national CERTs.

The resolution also urges the Member States to develop national cyber security strategies, organise regular national and pan-European cyber incident exercises, develop national cyber incident contingency plans and contribute to the development of a European cyber incident contingency plan by the end of 2012.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

The Commission continues to support the Member States in the implementation of the actions under its CIIP policy, particularly regarding the actions aimed at establishing national/Governmental CERTs and a network at EU level, developing a European cyber incident contingency plan and carrying out pan-European cyber incident exercises.

The Commission and the European External Action Service plan to adopt in the coming months a Communication on a European Strategy for Cyber-security. The Communication will address network and information security, the fight against cybercrime, and the external dimension of cyber-security and the promotion of fundamental rights and EU core values.

Regarding the network and information security component of the Strategy, the Commission will propose initiative aimed at taking forward the actions pursued under its CIIP policy.

The Commission also intends to adopt, as a key action under the Communication, a legislative proposal on a high common level of network and information security in the Union. The legislative proposal would aim at raising the national level of capabilities and preparedness, strengthening cooperation at EU level and promoting the take-up of a culture of risk management and the reporting of security incidents by key Internet operators and operators in critical regulated sectors (such as energy, transport, finance, etc.).

As follow-up to the review of the European Programme for Critical Infrastructure Protection (EPCIP), including Directive 2008/114/EC, the Commission will, in the coming months, adopt a revised policy package on Critical Infrastructure Protection that will cover cyber security aspects within the framework of comprehensive measures addressing cross-sectoral as well as cross-border challenges for all types of critical infrastructure.
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