Follow up to the European Parliament resolution on Cyber Security and Defence, adopted by the Commission on 20 February 2013
1.
Rapporteur: Tunne KELAM (EPP/EE)

2.
EP reference number: A7-0335/2012 / P7_TA-PROV(2012)0457

3.
Date of adoption of the resolution: 22 November 2012

4.
Subject: Cyber Security and Defence

5.
Competent Parliamentary Committee: Committee on Foreign Affairs (AFET)

6.
Brief analysis/assessment of the resolution and requests made in it:
The resolution refers to various EU initiatives in the field of cyber security and cyber defence and calls for a more comprehensive EU policy on the subject matter. It points to the limitations in coordination and preparedness of the EU institutions and the Member States in addressing evolving cyber threats. The resolution makes also concrete recommendations to the Commission, the HR/VP, and EU Member States on how to improve the general EU cyber resilience.

The resolution calls for the EU Cyber Security Strategy to address the threats posed both in civilian, and military spheres in cyberspace. The focus should be on preventive measures, on better horizontal cooperation within the EU institutions and agencies, and on public-private partnership. The EU defence community and the European Defence Agency (EDA) should step up the efforts to ensure the adequate level of cyber defence capabilities and training, as well as the protection of the CSDP missions. The resolution also calls for adoption of EU arrangements on the basis of the Solidarity Clause and the Mutual Defence Clause in case cyber attacks endanger internal or national security of the Member States. A specific request for developing a EU White Paper on Cyber Defence is made.

The resolution suggests that EU Member States need to advance their cyber security efforts by completing their national cyber security strategies and developing necessary policies on IT risk management, crisis management, critical infrastructure protection, cooperation with private sector, criminal and judiciary procedures and training. Member States are advised to develop designated cyber defence units within their military structures.

Finally, the resolution proposes a proactive approach to EU international cyber security cooperation, with an emphasis on the United States and emerging markets, as well as NATO, UN, OECD, OSCE and other international organisations. It also stresses the need to enhance cyber security capacity in third countries. The Commission, the EEAS and EU Member States are advised to develop common approach in leading international cyber issues, such as developing norms of behaviour and applying international law in cyberspace. A special attention is devoted to cooperation with NATO on cyber defence and with the United States within the EU-US Working group on cybercrime and cyber security.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

The Commission welcomes the suggestions on measures to strengthen cyber security and to combat related threats, be it accidental or malicious, and will take these into account during the process of preparing a European Cyber Security Strategy, which will be finalised as a joint Commission/High Representative Communication in the coming months. The Commission will also take into account such recommendations in the development of the legislative proposal on network and information security across the EU, which will accompany the European Cyber security Strategy.

The Commission shares the views that improved coordination and more synergies are needed at the Union level in addressing the issues of cyber security and cyber defence. It will be very important to combine the efforts of public and private sector, civilian and military structures in the EU. The best practices of EU Member States in cyber security should be adapted into the EU policy frameworks.

The Commission will examine the possibilities to include serious cyber attacks into the EU crisis response mechanisms, and will consider the arrangements of implementing the Solidarity Clause (Art. 222 TEU) in case of cyber attacks endangering national security.

The Commission reassures the European Parliament that all EU cyber security policies will be accompanied by a strongly articulated vision to reaffirm fundamental rights online and to protect citizens’ rights and freedoms also in cyberspace.

EU level

The Commission shares the view that horizontal coordination on cyber security should be improved within and between EU institutions and agencies. It will be important to regularly assess and improve the protection of the EU’s own information systems and networks, as well as the critical private and public sector information systems and networks in EU Member States.

The Commission fully supports the views presented in the resolution that improved IT risk management, cyber crisis management and contingency plans are needed in the EU institutions and in EU Member States. An important element in testing the actual preparedness is the bi-annual EU cyber security exercise “Cyber Europe”. EU exercises led by ENISA, the European Network and Information Security Agency (so far Cyber Europe 2010 and Cyber Europe 2012), as well as the EU-US table top exercise Cyber Atlantic in 2011 have provided a solid basis for future exercises with more operational focus. The Commission has also started regular internal exercises to step up EU crisis procedures in case of cyber attacks. CERT-EU, an inter-institutional facility, which has been set up in 2010 and has become fully operational in October 2012, is responsible for the protection of the EU institutions’, agencies’ and bodies’ information systems.

The Commission agrees that good practices on Critical Information Infrastructure Protection should be shared between EU Member States, and that a Critical Infrastructure Warning Information network at European level should be created as soon as possible. The Commission welcomes the support expressed in relation to initiatives related to combating cybercrime such as European Cybercrime Centre and Directive on Attacks against Information Systems.

The idea of launching a pan-European education initiative will be reflected upon. The Commission welcomes the importance given by the resolution to awareness-raising in the field of cyber-security. ENISA has organised this year with a number of Member States a pilot project of the European Cyber security Awareness Month. The upcoming European Cyber security Strategy will take this forward and will also announce further actions in the domain calling upon the Member States and the private sector to play a role on awareness-raising, with the support of ENISA. The Commission takes note of the proposal to develop a “white hat” strategy to attract young talents to deal with cyber issues.

In creating higher level resilience of information systems across the Union, ENISA supports efforts of EU Member States and EU institutions.
Member States

The Commission supports the call that Member States should complete national cyber security strategies and designate the national authorities to deal with cyber security. The Commission welcomes the fact that the resolution recognises the importance of national capabilities also as pre-condition for EU-level cooperation and that EU-level exercises are so important. The Commission supports the goal that there should be no weak links across the EU.

The Commission welcomes the fact that the resolution calls upon the Member States to be appropriately equipped and on ENISA to provide its expertise in this regard. In particular, the upcoming legislative proposal on network and information security that will accompany the European Cyber security Strategy should aim at ensuring a common level of preparedness across the Member States, including via national cyber security strategies and national contingency plans but also via a national competent authority and a well-functioning Computer Emergency Response Team (CERT).

The Commission welcomes the fact that the resolution calls for "a minimum level of obligatory cooperation […] among the Member States". The Commission has observed that following the voluntary initiatives adopted so far, cooperation still involves a limited number of Member States, notably the most advanced ones on network and information security. The upcoming legislative proposal would also aim at ensuring cooperation at EU level both to prevent and to respond to the most serious incidents and threats.

On the Parliament’s call for more efficient criminal justice regulation, the Commission, the Council and the Parliament are currently finalising the EU Directive of the Attacks on Information Systems that sets the harmonised requirements for the national criminal law of the Member States in addressing cybercrime.

To enhance coordination on cyber security issues within the EU, Commission services and the EEAS have set up an Inter-service Group on Cyber security and Cybercrime. Additionally, the Council Secretariat and the Cyprus presidency have established the Friends of Presidency Group on Cyber issues that will significantly improve the horizontal coordination of different policy areas related to cyber security within the Council.

The Commission agrees that national contingency plans and cyber crisis management as part of general crisis management are the key requirements for the better preparedness of the Member States. Additionally, EU institutions and Member States are expected to advance information sharing efforts and improve cyber incident management, as well as general crisis management with cyber disruption aspects.

The Commission takes note that increasing training requirements of public and private sector organisations across the Union need a new pan-European solution.

Public-Private partnership

The Commission welcomes the fact that the resolution stresses the importance of public-private cooperation to foster trust across the EU. Also, advancing capabilities in the public sector will increase mutual trust among Member States and private sector's trust towards governments. Currently, information on cyber security risks and incidents is not shared, mainly due to fear of reputational damages, liability or loss of business opportunities. However, only by sharing information can we increase transparency, enhance response to cyber security threats and ensure an informed decision-making in this domain.

The Commission launched in 2009 a European Public-Private Partnership for Resilience (EP3R) to foster public policy dialogue on Critical Information Infrastructure Protection. Also by leveraging the work conducted under this platform, the upcoming European Cyber security Strategy will announce a number of actions aimed at ensuring private sector's leadership on cyber-security, the promotion of a single market for cyber security products and stronger R&D investments.

The Commission has recognised the need for strong trust-based Public-Private partnership at the Union level, and has consulted the private sector on network and information systems security aspects of the upcoming EU strategy. One of the key elements in the legislative proposal that will be presented alongside with the strategy could be to increase information sharing between public and private authorities on cyber security in the EU.

The proposals of the Parliament on developing products of “security by design”, and creating incentives for the European producers to develop competitive and innovative market for IT security products in the EU will also be addressed in the upcoming European Cyber security strategy.

The Commission shares the views that EU Member States and the private sector should step up the efforts to protect critical infrastructures from the cyber threats, and will hope that the active involvement of the Parliament in cyber issues will raise awareness in those EU Member States, which have not yet established Critical Infrastructure Protection frameworks, and relevant national crisis management plans.

International cooperation, relations with NATO and the US

The Commission fully supports the proposals to mainstream cyber security issues into the EU external relations. Productive dialogues on cyber security have started with the United States, India and Japan. Additionally, the EU-China cyber taskforce has discussed international cyber issues and economic aspects of IT security.

The Commission actively promotes the Budapest Convention. Funding is foreseen within the Instrument for Stability for the next two years to disseminate the principles of the Convention globally, as well as to advance other cyber security capacity building issues. The widespread acceptance of the Convention will contribute to achieving the minimum level of preparedness to address cyber threats worldwide.

Commission services and the EEAS participate at the global debate on norms of responsible behaviour in cyberspace (e.g. developing Confidence Building Measures in cyber security), as well as on the application of existing international law in cyberspace. Cyber security has become a permanent feature in most EU political, economic and security dialogues with strategic partners and international organisations, such as UN, OSCE, CoE, NATO, and OECD.

The Commission would like to reassure the European Parliament that cyber security cooperation with all international partners will strive to promote and comply with fundamental rights and EU core values.

The EU-US cooperation on cyber security is institutionalised within the EU-US Working Group on Cyber security and Cybercrime. The Working group is organised into specific work streams and has already proven to be an efficient framework for solid expert-level exchange on key cyber security and cybercrime issues.
-----------------

5

