Follow up to the European Parliament resolution on a Digital Freedom Strategy in EU Foreign Policy, adopted by the Commission on 27 March 2013
1.
Rapporteur: Marietje SCHAAKE (ALDE/NL)

2.
EP reference number: A7-0374/2012 / P7_TA-PROV(2012)0470

3.
Date of adoption of the resolution: 11 December 2012

4.
Subject: a Digital Freedom Strategy in EU Foreign Policy

5.
Competent Parliamentary Committee: Committee on Foreign Affairs (AFET)

6.
Brief analysis/assessment of the resolution and requests made in it:
The resolution underlines that “digital freedoms”, such as the uncensored access to the open internet, mobile phones and ICTs are key in safeguarding human rights. The resolution makes wide-ranging recommendations aiming at strengthening the European Union’s action in this field, with a special focus on the areas of EU external policies, including trade, development and internet governance.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:
Section “Human rights and development”

6. The EU is ready to send a clear political message in response to the worrying trend of increased internet censorship. Moreover, the Strategic Framework for Human Rights foresees in its Action Plan that the EU will “ensure that a clear human rights perspective and impact assessment is present in the development of policies and programmes relating to cyber security, the fight against cybercrime, internet governance and other EU policies in this regard.

8. The EU promotes human rights in all areas of its external action without exception. In particular, it will integrate the promotion of human rights and freedom of expression through internet acknowledging the link between new technologies and human rights as important avenues for promoting human rights and democracy. In this framework the EU foresees in its Action Plan to ensure that a clear human rights perspective and impact assessment is present in the development of policies and programmes relating to cyber security, the fight against cybercrime, internet governance and other EU policies in this regard.

11. Among the commitments envisaged in the EU Action plan on Human rights adopted on 25 June 2012, the EEAS envisages intensifying cooperation between the Council working parties on fundamental rights (FREMP) and human rights (COHOM) to address issues of coherence and consistency between the EU’s external and internal human rights policy.

15. In the Action plan on Human rights, the EU plans to develop measures and tools to expand internet access, openness and resilience to address indiscriminate censorship or mass surveillance when using ICTs; empower stakeholders to use ICTs to promote human rights, taking into account privacy and personal data protection. An example of the EU’s readiness to assist human rights defenders using internet as a way to fight for freedom is provided in the Joint Communication of the Commission and the High Representative on "A Partnership for Democracy and Shared Prosperity with the Southern Mediterranean", which foresees the development of tools to allow the EU, in appropriate cases, to assist civil society organisations or individual citizens to circumvent arbitrary disruptions to access to electronic communications technologies, including the internet. The Commission has recently released the "No Disconnect Strategy" created to uphold the EU's commitment to ensure that internet and other information and communication technology (ICT) can remain a driver of political freedom, democratic development and economic growth. The objective is to provide ongoing support to internet users, bloggers and cyber-activists living under authoritarian regimes.

16. The EU has already undertaken a number of initiatives in this field, notably through the provision of financial support to journalists and NGOs working on media independence and freedom of expression, under the European Instrument for Democracy and Human Rights (EIDHR). For example, an EIDHR funded project run by Reporters Without Borders aims at fighting cyber-censorship and developing free flow of digital information. One of the main activities of the project is the creation and the maintenance of a virtual shelter, a secured space where independent journalists can work and publish news that would be otherwise censored. In addition, the 2012 EIDHR Call for Proposal, with a global allocation of €20 million, included for the first time a specific lot for actions aiming at fighting cyber-censorship and promoting digital freedom and security.

Section “Trade”

As a general comment to a number of trade-related points raised in the resolution, the Commission shares the view that digital freedom is a very important value. However, it is not an absolute right and must be made compatible with other rights. Therefore the Commission understands that the reference to the need to preserve and respect "unrestricted access to the internet" and "digital freedoms" or "ensuring the free flow of information", as mentioned namely in points 35 and 66 is made without prejudice of the articulation with fundamental rights, as well as other regulatory frameworks, such as intellectual property, and the respect for international commitments adopted by the European Union. The same comment applies to point 46. Similar considerations apply to the reference in point 56 to the ability of a person to "use a service to access, use, send, post receive or offer any content, application or service of their choice, irrespective of source or target".

23 & 47. The EU has taken swift and robust measures to prevent the export of telecommunication interception and internet monitoring equipment used in violation of human rights in crisis situations, e.g. with the adoption of sanctions against Syria and Iran. In addition to its targeted approach focusing sanctions on the most urgent priorities, the Commission has initiated consultations regarding the adapted application of certain provisions of the existing Export Control Regulation (428/2009) to control exports to conflict zones and authoritarian regimes. The Commission has also highlighted the issue of ICT export controls in its recent Commission Staff Working Document "Strategic export controls: ensuring security and competitiveness in a changing world - A report on the public consultation launched under the Green Paper (COM(2011) 393) (SWD(2013) 7 final)" which reviews responses received from stakeholders – Member States, industry associations and economic operators, civil society organisations and academia – and will assess policy options in this respect as part of preparations for a Communication planned for 2013.

26. While the Commission does not have competence for assessing and granting export licenses, it supports exchange of information between national competent authorities, and monitors the consistency of the application of export controls within the EU.

29. The Commission does not understand what kind of 'human rights impact assessment' could be required from companies that wish to participate in public procurement procedures of ICTs. ICTs as such are human rights neutral when properly used. Disrespect of human rights may only occur where bad use is made of such technologies. Therefore, it is rather for the legislator to decide on the kind of (bad) use of ICTs that should be banned and penalized. Any possible ban on a specific ICT good or service would have to be decided by the legislator in light of sound risk and impact assessments.

30. In its Communication on Corporate Social Responsibility in October 2011 (COM(2011) 681), the Commission expressed its expectation that all enterprises should meet the corporate responsibility to respect human rights defined in the UN Guiding Principles on Business and Human Rights. The Commission is currently financing the development of guidance for ICT companies on the corporate responsibility to respect human rights. This guidance should be published within the first half of 2013.

31. As regards the EU procurement procedures, the Commission would like to recall that in accordance with Article 106(1) of the Financial Regulation, any candidates or tenderers which would be:

· guilty of grave professional misconduct proven by any means which the contracting authority can justify including by decisions of international organisations, or;

· convicted of an offence concerning its professional conduct by a judgment of a competent authority of a Member State, or;

· subject of a final judgment for any illegal activity detrimental to the Union's financial interests;

· shall be excluded from participation in EU procurement procedures.

Consequently, the Financial Regulation requires that the Commission prevents a company from participating in EU procurement procedures if this company is found in serious violation of professional ethical standards or if its professional credibility is questioned following established wrongful conduct, bearing in mind that the exclusion rules of the Financial Regulation have the purpose to protect the Union's financial interests as expressed in Recital 35 of the Financial Regulation.

32. The human rights guidance referred to in the Commission's response to paragraph 30 will be consistent with the UN Guiding Principles on Business and Human Rights, put forward by Professor Ruggie. Besides the ICT sector, the Commission is also developing similar guidance for oil and gas companies, and for employment and recruitment agencies. The Commission has also published an introductory guide to human rights for SMEs.

35. Article 21 of the Treaty on the European Union specifies the principles on which the EU's external action relies. While trade agreements do not, at this stage, constitute the most appropriate instruments to address restrictions to internet access or for inclusion of provisions on free flow of information, they may evolve to reflect new trends in international trade aspects of ICT.

36. Negotiations of international (trade) agreements by the EU are, and will continue to be, conducted in full conformity with the general principles on the EU’s external action as set out in article 205 TFEU, which in turn makes reference to articles 21 and 22 TEU.

37. The Commission is aware that third countries have often legislation on the removal of online content and on data protection that differ from the legislation within EU. The Commission strives to find the best solution in the cases highlighted by this resolution, including by cooperating with third countries and participating in debates in international fora to promote the legislative solutions that protect fundamental rights in the best possible way. See also reply to point 44 below.

38. See reply to paragraph 53.

39. The Commission is open to the debate on the creation of the global digital market. Furthermore, the Commission is currently engaged in the negotiations to update the current Information Technology Agreement (ITA) agreement.

As regards E-commerce:

First, concerning the intra-EU cross-border online trade, the Commission adopted on 11 January 2012 a coherent framework for building trust in the Digital Single Market for e-commerce and online services, which identified a set of actions that should further facilitate intra-EU cross-border trade and enhance consumer trust in online world as a trade channel.

In this context one of the conclusions of the Communication of the Commission was that the Directive on Electronic Commerce removed a series of obstacles to cross-border online services. The consultations and analyses carried out indicated that a revision of the Directive is not required at this stage, though it is necessary to improve its implementation. In this context the Commission commissioned an external study that is looking at the national implementing measures and will serve as a basis for possible further action, if and where needed.

Second, concerning the external cross-border trade beyond the EU the Commission continues to seek the inclusion of best regulatory principles enshrined in the Electronic Commerce Directive in the multilateral and bilateral trade negotiations (e.g. high level of data protection; liability of online intermediaries).

No specific EU regulatory framework is envisaged in this context, which is also in line with recital 58 of the Electronic Commerce Directive that clarifies that this Directive does not apply to undertakings established in third countries and the fact that, with very limited exceptions, EU law does not have extraterritorial effect.

40. The European Commission does not include specific provision on copyright transfer in trade agreements. However, provisions requiring the presence of an independent telecoms regulator are systematically included. Intellectual property rights, including copyright, are private rights. Therefore, the right-holders, like any other citizen, must have access to mechanisms to enforce such rights in case they are violated. This may include legal means agreed under a contractual obligation, as well as access to administrative (e.g. customs, police) and judicial authorities. This being said, it is clear that enforcement actions undertaken by a private entity must comply with the rule of law and, ultimately, be subject to judicial review.

41. The Commission follows carefully actions by third countries which could result in protectionist measures. To this effect it publishes a yearly report on trade barriers outlining its strategy to remove such protectionist measures.

42. The Commission is committed to ensure that legislation affecting the online environment is designed and implemented in accordance with assessed legislative needs.

43. While the Commission is not a member of the Wassenaar Arrangement, it promotes EU coordination and participation in the meetings of the Wassenaar Arrangement and contributes to discussions about targeted repression technologies.

44. It is part of EU policy to use trade agreements to spread European values and emphasise respect for fundamental rights, but also to defend European business. Regarding the reference to "user-generated content", the Commission points out that there are specific and narrowly defined situations where it may be legitimate request for the removal of such content by judicial authorities, if this infringes legal provisions, namely in the area of intellectual property rights.

46. The Commission acknowledges the suggestions to include safeguard mechanisms in future trade agreements as concerns the e-communications chapter.

Section “Internet Governance”

49. The Commission is strongly in favour of the multi-stakeholder model for global Internet governance. The Commission is an active player in many relevant fora, including ICANN, the Internet Governance Forum and EuroDIG, and strongly supports a more active participation of EU stakeholders.

50. The Commission recalls that EU legislation, namely the Directive on Electronic Commerce (2000/31/EC), establishes a general obligation not to monitor content. It also, foresees a number of provisions to limit the liability of ISPs with regard to possible infringing content that may use their network. The Commission has sought to agree on a similar model with its trading partners in recent Free Trade Agreements. The Commission is currently reflecting upon improvements in the Notice and Action procedure as foreseen by the Article 14 of the Directive on electronic Commerce from the point of view of safeguarding fundamental rights. Those improvements should bring clarifications on the role of Internet Service Providers, as well as on the role of third parties in the online enforcement of rights.

51. The Commission has issued in 2009 a Communication on Internet Governance (COM(2009) 277) which sets the main framework of its actions in this sphere.

53. The Commission is in continued contact with its US counterparts at services and political level where issues relating to intellectual property are regularly raised, including the implementation of both parties' domestic legislation and their compliance with international obligations, including those of the World Trade Organisation's TRIPS Agreement. In the meantime, the Cloud Computing Strategy was adopted by the Commission on 27 September 2012.

58. The Commission is fully committed to work on the modernisation of copyright as it was decided by the College of Commissioners on 5 December 2012. Currently, the Commission is launching a multi-stakeholder dialogue "Licences for Europe" to reflect upon those issues. In parallel, the Commission will conduct an assessment if a legislative action is needed.

The Commission implements the European Strategy for Intellectual Property Rights in order to develop and complete the Digital Single Market and with a view to adaptation to the online reality of the 21st century. In this respect, the Commission has already taken a number of actions, including, a pending legislative proposal on collective management of copyright with a view to ensuring better accountability, transparency and governance of collective rights management societies guaranteeing a high-quality service for users and for right-holders and the accessibility of European repertoires of online music via multi-territorial licences.

Beyond these proposals and to continue with the good progress made so far in delivering the copyright-related actions identified in the European Strategy for Intellectual Property Rights, the Commission, in its Communication of 18 December 2012 on content in the Digital Single Market
, has set out its strategy for the next two years in order to ensure an effective digital single market in the area of copyright.

This strategy has two parallel tracks of action.

On the one hand, as it is mentioned by the European Parliament, the Commission will complete its on-going effort to assess the EU copyright legislative framework in order to decide, on solid legal and economic analysis, whether a review and a modernisation of certain aspects of the EU copyright legislative are needed.

On the other hand, the Commission will set out a structured stakeholder dialogue, named "Licenses for Europe", with all stakeholders concerned to address a number of issues on which rapid and concrete progress is possible. This process will seek to exploit the potential and explore the possible limits of innovative licensing and technological solutions to help achieving a functioning Digital Single Market which works on the ground for the benefit of all. The process "Licenses for Europe" will cover the four following topics; cross-border access and the portability of services, user-generated content and licensing for small-scale users, audio-visual sector and cultural heritage institutions and text and data mining.

59. Concerning the call for a Commission’s revision of Directive 2004/48/EC on the enforcement of IPR, the Commission is conducting an extensive public consultation on the civil enforcement of IP rights within the internal market (including on the functioning of the Directive). A report summarizing the results of the consultation should be adopted before the summer and a Communication wrapping up this public consultation process, presenting conclusions and possibly some initiatives on how the system could be improved should follow by the end of year 2013. One of the aims of this consultation is to verify if, according the stakeholders, current provisions allow for the adequate protection of fundamental rights and if they contain adequate provisions against the potential misuse of IPR enforcement procedures.

In parallel, a report on the functioning of the Memorandum of Understanding on the sale of counterfeit goods over the internet which aims at developing good practices in order to tackle online counterfeiting, should be adopted this year. Signatories are considering extending the Memorandum of Understanding to companies from other sectors of industry as well as broadening the scope of application of the agreement.

In its relations and agreements with third countries, the Commission seeks to promote and export the European acquis to the extent possible and taking into account the specificities and level of development of its partner countries. The evolution of the acquis will certainly be reflected in future FTA negotiations.

Section “A Digital freedom strategy”

60. The Commission considers internet as an important and indispensable vehicle for promoting freedom of expression. This is for instance reflected in the Joint Communication "A Partnership for Democracy and Shared Prosperity with the Southern Mediterranean", in which the Commission committed to develop tools to allow the EU, in appropriate cases, to assist civil society organisations or individual citizens to circumvent arbitrary disruptions to access to electronic communications technologies, including the internet.

61. The Commission is fully committed to ensure that fundamental rights are protected in online environment. Also, the Commission would like to draw attention to the fact that the EU legal framework already protects rights mentioned in the report, for instance in the following Articles of the Charter: Article 7 (Right for private life), Article 11 (freedom of expression, access to information), Article 12 (freedom of assembly), Article 41 (right to good administration, also there are different other provisions which ensures transparency and accountability in public life) and many others. These rights apply both online and offline. Moreover, in the Strategic framework on Human rights and democracy, the EU has identified the promotion of freedoms both on-line and offline as priorities of its human rights strategy and states that democracy cannot exist without these rights.

62. See replies to paragraphs 8, 15 and 16.

64. See replies to paragraphs 6 and 8.

65. See replies to paragraphs 8, 15 and 16.

66. See replies to paragraphs 8, as well as the replies to the “Trade” section of the resolution.

67. The new Electronic Communications Regulatory Framework adopted in 2009 includes the policy objective that end-users should be able to access and distribute information or run applications and services of their choice. They also modernise the provisions regarding ease of switching, transparency and quality of service across Europe, and give National Regulatory Authorities (NRAs) the tools to deal with net neutrality issues. The European Commission is currently working on recommendations in this field to provide further guidance on these issues.

70. The Commission takes note of the proposal to work on a Digital Freedom Strategy in EU foreign policy and will consider it.
--------------

� COM(2012) 789 final.
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