Follow up to the European Parliament resolution on unleashing the potential of cloud computing in Europe, adopted by the Commission on 11 March 2014
1.
Rapporteur: Pilar del CASTILLO VERA (EPP/ES)

2.
EP reference number: A7-0353/2013 / P7_TA(2013)0535

3.
Date of adoption of the Resolution: 10 December 2013

4.
Subject: Unleashing the potential of cloud computing in Europe

5.
Competent Parliamentary Committee: Committee on Industry, Research and Energy (ITRE)

6.
Brief analysis/assessment of the Resolution and requests made in it:

The Resolution supports the strategy on cloud computing and its approach to develop cloud services in Europe, but considers that, in order to achieve the ambitious goals, a legislative instrument would have been more adequate for some aspects.

It highlights that, owing to the limited budget of the Connecting Europe Facility, support for broadband deployment needs to be supplemented with assistance provided under other Union programmes and initiatives, including the European Structural and Investment Funds.

It welcomes, in particular, the Commission's action to assist the development of EU-wide voluntary certification schemes in the area of cloud computing and to establish a list of such schemes and the mapping of standards that has been entrusted to ETSI, and highlights the importance of continuing to follow an open and transparent process (paragraphs 21 and 34).

It encourages the Commission to communicate the economic potential of cloud computing to SMEs (paragraphs 14-16). It calls on the Commission to identify, in cooperation with Union industry and other stakeholders, areas where a specific Union approach could prove particularly attractive globally, to consider making use of cloud services in order to provide an example to others, to speed up the work of the European Cloud Partnership, to make cloud computing a priority area for research and development programmes, and to promote it in the public administration sector as well as in the private sector, to take the lead in promoting standards and specifications supporting cloud services (paragraph 31); to ensure that consumer devices do not make use of cloud services by default and are not restricted to specific cloud service provider (paragraph 35); to ensure that any commercial agreements between telecommunications operators and cloud providers are fully compliant with EU competition law and that they allow consumers full access to any cloud service (paragraph 35); to raise consumer awareness of all risks related to the use of cloud services (paragraph 36), to ensure that consumers, when prompted to accept or otherwise offered a cloud service, are first given the information necessary for an educated decision (paragraph 37), to explore appropriate measures to develop a minimum acceptable level of consumer rights in relation to cloud services (paragraph 42), to adopt specific measures on the use and promotion of cloud computing in relation to open access and open educational resources (paragraph 43); to review other EU legislation to address gaps related to cloud computing, in particular of the intellectual property rights regime, the Unfair Commercial Practices Directive, the Unfair Contract Terms Directive and the E-Commerce Directive (paragraphs 44-48), to promote the development, jointly with stakeholders, of decentralised services based on free and open-source software (paragraph 49); to develop EU best practice models for contracts (paragraph 51) taking into account especially the main data protection aspects that should be in the contract (paragraphs 56-59); to ensure the speedy implementation of Alternative Dispute Resolution and Online Dispute Resolution (paragraph 52); it recalls its serious concern about the recent unveiling of US National Security Agency surveillance programmes and it reiterates its serious concerns about the compulsory direct disclosure of EU personal data and information to third country authorities by cloud providers subject to third country laws or using storage servers located in third countries (paragraphs 65-66). It expects the Commission and the Council to take such measures as are necessary to solve this situation and to ensure the respect of the fundamental rights of EU citizens (paragraph 69); it calls on the Commission to explore the adequacy of a review of the EU-US Safe Harbour Agreement.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

In relation to the identification of areas where a specific Union approach could prove particularly attractive globally, the Commission is already reinforcing the collaboration with the international partners (e.g. US, Japan, Brazil), and will consider additional action in order to support the global approach of the development of cloud services in Europe.

The Commission is actively exploring and developing its own use of cloud services as a good example to the Member States by assessing the possible implementation of the projects that could help in achieving this goal.

As regards the work of the European Cloud Partnership, the Commission fully supports the need to speed up the work of the body and is expecting that the recommendations of the European Cloud Partnership Steering Board will be delivered soon and that they will give important impulses for the future follow up of the Communication.

The Commission can also confirm that in the first work programmes of Horizon 2020, cloud computing is one of the priority areas for research, development and innovation support.

Regarding certification, the Commission is working with industry and with the support of ENISA to establish an accessible and detailed list of existing certification schemes with cloud relevance in the field of network and information security that will also allow for the comparison of such schemes.

As regards cloud contracts, the Commission has established an expert group on model contract terms and conditions for cloud services as well as the Subgroup within the Cloud Select Industry Group on service level agreements in order to ensure appropriate citizen protection when it comes to cloud services. Regarding data protection aspects and building trust and confidence, the Commission established the Subgroup on Data Protection Code of Conduct within the Cloud Select Industry Group, and the final results are expected this year.

Finally, the Commission is examining all relevant legislative acts, in particular the intellectual property regime, and will also consider the need of reviewing the EU-US Safe Harbour Agreement.
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