ORDINARY LEGISLATIVE procedure - First reading
European Parliament legislative resolution on the proposal for a Regulation of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation)

1.
Rapporteur: Jan Philipp ALBRECHT (Greens/EFA/DE)

2.
EP reference number: A7-0402/2013 / P7_TA-PROV(2014)0212

3.
Date of adoption of the resolution: 12 March 2014

4.
Subject: Protection of personal data

5.
Interinstitutional reference number: 2012/0011(COD)

6.
Legal basis: Article 16 of the Treaty on the Functioning of the EU

7.
Competent Parliamentary Committee: Committee on Civil Liberties, Justice and Home Affairs (LIBE)

8.
Commission's position: The Commission can accept some amendments either:

· directly (amendments 106, 123, 142, 150, 151, 155, 160, 162, 175, 177, 183);

· in principle (amendments 2, 3, 4 (partly), 5, 6, 7, 8, 9, 14, 20, 21, 22, 24, 25, 26, 27, 28, 31, 32, 36, 37, 40, 41, 42, 44, 45 (partly), 48, 50, 52, 54, 57, 58, 59, 64, 65, 66, 67, 68, 69, 70, 74, 75, 76, 77, 78, 79, 80, 81, 82, 88, 92, 93, 97, 102, 105, 107, 113, 114, 126, 128, 144,  146, 148, 149, 153, 154, 157, 158, 159, 163, 164, 165, 166, 171, 172, 174, 176, 178, 180, 181, 185, 188, 190, 193, 195, 198, 199);

· partly only under certain conditions (amendments 11, 12, 13, 15, 17, 18, 19, 23, 30, 33, 34, 38, 39, 43, 46, 47, 49, 51, 56, 60, 61, 62, 72, 73, 83, 84, 85, 86, 87, 89, 90, 94, 96, 98, 99, 100, 101, 103, 104, 108, 109, 110, 111, 112, 115, 116, 117, 118, 120, 121, 122, 124, 125, 127, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 143, 147, 152, 156, 161, 167, 168, 169, 170, 173, 179, 182, 186, 187, 189, 191, 192, 194, 196, 197, 203, 207); or

· subject to rewording (amendments 4 (partly), 10, 16, 29, 35, 45 (partly), 53, 55, 71, 119, 145, 184).

These amendments are in line with the policy objectives pursued by the Commission proposal.

In contrast, the Commission cannot accept amendments 1, 63, 91, 95, 200, 201, 202, 204, 205, and 206.

The reasons for the Commission's position are set forth hereunder.

i. Amendments related to the territorial scope of the instrument

As regards the territorial scope, the Commission proposal foresees that the Regulation applies to processing of personal data in the context of the activities of an establishment of a controller or a processor in the Union. It also applies to the processing of personal data of data subjects residing in the Union by a controller not established in the Union, where the processing activities are related to the offering of goods or services to such data subjects in the Union, or to the monitoring of their behaviour.

The European Parliament confirmed this approach and makes the Regulation applicable also to data processors not established in the EU where their processing activities are related to the offering of goods or services to such data subjects in the Union, or to their monitoring. The European Parliament also clarified that such offering of goods or services to data subjects in the Union is irrespective of a whether a payment of the data subject is required, but that it should be ascertained whether it is apparent that the controller/processor is envisaging such offering of goods or services to data subjects in one or more Member States. It also removed the reference to the concept of "residence" (amendments 4 and 97).

The amendments are acceptable in principle, as they ensure further legal certainty as regards companies outside Europe wanting to take advantage of the European market. As regards the clarification on offering of goods and services to data subjects in the EU irrespectively of a payment by the data subject, according to amendment 4, it should be "apparent" that the controller/ processor is envisaging such offering of goods or services to data subjects in one or more Member States. The deletion of the term “residing” is only partly acceptable: it should be clarified that the processing activity by a controller/ processor not established in the Union and relating to the offering of goods or services to data subjects in the Union, or to their monitoring, is regardless of whether the processing itself takes place within the Union or not.

ii. Amendments related to “new rights” for data subjects (right to be forgotten and right to data portability)

The Commission proposal provides for a right to be forgotten which builds on already-existing rules to make them fit for the purpose of addressing data protection risks online. It is the individuals who should be in the best position to protect the privacy of their personal data, by choosing whether or not to provide them. It is therefore important to empower individuals to be in control of their own data online. If an individual no longer wants his or her personal data to be processed or stored by a data controller, and if there is no legitimate reason for keeping it, the data should be removed from the controller's system. The right to data portability is the prolongation of the existing right of access of the individual to his or her personal data, and equally aims to reinforce the control of individuals over their personal data (i.e. to transfer data from one electronic processing system to and into another, without being prevented from doing so by the controller).

The European Parliament supports the logic of the Commission proposal and reinforces the essence of the right to be forgotten (renamed as a right to erasure) by allowing individuals to obtain from third parties (to whom the data have been passed) the erasure of any links to, or copy or replication of their data. It also adds that individuals have the right to erasure where a court or regulatory authority based in the Union has issued a final ruling that the data concerned must be erased (amendments 27, 28 and 112). The European Parliament keeps the essence of the right to data portability and merges it with the right of access, now entitled “right of access and to obtain data for the data subject” (amendments 30, 111 and 113).

The amendments are acceptable in principle. Overall, the European Parliament approach to these "new" rights maintains the Commission logic regarding these provisions.

iii. Amendments related to the one-stop-shop mechanism

The Commission proposal establishes a "one-stop-shop" for businesses operating in several EU Member States. Controllers and processors will only have to deal with one single supervisory authority, which will be the one in the country of the main establishment of the business, rather than twenty-eight different authorities. This will make it simpler and cheaper for companies to do business in the EU. In addition, this consistent application of EU law will make it easier, swifter and more efficient for individuals' personal data to be protected.

The European Parliament supports a strong "one-stop-shop" along the lines of the Commission's proposal. It extends the scope of the mechanism to controllers not established in the Union, where residents of different Member States would be affected by processing operations. The lead supervisory authority remains the only authority entitled to take measures intended to produce legal effects (amendments 67, 68, 69 and 158).

The amendments are acceptable in principle, as the European Parliament agrees to the Commission logic and simplifies the legal environment for both businesses and individuals.
iv. Amendments related to administrative fines

The Commission proposal provides for an empowerment for DPAs to sanction administrative data protection offences, by imposing fines up to maximum amounts with due regard to the circumstances of each case (up to €1 million or up to 2% of the global annual turnover of a company).

The European Parliament allows more room for manoeuvre for data protection authorities in the choice of appropriate sanctions (e.g. warnings, audits and fines) and raises the possible maximum of fines up to 5% of a company's annual worldwide turnover (amendment 188).

The amendments are acceptable in principle as they provide for greater room of manoeuvre for data protection authorities, while maintaining a deterrent effect.

v. Amendments related to personal data relating to health and research

The Commission proposal obliges Member States to ensure specific safeguards for the processing of personal data concerning health, which can be lawful without the explicit consent of the data subject, and sets out specific conditions for processing personal data for historical, statistical and scientific research purposes.

The European Parliament adds further limitations for the processing of personal data concerning health (amendments 84 and 191) and makes the processing of personal data for historical, statistical and scientific research purposes in principle subject only to the data subject’s consent and pseudonymisation with the possibility for Member States’ law to provide for exemptions from the consent requirement (amendments 86, 191 and 194).

The amendments on processing of personal data concerning health are partly acceptable only insofar as they do not unjustifiably affect the current level of protection in particular as regards processing personal data for health research. Processing in such situations should also be lawful when based on grounds other than consent, including further processing of personal data for such purposes. In this context, processing of fully identifiable personal data should be allowed only if these purposes cannot be otherwise fulfilled by processing anonymous data.

The amendments on processing of personal data for historical, statistical and scientific research purposes are acceptable only under certain conditions, namely that they would preserve the objective of overcoming existing fragmentation and providing consistency and coherence for the whole of the Union while maintaining the existing level of protection as regards processing personal data for historical, statistical and scientific research purposes.

The Commission will continue to emphasise the added value of delegated acts in the area of health and scientific research in order to further specify criteria and requirements relevant for the fields in question.

vi. Amendments related to the material scope of the instrument

The Commission proposal pursues the logic of Directive 95/46/EC as regards the material scope and its non-application in particular to processing activities outside the scope of Union law, to household activities, or the processing by Union institutions, bodies and agencies.

The European Parliament's resolution envisages that the General Data Protection Regulation should apply to the processing of personal data by Union institutions, bodies, offices and agencies in relation to matters for which they are not subject to additional rules set out in Regulation (EC) No 45/2001, and obliges the Commission to present, two years after the entry into force of the Regulation, a proposal to modify Regulation (EC) No 45/2001 (amendments 1 and 206).

The Commission cannot accept any text according to which it would be obliged to present a proposal, since this would encroach on the Commission’s right of initiative. In its 2010 and 2012 Communications, the Commission has indicated that the reform of the EU data protection framework will include, at a later stage, amendments to align specific and sectoral instruments, for example Regulation (EC) No 45/2001. To this end, the Commission issued a political declaration at the 2013 June JHA Council, committing to present a proposal to align Regulation (EC) No 45/2001 with the data protection reform package in due course, in order to permit the simultaneous entry into application of all the instruments.

vii. Amendments related to the grounds for lawful processing

The Commission proposal for Article 6 sets out, based on Article 7 of Directive 95/46/EC, the criteria for lawful processing, which are further specified as regards the balance of interest criterion, and the compliance with legal obligations and public interest.

The European Parliament partly goes back to the logic of Directive 95/46/EC enshrined in Article 7(f) as regards the "disclosure of data to third parties", and adds a new requirement for the controller’s legitimate interests for processing to meet the “reasonable expectations of the data subject based on his/her relationship with the controller” (amendment 100).
This amendment is acceptable only under certain conditions, namely that it does not create legal uncertainty in comparison to the status quo which is based on objective criteria and does not risk creating new undue limitations for businesses which rely on the legitimate interest ground for their processing operations when exercising the fundamental freedom to conduct a business. It should also not prevent or unduly restrict the voluntary reporting by citizens of crimes they are aware of to competent law enforcement authorities.

viii. Amendments related to delegated and implementing acts

The Commission proposal foresees the possibility for the Commission to adopt, under certain provisions of the proposed Regulation, implementing or delegated acts.

The European Parliament's resolution operates, for certain provisions a switch between implementing and delegated acts or foresees the compulsory consultation of the European Data Protection Board (amendments 91, 200, 201, 202 and 203).
The choice of the Commission empowerments to be issued must rest on objective criteria and be in line with Articles 290 and 291 TFEU, in particular for adequacy findings which are currently adopted in Comitology procedure.

ix. Amendments related to the e-Privacy Directive (Directive 2002/58/EC)

The Commission proposal only provides for a limited number of technical adjustments to the e-Privacy Directive to take account of the transformation of Directive 95/46/EC into a Regulation.

The European Parliament's resolution further amends (by means of deletion) the e-Privacy Directive and obliges the Commission to present, two years after the entry into force of the Regulation, a proposal to amend the Directive. (amendments 204 and 205)
The amendment as drafted would impinge on the Commission's right of initiative under the Treaties. The substantive legal consequences of the new Regulation and of the new Directive for the e-Privacy Directive will be the object, in due course, of a review by the Commission, taking into account the result of the negotiations on the current proposals with the European Parliament and the Council.

x. Amendments related to the role of Commission and to authorisation of supervisory authorities for international transfers

The European Parliament's resolution provides that in cases where controllers or processors are confronted with conflicting compliance requirements between the jurisdiction of the Union and that of a third country, the Commission should seek to resolve the jurisdictional conflict with the third country in question (amendment 63). The European Parliament's resolution also provides a deadline until which existing Commission decisions pertaining to adequacy of a third country and authorisations by supervisory authorities relating to transfers of personal data to third countries should remain in force (amendment 95).

The amendment creates confusion as to the role of the Commission under the Treaties and the Regulation. There might be no need to amend, replace, or repeal all adequacy findings adopted by the Commission or all authorisations by supervisory authorities based under Directive 95/46/EC.

Finally, the resolution provides that requests for transfers from courts or authorities of third countries can only be complied with if they are based on an international agreement, or authorised by a data protection supervisory authority (amendment 140). This amendment could hamper legitimate international cooperation between administrative authorities or courts, for instance in the field of competition law.

9.
Outlook for amendment of the proposal: The Commission will consider in due course the appropriateness of taking into account those amendments of the Parliament which it can accept, taking into account the evolution of discussions on the proposal within the Council so as to enable the institutions to reach an agreement on the future instrument.

10.
Outlook for the adoption of Council's position: An adoption of the Council's position is not expected before the end of the current term of the European Parliament. The Council is not expected to accept all the amendments of the European Parliament.
