ORDINARY LEGISLATIVE procedure - First reading
European Parliament legislative resolution on the proposal for a Directive concerning measures to ensure a high common level of network and information security across the Union

1.
Rapporteur: Andreas SCHWAB (EPP/DE)

2.
EP reference number: A7-0103/2014 / P7_TA-PROV(2014)0244

3.
Date of adoption of the resolution: 13 March 2014

4.
Subject: Measures to ensure a high common level of network and information security across the Union

5.
Interinstitutional reference number: 2013/0027(COD)

6.
Legal basis: Art. 114 (TFEU)

7.
Competent Parliamentary Committee: Committee on Internal Market and Consumer Protection (IMCO)

8.
Commission's position:
In principle, the Commission accepts some of the amendments, but does not intend to accept others and could accept some others partly or subject to rewording.

The Commission could in principle accept amendments 1, 2, 3, 4, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 25, 26, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 44, 45, 47, 48, 50, 55, 57, 60, 64, 65, 66, 69, 70, 71, 72, 73, 75, 76, 85, 89, 90, 91, 92, 96, 106, 113, 114, 126, 127, 128, 129, 130 and 131.

The Commission could not in principle accept the following amendments, because they are not in line with the proposal: 5, 24, 27, 41, part of 43, 49, 51, part of 78, 81, 82, 83, 86, 107, 108, 110, 111, 112, 115, 117, 119, 120, 122, 124 and 125.

The Commission could accept, subject to rewording or clarifications in the text, amendments 42, 46, 52, 53, 54, 56, 58, 59, 61, 62, 63, 67, 68, 71, 74, 77, part of 78, 79, 80, 84, 87, 88, 93, 94, 95, 97, 98, 99, 100, 101, 102, 103, 104, 105,109, 116, 118, 121, 123, 132, 133, 134, 135, 136, 137 and 138.

National NIS frameworks

According to amendments 61, 62, 64, 65, 67, 76, 77, 84 and 113, the Member States are granted the possibility of appointing more than one competent authority for NIS, based on national structures. A single point of contact should be appointed for cross-border cooperation. This change can be acceptable for the Commission as long as the functions and related tasks laid down in the proposal are performed.
Scope of the proposal

According to amendments 49, 51, 97 and 132, "Internet enablers" and public administrations are excluded from the scope of the risk management and notification obligations set out in the proposal. The Commission cannot accept the removal of the Internet enablers and the public administrations, whose inclusion has been extensively justified in the Impact Assessment. However, in case of continued opposition, the Commission can explore the possibility of more precisely identifying specific categories of internet enablers and public administrations that should be the subject of these obligations, while ensuring that such a move would not effectively reduce the scope of the proposal and increase complexity in its transposition and enforcement.

Internet Exchange Points (IXP), the food supply chain, and water production and supply have been added to the scope according to amendments. The Commission welcomes the extension of the scope to these additional critical sectors.

Synergies with law enforcement

Amendment 117 removes the obligation for national competent authorities to report to law enforcement agencies incidents of a suspected criminal nature. The Commission cannot accept the removal of this obligation.

Delegated and implementing acts

Most delegated powers to the Commission concerning the adoption of delegated acts and implementing measures are removed (amendments 82, 83, 108, 122, 124 and 125). This would diminish the practical effect of the Directive, as there would be too much scope for divergent or ineffective practices. Notable examples include the removal of delegated powers concerning the definition of criteria to be fulfilled by the Member States to access the Cooperation network and the definition of circumstances in which market operators and public administrations are required to notify incidents. The Commission cannot accept the removal of these delegated acts. However, in order to re-assure the co-legislators, the Commission will explore adding further detail to the Directive, including on the modalities of cooperation between Member States and between the private sector and competent authorities, providing clearer, more restrictive specifications for future delegated acts. The overview below presents the delegated and implementing acts in the proposal, the rationale for their inclusion and the Commission's views on Parliament's position.
Article 8(4) – Cooperation network

"The Commission shall establish, by means of implementing acts, the necessary modalities to facilitate the cooperation between competent authorities and the Commission referred to in paragraphs 2 and 3. Those implementing acts shall be adopted in accordance with the consultation procedure referred to in Article 19(2)."

These implementing acts are conceived to provide further details on the modalities of the cooperation involving the Member States and the Commission within the cooperation network and the nature of the support that the European Network and Information Security Agency (ENISA) will provide in this context.

Article 8 Paragraph 2 refers to the parties that are involved in the cooperation network, whereas Article 8 Paragraph 3 sets out a list of obligations that the competent authorities should perform within the Cooperation network. These obligations (with the exception of Article 8(3) (a) and (b) that are defined in further details respectively in Articles 10 and 11) need to be defined in further details. Hence the need for implementing acts.
The Commission agrees with the Parliament's approach in maintaining these implementing acts, but does not accept the change of adoption procedure from consultation to examination as requested by the Parliament.

Article 9(2) and (3) – Secure information sharing system

"2. The Commission shall be empowered to adopt delegated acts in accordance with Article 18 concerning the definition of the criteria to be fulfilled for a Member State to be authorized to participate to the secure information-sharing system, regarding:

(a) the availability of a secure and resilient communication and information infrastructure at national level, compatible and interoperable with the secure infrastructure of the cooperation network in compliance with Article 7(3), and

(b) the existence of adequate technical, financial and human resources and processes for their competent authority and CERT allowing an effective, efficient and secure participation in the secure information-sharing system under Article 6(3), Article 7(2) and Article 7(3).

3. The Commission shall adopt, by means of implementing acts, decisions on the access of the Member States to this secure infrastructure, pursuant to the criteria referred to in paragraph 2 and 3. Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 19(3)."

The delegated acts for the definition of the criteria to be fulfilled by the Member States to be warranted access to the secure information sharing system have been conceived as a safeguard for the Member States.

These criteria would be too extensive to be inserted in the text of the Directive and at the same time would supplement "non-essential" elements of the legislative proposal and as such can be object of delegated acts. The criteria to be set out in delegated acts would follow the general framework provided under Paragraph 2, Points (a) and (b).

Implementing acts have been conceived for providing a tool for executive decisions, based on the criteria to be set out in delegated acts, to warrant each individual Member State to access the secure information sharing system.
The Commission does not accept the removal of these delegated and implementing acts requested by the Parliament.

Article 14(5) – Security requirements and incident notification

"The Commission shall be empowered to adopt delegated acts in accordance with Article 18 concerning the definition of circumstances in which public administrations and market operators are required to notify incidents."

The delegated acts would further specify the obligation under Article 14(2) to "notify to the competent authority incidents having a significant impact on the security of the core services they provide".

The Commission does not accept the deletion of these delegated acts requested by the Parliament.

Article 16 – Standardisation

"The Commission shall draw up, by means of implementing acts a list of the standards referred to in paragraph 1. The list shall be published in the Official Journal of the European Union."

These implementing acts would serve the purpose of gathering together the standards and/ or specifications whose adoption shall be encouraged by the Member States according to Article 16(1).

Hence these implementing acts are not meant to include a list of new standards, but just to put together what already existing and applied by the Member States.

The Commission does not accept the removal of these implementing acts requested by the Parliament.

9.
Outlook for amendment of the proposal: The Commission awaits further progress in Council.

10.
Outlook for the adoption of Council's position: Under the Greek presidency, the Telecoms Council adopted a progress report on 6 June 2014, which "sets out orientations and approaches with a view to the preparation of an amended text of the proposal and to the negotiations with the EP in due course". Depending on the subsequent progress achieved on preparing an amended text, the Italian Presidency may be able to start trilogues in view of achieving the adoption of the proposal by the end of 2014.
