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6.
Brief analysis/assessment of the resolution and requests made in it:

The resolution is the result of an in-depth inquiry by the LIBE Committee into the surveillance revelations in both the US and in Member States that came to light in 2013. The resolution covers a broad scope, presented in clusters, including the Commission's data protection reform; EU-US bilateral (existing and future) arrangements and agreements concerning data protection (Safe Harbour, PNR, TFTP and the "Umbrella" Agreement for law enforcement purposes) and other areas (TTIP); existing "adequacy" decisions on data protection with third countries; oversight of EU Member State intelligence services; cybercrime; Europol and the European Cybercrime Centre; cloud computing and global internet governance; and security of IT systems.

The Priority Plan presented in the resolution is a "European Digital Habeas Corpus – protecting fundamental rights in a digital age". This comprises a series of eight actions, based on a number of recommendations, to be overseen by the European Parliament and which will have to be followed up by the incoming Parliament. These actions are:

a) to adopt the Data Protection Package in 2014;

b) to conclude the EU-US "Umbrella Agreement" (for law enforcement purposes) which should include proper (administrative and judicial) redress mechanisms for EU citizens;

c) to suspend the Safe Harbour scheme, pending a full review and remedying current loopholes;

d) to suspend the Terrorist Financing Tracking Program (TFTP), pending conclusion of the "Umbrella Agreement" and a thorough investigation of TFTP;

e) to evaluate third country agreements on personal data exchange;

f) to protect the rule of law and fundamental rights of EU citizens, as well as ensuring protection for whistleblowers;

g) to develop a European strategy for greater IT independence; and

h) to develop an EU strategy for democratic governance of the internet.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

Data protection issues between the EU and third countries, in particular the US

With regard to the Safe Harbour Decision 2000/520/EC and its suspension, (paragraphs 36-40 and 132.3), the assessment of the US privacy framework (paragraph 42), the assessment of the existing Mutual Legal Assistance Agreement with the US and whether this has been circumvented (paragraph 51), negotiations with the US on the Umbrella Agreement in the field of law enforcement (paragraphs 56-59 and 132.2) and on reporting on the state of play, and on data protection reform (paragraphs 60-61 and 132.1), the Commission recalls its November 2013 Communications
 and the factual report on the findings of the EU-US Working Group on Data Protection
. In particular, the Commission is pushing for a swift conclusion of the Data Protection Reform package in 2014. Five components of the proposed data protection reform package are of particular importance in this context: (1) territorial scope whereby the fundamental right to data protection will be respected independently of the geographical location of a company or its processing facility; (2) establishing clear conditions for international transfers; (3) stronger enforcement rules to make sure that companies comply with EU law; (4) setting out clear rules on the obligations and liabilities of data processors such as cloud providers; and (5) the establishment of comprehensive data protection rules in the law enforcement sector.

The Commission is engaging with the US on implementing the 13 Safe Harbour recommendations. Remedies should be identified by summer 2014 and implemented as soon as possible. On that basis, the Commission will undertake a complete stock-taking of the functioning of Safe Harbour. The Commission also continues negotiations with the US on the "Umbrella Agreement", including on the need to obtain enforceable rights and effective judicial redress mechanisms (the aim is to conclude by summer 2014). The Commission will continue to regularly inform the Parliament on the state of play of these negotiations (the last debriefing session took place on 1 April 2014 with the LIBE Committee). In the context of the umbrella negotiations, the Commission is also seeking to clarify that personal data held by private entities in the territory of the other party will not be accessed by law enforcement agencies outside formal channels of co-operation, such as the Mutual Legal Assistance Agreement, the PNR Agreement and the TFTP Agreement, except in clearly defined, exceptional and judicially reviewable situations.
In addition, in these Communications, the Commission indicated a number of changes that it would expect from the US in the context of their ongoing domestic reform process of surveillance programmes, such as extending the safeguards available to US citizens and residents to EU citizens not resident in the US, increased transparency of intelligence activities and further strengthening oversight.

With regard to the request to assess the applicability of Regulation (EC) No 2271/96 (paragraph 34), the Commission does not consider that it is applicable to transfers of personal data.

As regards the request to assess the adequacy decisions for New Zealand and Canada (paragraph 46 and 132.5) as contained in Commission Decisions 2013/65/EU and 2002/2/EU respectively, the Commission recalls that under the relevant provisions of the respective Commission Decisions concerning the adequacy of New Zealand and Canada, the Commission monitors the functioning of the Decisions and report any pertinent findings to the Committee established under Article 31 of Directive 95/46/EC, including any evidence that could affect the relevant adequacy finding and any evidence that these Decisions are being implemented in a discriminatory manner. Additionally, data protection authorities in Member States may, under certain conditions, suspend data flows to the recipient countries. With respect to the assessment of standard contractual clauses (paragraph 50), the Commission will assess their implementation and follow-up as necessary.

Regarding the EU-US TFTP Agreement (paragraphs 53-54), the Commission recalls that, following the media allegations about the US possibly accessing the data of SWIFT in the EU contrary to the Agreement, the Commission conducted with the US formal consultations under Article 19 of the Agreement. These consultations and also the dialogue with SWIFT have not revealed any elements indicating a breach of the Agreement by the US side. During the consultations, the Commission also received written assurances that the US government remains in full compliance with the Agreement. The Commission reported on the outcome of this process to the European Parliament on 27 November 2013.

Since then, the Commission has not received any new information suggesting that the US has violated the Agreement. It also draws attention to the publication on 8 May 2014 of the outcome of the joint investigation by the Dutch and the Belgian data protection authorities (DPA) into the security of financial messaging data at the Designated Provider. This did not find any violations of legal security requirements or any indications that third parties have had or could have had unlawful access to financial messaging data related to European citizens. In addition, the results of the recently conducted third joint review provided further assurances that the Agreement has been properly implemented by the US side.

Given that the present resolution does not bring any new evidence in this respect, and considering the reassuring outcome of the past joint reviews, the joint report regarding the value of the TFTP, the outcome of the consultation process and of the investigation by the two DPAs, the Commission does not have, at this stage, the intention to propose suspending the Agreement. In the context of the consultations, the Commission and the US have also agreed to further support the role of the EU overseers.

As explained in the Joint Report regarding the value of the TFTP provided data adopted on 27 November 2013, the TFTP has significant value in preventing and combatting terrorism and its financing for both the US and the EU. The Agreement, which regulates the transfer of personal data, includes effective and robust safeguards to protect fundamental rights of EU citizens.

As regards the EU-US PNR Agreement (paragraph 55), it should be noted that the onward transfer of PNR data received under the Agreement from the department of Homeland Security (DHS) to other US government authorities, including the NSA, is clearly regulated in Article 16 of the Agreement. This includes the requirement that the receiving authority shall afford to PNR data equivalent or comparable safeguards as set out in the Agreement. As explained in the Joint Review of the implementation of the Agreement, DHS made 23 disclosures of PNR data to the NSA on a case-by-case basis in support of counterterrorism cases, consistent with the specific terms of the Agreement
, including equivalent or comparable safeguards set out in the Agreement, including on redress for individuals.

As set out in Article 2 of the Agreement, the rules and safeguards contained in the Agreement apply to the processing of PNR data of all air carriers operating passenger flights between the EU and the Unites States, irrespective of where the air carrier stores its PNR data. Consequently, the strict limitations and effective safeguards for the processing of PNR data that are set out in the Agreement also apply to PNR data stored by air carriers in reservation systems based in the United States or in cloud systems operating in the US.

EU cooperation on combatting crime, including cybercrime

As for information about the actual use of the Convention on Mutual Assistance in Criminal Matters between the Member States (paragraph 52), the Commission notes that the Convention on Mutual Assistance in Criminal Matters between the Member States of the European Union and its protocol are modern and efficient legal instruments facilitating the judicial cooperation in criminal matters among EU Member States. In order to better address the needs of judicial practitioners, the EU – upon the initiative of several Member States, under the Lisbon Treaty framework – adopted, in March 2014, the Directive regarding the European Investigation Order in criminal matters, which will replace the Convention on Mutual Assistance in Criminal Matters between the Member States of the European Union and its protocol in 2017.

On paragraph 84, the Commission notes that the Europol Joint Supervisory Board's (JSB) remit, set out in article 34 of Council Decision 2009/371/JHA, is to review the activities of Europol in order to ensure that the rights of individuals are not violated by the processing of personal data held by Europol. The JSB's remit does not extend to the monitoring of the acquisition of personal data by national authorities.

Europol is already bound by the obligation not to process data which have clearly been obtained by a third State in obvious violation of human rights (article 20.4 of Council Decision 2009/934/JHA).

As regards Europol and the European Cybercrime Centre (EC3) (paragraphs 85 and 99), the Commission supports the Parliament’s call for an extensive use of the current Europol mandate by EC3 with regard to requesting the competent authorities of the Member States to initiate criminal investigations on major cyber-attacks. The future mandate of Europol is currently being negotiated with the European Parliament and the Council in the context of a new Europol Regulation. The suggestion in the Resolution to allow Europol to initiate its own investigations cannot be accepted, because that would imply exercising coercive powers, and the Treaty prevents Europol from having those powers. The Commission is aware of the possibilities allowed under current Europol competences, including of existing legal constraints. In the case of the EC3, in addition, an assessment has been presented on the occasion of its first year of operations. The Commission’s position on the extent of those competences has been enshrined in its proposal for a new Regulation. The EC3 is an integral part of Europol and subject to the same rules as the rest of the agency, and therefore an isolated strengthening of EC3 competences cannot be envisaged.

With regard to the ongoing work at the Council of Europe's Cybercrime Convention Committee (paragraph 33), the EU is committed to supporting the Council of Europe's Cybercrime Budapest Convention as an effective framework for combatting cybercrime. The European Parliament
 has welcomed the reflections of the Council of Europe on the need to update the Convention in the light of technological developments to ensure its continuing efficacy in addressing cybercrime. As the European Parliament points out, there is no "100%" security from cyber-attacks
, and such attacks require an effective response. This was acknowledged also in the recent adoption of the Directive on attacks against information systems
 and in the European Parliament‘s call for Europol to make full use of its mandate in investigating large-scale cyber-attacks
. As cybercrime is as a rule trans-border in nature, and as evidence and criminal tools move easily in the borderless cyberspace, cooperation across borders is of essence to ensure a coordinated and effective response. It is in the light of those reflections that the discussions are taking place.

On the basis of these discussions, the Cybercrime Convention committee may decide to launch negotiations for an additional protocol at the end of the current period for dialogue and reflection. If that is the case, the Commission intends to play its role, in accordance with the Treaties, and to be involved in such negotiations. At the same time, the Commission shares the Parliament’s concerns that any new instrument should not result in unfettered access to data by law enforcement authorities, including from third countries. The Commission’s objectives will be both to provide means to law enforcement authorities to effectively fight cybercrime, and to ensure that all safeguards are in place to frame the use of those tools for the investigation of specific crimes and to prevent any form of mass surveillance while guaranteeing full respect for the fundamental rights of the individual, including data protection and due process.

Freedom of speech and whistle-blower protection

With regard to the requests concerning a future legislative proposal for a European whistle-blower protection programme, and the need to protect fundamental rights in general, including the freedom of the press (paragraphs 86, 88 and 132.6), the Commission notes that it has no overall competence in the area of media freedom and pluralism. According to Article 51(1) of the Charter of Fundamental Rights of the European Union, the Charter applies to Member States only when they are implementing European Union law. The recent Council Conclusions on media freedom and pluralism note that ensuring adequate protection of journalistic sources is a key element of media freedom. It invites Member States to take appropriate measures to safeguard the right of journalists to protect their sources and to protect journalists from undue influence. Nevertheless, the Commission remains active to ensure respect for media freedom and pluralism within the Commission's competences, e.g. by following up to the European Parliament resolution of 21 May 2013 on "the EU Charter: standard settings for media freedom across the EU" (paragraph 86) and the Council Conclusions of November 2013. For instance, in January 2013 the High Level Group on Media Freedom and Pluralism presented 30 recommendations addressed to the European Union, Member States and relevant stakeholders. In the follow-up, two public consultations were launched, one seeking feedback on the recommendations of the High Level Group, the other related to the specific need to ensure the independence of audio-visual regulators. The Commission is also following up on various European Parliament pilot projects in these areas.

Finally, as the Charter of Fundamental Rights applies to Member States only when they are implementing EU law and as the Commission has no overall competence when it comes to protecting fundamental rights, the Commission understands that paragraph 132.6 is primarily an action point of the European Parliament. The Commission, nevertheless, welcomes any measures aimed at fostering the rule of law and fundamental rights of EU citizens, in particular with a view to applicable EU law.

Information and Communication technology, the internet and cybersecurity

The Commission appreciates the Parliament's commitment to the secure use of cloud computing in Europe, and supports the definition of specifications and requirements that allow for the secure use of cloud computing in Europe, rather than call for solutions that are unlikely to foster a viable and competitive market in Europe (paragraph 64). With reference to the European Cloud Computing Strategy
, the Commission would like to highlight the publication of the Trusted Cloud Europe framework of the European Cloud Partnership on 21 March 2014 that includes recommendations for secure cloud computing services in Europe. Following a wider engagement of the public, the Commission will consider future policy activities in this field (paragraph 68)
. A pre-commercial procurement project Cloud for Europe, funded under the Seventh Research and Innovation Framework Programme, is supporting the responsible use of cloud computing by public bodies (paragraph 65)
.

On the need to review contractual clauses for cloud computing services for transfer of personal data to third countries, the Commission would like to make reference to the on-going work of the expert group on cloud computing contracts (paragraph 66)
. As regards the use of open standards and open source software, the Commission highlights its support for interoperability under the Digital Agenda for Europe
 and on-going projects funded under the Seventh Research and Innovation Framework Programme that often rely on an open source model and deliver results in open source. Horizon 2020 provides for measures to develop solutions with built-in security and privacy by design features. Furthermore, the EU Cybersecurity Strategy identifies public procurement as one of the policy areas to focus on, and calls upon the Member States to develop good practices to use the purchasing power of public administrations (via public procurement) to stimulate the development and deployment of security features in ICT products and services (paragraphs 91, 92 and 107).

The Commission is aware of the challenge for the EU IT economy and will address these challenges in the framework of Horizon 2020 which has a strong focus on European innovation (paragraph 93).

The Commission notes with interest the report's recommendation to develop minimum security and privacy standards for IT systems, networks and services, including for cloud computing (paragraph 94). The Commission's recent proposals on network and information security and the associated NIS public-private platform are significant steps in that direction. The Commission attaches high priority to the swift adoption of the NIS Directive. Measures included in the Directive will not only help to diminish the threat of cyber-attacks but will contribute to protect information systems against various forms of spying.

The Commission will actively defend the security and privacy of electronic communications.  The Commission therefore takes good note of the report's recommendation to make full use of its powers under the ePrivacy and Telecommunication Framework Directive (paragraph 95). In particular, the Commission supports the idea of strengthening the protection of confidentiality of communications by adopting measures to ensure that the terminal equipment is compatible with the right of users to control and protect their personal data, including by way of requiring state-of-the-art end-to-end encryption of communications.

The Commission welcomes the recommendation to present an Action Plan to develop greater EU independence in the IT sector, including a more coherent approach to boosting European IT technological capabilities and the protection of critical IT infrastructure (paragraph 97). The Commission is developing a European strategy for IT independence and making the EU a reference player for Internet governance. The Commission has made three concrete proposals putting forward EU responses to these issues: the proposed Data Protection Regulation, the proposed Network and Information Security Directive, and the proposed Telecoms Single Market Regulation.

The Commission will reflect on the recommendation to direct more resources of the Horizon 2020 Programme towards boosting European research, development, innovation and training in the field of IT (paragraph 98) and will consider using Horizon 2020 to fund EU research and innovation in trustworthy ICT, privacy-enhancing technologies and infrastructures, cryptology, secure computing, also in the context of cloud and open-source security solutions.

The Commission notes with interest the call to map current responsibilities and to review the need for a broader mandate, better coordination and/ or additional resources and technical capabilities for ENISA and other Union centres of specialised expertise (paragraph 99). The Commission would like to highlight that the ENISA Regulation was adopted in June 2013 and that a review is foreseen at the latest in June 2018. The next College will assess whether this revision may need to be brought forward.

The Commission does not consider that there is a need for any new bodies to deal with IT security (paragraph 100). The European Agency for Network and Information Security (ENISA) already assists and advises EU institutions and Member States on security-related strategies. In addition, the public-private network and information security (NIS) Platform collects advice from the research and business communities on education and skills needs.

The Commission notes with interest the recommendation to carry out, with the help of ENISA, a thorough review and assessment of Parliament’s IT security dependability. It must be noted, however, that ENISA's Work Programme for 2014 does not cover such a request. An ad hoc request under Article 14 of the ENISA Regulation would be required. With regard to the European Commission's IT security, this is a responsibility assumed by the appropriate audit services. They apply a standard risk management methodology in order to assess required levels of protection of data and systems, the effectiveness of the implemented mitigating measures and the acceptance of the residual risks by duly authorised staff. Their reports look for shortcomings and formulate recommendations for improvement. An additional review exercise would not add value to this process (paragraph 102).

For its part, the European External Action Service is indeed facing new challenges resulting from ever evolving threats and needs to bring improvements to the security of its communications at increasing speed. While details cannot be shared for security reasons, the EEAS is taking new measures already in 2014 and is assessing additional needs which will be required in 2015 and beyond (paragraphs 101-103).

With regard to the possibility to establish an encrypted internal EU email system (paragraph 126), the Commission services are ready to convene a meeting to explore the implementation of appropriate tools to strengthen the protection of sensitive communications with other EU institutions and EU Delegations. Such tools are readily available for all Commission services and staff: secure meeting rooms; accredited registries to securely store and handle EU classified information; an IT system to create, exchange and store EU classified documents between all Commission and EEAS officials; encrypted and digitally signed electronic mails; and tools to encrypt email communications with external partners.

The European Commission is committed to continuing its active engagement at the international level where the evolution and future of global Internet governance framework are being discussed. On the basis of the recently adopted Communication on Internet Policy and Governance (COM(2014) 72 final) and in full cooperation with the Council, the European Parliament and the EEAS, as appropriate, the Commission intends to work towards the implementation of an EU strategy for Internet governance and strives to further strengthen a genuine multi-stakeholder model which serves fundamental freedoms and human rights globally (paragraph 105). In its Communication, the Commission invites the Council and the European Parliament to contribute to a common European position in all appropriate venues (paragraphs 128 and 132.8). The Commission also welcomes the suggestion to develop the EU as a reference player for a democratic and neutral governance on the internet (paragraph 132.8) and looks forward to contributing to make the EU a reference player in this field.

The Commission will continue to strengthen its development assistance programmes in support of media development and freedom of expression, as well as technological, policy and regulatory capacity-building related to the Internet. The Commission also proposes to launch the technical development of the Global Internet Policy Observatory (GIPO) in 2014 as a resource for the global community.

The Commission welcomed the announcement on 14 March 2014 by the United States Government to "transition out of the IANA function", which will allow a more global multi-stakeholder basis for this important element of governance of the Internet. This process will need to be truly inclusive in order for any proposal to be considered legitimate. The new model should at the same time guarantee the continued stability and reliability of the Domain Name System.

The policy of the Commission is based on protecting the Internet as one single unfragmented space. Safer networks and better data protection and security on those networks are addressed amongst others in the Commission's proposals of a General Data Protection Regulation, a Directive concerning measures to ensure a high common level of network and information security across the Union, a Regulation concerning the European single market for electronic communications and to achieve a Connected Continent, and the Regulation on electronic identification and trust services for electronic transactions in the internal market; and they are also taken into account in the recent recommendations of the European Cloud Partnership on a Trusted Cloud Europe (paragraph 106).

The recommendation of the European Cloud Partnership on a Trusted Cloud Europe underlines the need to replace legal requirements (such as geographic location of the data) by the corresponding functional requirements (such as ensuring accessibility and security of the data) (paragraph 106).

The Commission welcomes the recommendation to develop a culture of security and to launch an education and awareness-raising campaign (paragraph 109), to empower citizens to make a more informed choice regarding what personal data to put on-line. For example, the Commission's proposal for a General Data Protection Regulation includes various elements that put citizens in control of their data such as an enhanced right to be forgotten more transparency about data processing and notifications of data breaches. Future initiatives could build on initiatives in the framework of the EU Cybersecurity Strategy, such as the European Cybersecurity Awareness Month, carried out by ENISA since 2012. In 2013 the European Cybersecurity Awareness Month saw the participation of 23 Member States, some 40 stakeholder's organisations and more than 50 initiatives organised across Europe.

ENISA is also working, with the Commission's support, on a roadmap for a "Network and Information Security driving licence" as a voluntary certification programme to promote enhanced cybersecurity skills and a cybersecurity championship to be organised in the future.

The Commission notes with interest the recommendation to put forward legislative proposals to encourage software and hardware manufacturers to introduce more security and privacy by design and by default features in their products (paragraph 110). The Commission's proposed General Data Protection Regulation has as one of its key elements data protection by design and by default. The EU Cybersecurity Strategy invites public and private stakeholders to stimulate the development and adoption of technical norms and security-by-design and privacy-by-design principles by ICT product manufacturers and service providers, including cloud providers.

Right of inquiry of the European Parliament

With respect to the call to consent without further delay to the proposal adopted by the European Parliament on 23 May 2012 for a Regulation of the European Parliament on the detailed provisions governing the exercise of the European Parliament's right of inquiry (paragraph 127), as stated during the political and technical trilogues that have taken place on the basis of the proposal of the European Parliament, the Commission cannot accept the proposal as it stands, both for legal and institutional reasons. The Commission has cooperated closely with the European Parliament and the Council in the negotiations and has in particular contributed constructively at service level to clarify different legal aspects of the proposal. However, it is up to the European Parliament – possibly during its next mandate – to pursue the negotiations and to present the amendments that will be necessary in order to reach an agreement that is acceptable to the Commission and the Council.

Intelligence and security issues

With regard to the call for the Commission and the High Representative/ Vice President to propose a legal basis for the EU Intelligence Analysis Centre (INTCEN) (paragraph 81), the legal basis for INTCEN is already provided by the Council Decision 2010/427/EU establishing the organisation and functioning of the EEAS. The data protection and privacy rules (Article 11(3)) contained in this Decision also apply to INTCEN.

With regard to the request to present, by December 2014, a proposal for an EU security clearance procedure for all EU office holders (paragraph 82), the Commission would like to point out that security clearance procedures are currently governed by Member States' national laws and regulations. Any initiative at harmonising these rules and regulations would be unlikely to succeed.

As for exploring the possibilities for establishing a code of conduct with the US which would guarantee that no US espionage is pursued against EU institutions and facilities (paragraph 121), the EEAS notes that on several occasions, the EU has explicitly requested from the US Administration assurances that no spying activities are pursued against its institutions and facilities. It has also made clear that it expects the announcements made by President Obama on 17 January 2014 with regard to spying on heads of state and governments in partner countries to apply equally to the EU. However, the EU does not have competence to negotiate a code of conduct applicable to the activities of intelligence services in the field of national security.
------------------

� COM(2013) 846 final – "Rebuilding Trust in EU-US Data Flows"; COM(2013) 847 final – "Functioning of the Safe Harbour from the Perspective of EU Citizens and Companies Established in the EU".


� � HYPERLINK "http://ec.europa.eu/justice/data-protection/files/report-findings-of-the-ad-hoc-eu-us-working-group-on-data-protection.pdf" �http://ec.europa.eu/justice/data-protection/files/report-findings-of-the-ad-hoc-eu-us-working-group-on-data-protection.pdf�


� See p. 16 of SEC(2013) 630 final.


� European Parliament resolution on a Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace (2013/2606(RSP) (not cited in the references section of this resolution).


� Paragraph 15 of the resolution.


� Directive 2013/40/EU.


� Point 85 of the resolution.


� COM(2012) 529 on "Unleashing the potential of Cloud Computing in Europe".


� European Cloud Partnership, "Trusted Cloud Europe", available at http://ec.europa.eu/


� http://www.cloudforeurope.eu/


� Commission Decision of 18 June 2013 on setting up the Commission expert group on cloud computing contracts (2013/C 174/04).


� COM(2010) 245 on "A Digital Agenda for Europe".
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