
Follow up to the European Parliament resolution on child sexual abuse online, adopted by the Commission on 3 June 2015
1.
Resolution tabled by EPP, S&D, ECR, ALDE and EFDD Groups pursuant to Rule 123(2) and (4) of the European Parliament's Rules of Procedure
2.
EP reference number: B8-0217/2015 / P8_TA-PROV(2015)0070
3.
Date of adoption of the resolution: 11 March 2015

4.
Subject: Fight against child sexual abuse online

5.
Brief analysis/assessment of the resolution and requests made in it:

The resolution draws attention to the need to protect children from child sexual abuse online in its different forms, including child pornography or grooming. Subsequently it calls on different relevant actors (Member States primarily, but also the Commission or Europol) to take action or pursue current activities on different fronts. This includes:

· prosecution of offenders: reporting of crimes by victims; international cooperation in investigations, capacity building,

· protection of child victims: victim identification, support to victims of crime,
· prevention of the crimes: awareness raining, intervention programmes for offenders and potential offenders, removal of child sexual abuse material online.
It also welcomes existing initiatives involving third countries (Global Alliance against child sexual abuse online) and the private sector (means of payment, internet industry).

6.
Reply to these requests and outlook regarding the action that the Commission has taken or intends to take:

The Commission adopted on 28 April 2015 the European Agenda on Security
 which puts fighting cybercrime as one of the three main priorities for European security. The Agenda recognises explicitly the link between cybercrime and child sexual exploitation. It therefore foresees as a specific action the renewed emphasis to implementation of existing policies on combatting child sexual exploitation.

Points 5 and 6: Cyber grooming

Awareness raising is one of the priorities of the EU Cybersecurity Strategy. The European Union Network and Information Security Agency (ENISA), together with national contact points, is organising the European Cybersecurity Month for the third consecutive year in October 2015. The aim is to make end-users aware about cybersecurity risks and what measures they can take to improve their security on-line.

With co-funding under the Connecting Europe Facility, the Commission continues to support Safer Internet Centres in all Member States. The Safer Internet Centres run awareness campaigns, mainly on national level, which address diverse subjects around internet safety, including cybergrooming, and the good and responsible use of the internet. These campaigns address children and young persons (aiming at their empowerment) but also other actors such as teachers, parents, NGOs.

The Commission is funding a European core service platform for Safer Internet also under the Connecting Europe Facility. This is the evolution of services which were delivered until the end of 2014 by the INSAFE and INHOPE networks. The platform will support systematic exchange of best practices, information and trends between the national Safer Internet Centres and with other stakeholders including industry, create a repository of shared tools that can be used at national level, and also share research results on risks and opportunities related to the safer use of the internet by minors. Within the CEO Coalition to Make the Internet a Better Place for Kids the Commission continues talking to IT industries, including search engines, social networks, ISPs and content providers.

The Commission continues to support the international initiative "Global Alliance against Child Sexual Abuse Online" whereby 54 countries worldwide commit to take action to pursue a number of key policy objectives. The value of the Global Alliance is also recognised in the European Agenda on Security. In particular, they pledge to increase public awareness of the risks posed by children’s activities online, including grooming and self-production of new images, namely by conducting public awareness campaigns and developing effective public information strategies.

Point 7: Reporting mechanisms for children and hotlines

Regarding the call on the Commission and the Member States to take appropriate measures to improve and enhance children’s reporting of abuse, as well as the action taken in response to such reporting, and to consider setting up systematic direct reporting mechanisms;, the Commission will seek to clarify where and how the EU can act to reinforce national child protection systems; provide guidelines and clarify where Member States and other actors can draw from and contribute to EU activities in the field.  In recognition of the importance of Child Helplines, over the last few years, the Commission has financially supported Child Helpline International in view of its support and coordination work for national child helplines in the EU.  In terms of follow-up to reports, the Commission has also supported capacity building of judicial and other professionals working with and for children on the rights of the child and the treatment of children in judicial proceedings.

Through the Connecting Europe Facility, the European Commission co-funds hotlines in Member States that work in partnership with law enforcement, industry and children's organisations to combat the distribution of child abuse images online, together with funding a core platform for collaborating and sharing information between hotlines and with law enforcement. The Commission also co-finances under the Safer Internet Digital Services Infrastructure awareness centres and helplines in Member States that provide information and support to young people, parents and teachers for issues, again supported by a central platform of shared information and services. The Commission has also carried out a study on children's involvement in criminal judicial proceedings in EU28 (published in June 2014), which looks at how the rights of child victims are respected and describes the procedural safeguards in place
.  Finally, in recent years, in the context of child-friendly justice, the Commission has prioritised funding for the capacity-building of judicial and other professionals on the rights of the child and on communicating with children in an age- and context-appropriate manner.

In each Member State the Safer Internet Centres are co-funded to run Awareness nodes (as mentioned above), and also Helplines and Hotlines. While Hotlines are rather a place for adults to anonymously report child abuse images found on the internet, Helplines offer advice and support to children who are undergoing detrimental experiences when using the internet, which can include abuse images of themselves. The Commission will continue to co-finance the Safer Internet Centres under CEF.

A specific helpline for children who seek assistance is the 116 111 (established with the Commission Decision 2007/116/EC of 15 February 2007 on reserving the national numbering range beginning with 116 for harmonised numbers for harmonised services of social value ). The service helps children in need of care and protection and links them to the appropriate services and resources; it provides children with an opportunity to express their concerns and talk about issues directly affecting them. 116 111 helplines are advising children in all areas of life (with different scopes in MS).
Point 9: Progress reports on the Global Alliance against Child Sexual Abuse Online
The Global Alliance against Child Sexual Abuse Online, a common endeavour by Ministers of Justice and Home Affairs, has grown larger and deepened the intensity of countries’ commitments. At the Ministerial Conference in Washington on 29-30 September 2014, participating countries adopted an ambitious Ministerial declaration, calling for specific measures to facilitate investigations, in particular ensuring that law enforcement have speedy access to electronic evidenced held by internet providers.

The Commission, not a member itself of the Global Alliance, provided its secretariat for the period 2013-2014 and published a report in December 2013 on the commitments by participating countries and on trends and threats in the fight against child sexual abuse online. Since October 2014, the secretariat is provided by the US Department of Justice, which will produce a second report later this year. The Commission will therefore not publish a further report but is ready to provide information to the European Parliament on new developments when requested.

Point 10: Protection of child victims

The Commission participates in the EMPACT policy cycle (“European Multidisciplinary Platform Against Criminal Threats”) that enables the coordination of national law enforcement efforts to target the most severe criminal threats. For that purpose, EMPACT starts with a strategic assessment of those threats, prioritises them at EU level, defines strategic goals for each of the prioritised crime areas and defines concrete operational action plans. For the current four-year policy cycle of 2014-2017, the fight against child sexual exploitation is a priority and coordinated action includes improving victim identification.
Furthermore, the Commission continues to support EU Law Enforcement authorities in their fight against child sexual abuse with financial programmes like ISEC, Safer Internet and the Internal Security Fund-Police (2014-2020). Under the latter, a € 5 million call for proposals, aimed at funding projects on fighting cybercrime and child sexual abuse was published end of 2014. Projects will focus notably on the identification and development of good practices related to investigative techniques and establishment of standards for the gathering and provision of digital evidence; and development of innovative digital investigative and forensic tools to support the law enforcement agencies in combating cybercrime. The tools developed under this call shall be made available for their use to law enforcement authorities, as well as to the European Cybercrime Centre at Europol, at little or no cost.

The Commission is aware of the specific challenges posed by investigations, especially with regard to victim identification and the need for a better exchange of information between the private sector including researchers and commercial vendors and law enforcement. The Commission organised a conference in September 2014 in Hanover focussing among others on the technological development of tools to identify victims and analyse networks, to bring together developers of forensic tools and law enforcement authorities. As a follow up to this conference, the Europol's European Cybercrime Centre set up a "Video and Image Analysis Toolsets collaborative workspace", a platform to make all software tools and techniques uploaded accessible to law enforcement authorities and boost their capabilities thus allowing them to share news and experiences.

Point 11: Victims’ Directive 2012/29/EU
Directive 2012/29/EU establishing minimum standards on the rights, support and protection ensures that persons who have fallen victim of crime are recognised, treated with respect and receive proper protection, support and access to justice. The Directive emphasises a child-sensitive approach in all dealings with child victims and includes specific protection measures to protect children throughout criminal proceedings according to specific needs of a particular child victim. The protection measures include special investigation technique such as a possibility of video recording of all interviews with children and using them as evidence in criminal proceedings, a right to a special representative for child victims in case of a conflict of interest with parents, a right to legal advice and representation in his or her own name. The Directive also stresses the importance of using appropriate language and other communication methods that are suitable for children according to their age (right to understand and to be understood). The Directive requires that Member States ensure appropriate training on victims' needs for practitioners who are likely to come into contact with victims and encourage cooperation between Member States and coordination of national services of their actions on victims' rights.

The deadline for transposition of the Directive is 16 November 2015. DG Justice has issued a guidance document to assist Member States in this process
. The Commission works closely with the Member States to ensure correct and timely implementation of the Directive. Following the transposition deadline, the Commission, may, if necessary, use legal steps against those Member States that fail to fulfil their obligation under the Directive.

Moreover, the European Commission also provides funding for projects to fight child sexual abuse, combat violence against children,  protect children from abuse online and to protect child victims of sexual abuse through financial programmes, in particular "Prevention of and Fight against Crime", "DAPHNE", and "Safer Internet" and their successors.  In recent years, in the context of child-friendly justice, the Commission has prioritised funding for the capacity-building of judicial and other professionals on the rights of the child and on communicating with children in an age- and context-appropriate manner.  A funding call has just closed under the Rights, Equality and Citizenship for funding under rights of the child to build capacity for professionals in child protection systems and judicial professionals representing children in judicial proceedings. In 2014 a joint Justice and DAPHNE call was launched for national or transnational projects to support victims of violence and crime (closed February 2015).

Point 16: Initiatives involving the private sector and cooperation with law enforcement authorities
The European Commission funds the European Financial Coalition (EFC), a project bringing together key actors from law enforcement, the private sector and civil society in Europe to prevent the use of payment and ICT systems for commercial sexual exploitation of children online. The strategic assessment conducted in the framework of this project reflects the increasing abuse of virtual currencies for transactions related to child sexual exploitation.

Europol aims to work closer with reliable partners among virtual currency scheme (service) providers. This includes exploring the possibility of ensuring their participation in Europol-led activities, such as the European Financial Coalition (EFC), in the EC3 Advisory Group on Financial Services and at the upcoming Virtual Currencies Conference (June 2015).

Point 19: Monitoring the implementation of the Directive on Child Sexual Abuse (Directive 2011/93/EU)

Member States were due to adopt national measures to comply with their obligations under the Child Sexual Abuse Directive 2011/93/EU by 18 December 2013. As of April 2015, of the 27 Member States bound by the Directive (Denmark is not), 18 have notified complete transposition and 9 have notified partial transposition. There are 11 infringement procedures open against countries that did not notify before December 2013.

A study is ongoing to look into Member States' transposition and assess both completeness of the notification and conformity of the content. As the results become available, the Commission will be in a position to decide on pursuing or closing existing proceedings, and on possibly opening new ones. In the meantime, the Commission holds bilateral contacts with various Member States to facilitate transposition and notification. The Commission intends to report on the implementation of the Directive by the end of 2015.
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