Follow up to the European Parliament resolution on transatlantic data flows, adopted by the Commission on 7 September 2016
1.
Political Groups which tabled the resolution pursuant to Rules 123(2) and (4) of the European Parliament's Rules of procedure: EPP, S&D, ECR, ALDE, EFDD
2.
EP reference number: B8-0623/2016 / P8_TA-PROV(2016)0233
3.
Date of adoption of the resolution: 26 May 2016

4.
Subject: Transatlantic data flows

5.
Brief analysis/assessment of the resolution and requests made in it:

Following a publication by the Commission on 29 February 2016 of a draft Commission decision on the adequacy of the protection provided by the EU-US Privacy Shield, the European Parliament adopted a resolution in which it welcomes the efforts made by the Commission and the US Administration to achieve substantial improvements in the Privacy Shield, highlights the importance of transatlantic relations and the need for a solution in respect of the right of data protection, which must comply with EU legislation and relevant ECJ and ECHR judgements, and underlines the key issue of legal certainty for consumer trust and business development.

The Parliament also expresses concern on some issues, notably the possibility for the "bulk collection" of personal data of non-US persons (paragraph 4), the complexity of the redress mechanisms (paragraph 6), and the independence and powers of the Ombudsperson (paragraph 8). The Parliament also calls on the Commission to conduct periodic reviews, in particular in light of the new General Data Protection Regulation which will enter into application in two years (paragraph 13), to continue the dialogue with the US in order to bring further improvements (paragraph 14), and to implement the recommendations of the Article 29 Working Party (paragraph 12).

6.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

Following the adoption of the resolution, the Commission discussed the issues raised by the European Parliament with the US and achieved further improvements addressing these concerns. On 8 July 2016, a revised version of the Privacy Shield received a favourable opinion of the comitology committee (Article 31 Committee) composed of Member States, and on 12 July the decision was adopted by the Commission.

Further negotiations with the US government and a revision of the draft decision have resulted in an overall package that provides a number of improvements and clarifications compared to the original draft decision of 29 February 2016. These reflect the various points raised by the European Parliament in its resolution of 26 May 2016, including: (i) further representations and assurances from the US Office of the Director of National Intelligence (ODNI) on the limitations applicable in case of bulk collection, which show the difference to indiscriminate, mass surveillance; (ii) additional commitments strengthening the functional independence of the Ombudsperson and a further clarification of its cooperation with other independent oversight bodies with investigatory powers; (iii) a better explanation of the various alternative redress avenues available to individuals when they believe that a Privacy Shield company has not complied with its obligations under the Shield; (iv) a clear commitment on the side of the Commission to assess the level of protection provided by the Privacy Shield once the General Data Protection Regulation becomes applicable; (v) other improvements that address all of the central points raised by the Article 29 Working Party, including a new principle of limited data retention. These improvements are presented below:

(i) Bulk Collection

The new document released by the Office of the Director of National Intelligence further specifies how the US ensures that the bulk collection of personal data (which also exists in both EU and Member State law in various forms), even if exceptionally allowed, operates under limitations and safeguards that meet the necessity and proportionality test and does not amount to indiscriminate, mass surveillance (which is what the Court of Justice of the European Union found to be in breach of the Charter, in the Schrems case):

· "the Intelligence Community may be asked to acquire signals intelligence about the activities of a terrorist group operating in a region of a Middle Eastern country, that is believed to be plotting attacks against Western European countries, but may not know the names, phone numbers, email addresses or other specific identifiers of individuals associated with this terrorist group";
· "when targeting through the use of specific selectors is not possible, the United States does not collect all communications from all communications facilities everywhere in the world, but applies filters and other technical tools to focus its collection on those facilities that are likely to contain communications of foreign intelligence value";
· "In so doing, the United States' signals intelligence activities touch only a fraction of the communications traversing the Internet";
· "bulk collection […] minimizes the collection of non-pertinent information, and provides strict rules to protect non-pertinent information that may be acquired. The policies and procedures […] apply to […] any bulk collection of communications to and from Europe";
· "PPD-28, and agency policies […] place restrictions on the retention and dissemination of personal information acquired through signals intelligence, regardless of whether the information was collected in bulk or through targeted collection, and regardless of the individual’s nationality".

(ii) Ombudsperson mechanism

The letter from US State Secretary Kerry has been revised, in order to reflect the following additional commitments:

· functional independence: "the Secretary of State […] will ensure that the Ombudsperson carries out its function objectively and free from improper influence that is liable to have an effect on the response to be provided";
· adequate powers: the Ombudsperson will be able to "cooperate with one of the independent oversight bodies with investigatory powers" and it will be ensured that "the Ombudsperson's response to requests from the submitting EU individual complaint handling body is based on the necessary information." The powers of these other independent bodies (the Inspectors General and the PCLOB – Privacy and Civil Liberties Oversight Board) are further specified in the new document signed by the US Director of National Intelligence.

(iii) Redress mechanisms
The revised adequacy decision clarifies the redress mechanisms, as well as the fact that "[e]xcept for the arbitral panel, which requires certain remedies to be exhausted before it can be invoked, individuals are free to pursue any or all of the redress mechanism of their choice, and are not obliged to choose one mechanism over the other or to follow a specific sequence" (recital 42). In other words, consumers have several options of redress and these constitute alternatives. Moreover, as a possibility of "last resort", individuals can request arbitration (whereas arbitration cannot be invoked by companies), which has several "consumer-friendly" features (e.g. no arbitration cost, possibility to participate via videoconference, free of charge interpretation and translation of documents).

(iv) Review Mechanism and General Data Protection Regulation

The European Commission will conduct annual joint reviews together with the US authorities to monitor the functioning of the program, address shortcomings and, if necessary, suspend or repeal the "adequacy" decision in case an adequate level of protection is no longer guaranteed. The US has committed to "inform the Commission of material developments in the law in the United States so far as they are relevant to the Privacy Shield". Also, recital 146 of the adequacy decision now clearly states that "the Commission will assess the level of protection provided by the Privacy Shield following the entry into application of the GDPR". This is backed up by a strong suspension clause.

(v) Recommendations of the Article 29 Working Party

The revised Privacy Shield package also contains other improvements as requested by the Article 29 Working Party in addition to the ones outlined above, notably clarification of the purpose limitation principle; limited data retention by companies (obligation to keep personal data for no longer than is necessary); clearer safeguards in case of onward transfers; clarifications of the scope of application (e.g. precedence of GDPR); EU Data Protection Authorities as the bodies competent to receive complaints to be submitted to the Ombudsperson, etc.

In conclusion, all requests of the European Parliament have been fully addressed.
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