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1.
Resolution tabled pursuant to Rule 123(2) of the European Parliament's Rules of Procedure by the Committee on Civil Liberties, Justice and Home Affairs (LIBE)
2.
EP reference number: B8-0235/2017 / P8_TA-PROV(2017)0131
3.
Date of adoption of the resolution: 6 April 2017
4.
Subject: The resolution welcomes the significant improvements that the EU-U.S. Privacy Shield represents when compared to the EU-U.S. Safe Harbour, but expresses concerns as regards certain of its aspects, both as regards the obligations on U.S. companies under the framework and access by U.S. authorities for law enforcement and national security reasons.
5.
Competent Parliamentary Committee: Committee on Civil Liberties, Justice and Home Affairs Committee (LIBE)
6.
Brief analysis/ assessment of the resolution and requests made in it:
The resolution acknowledges the significant improvements of the Privacy Shield when compared with the former Safe Harbour and that it facilitates data transfers from small and medium-sized enterprises (SMEs) and businesses in the Union to the United States; it also welcomes the prominent role given by the framework to Member States Data Protection Authorities (DPAs) to examine and investigate claims of non-compliance and to suspend transfers of data, as well as the obligation for the U.S. Department of Commerce to resolve such complaints.

The resolution remains however critical of the Privacy Shield with regard to four aspects: i) obligations imposed on certified U.S. companies; ii) access by U.S. authorities to personal data transferred under the Privacy Shield; iii) developments in U.S. law; and iv) the adoption process of the Privacy Shield decision.
Finally, the resolution raises a number of points concerning the annual review of the Privacy Shield. More specifically, it requests the Commission i) to take all the necessary measures to ensure that the Privacy Shield will fully comply with the General Data Protection Regulation (EU) 2016/679, to be applied as from 16 May 2018; ii) to conduct, during the first annual review, a thorough and in-depth examination of all the issues highlighted in the resolution and in the Parliament's resolution of 26 May 2016 on transatlantic data flows, as well as those identified by the Article 29 Working Party and the European Data Protection Supervisor (EDPS), to demonstrate how they have been addressed so as to ensure compliance with Union law and the Charter, and to evaluate meticulously whether the mechanisms and safeguards on which the Commission received representations and assurances from the U.S. administration are effective and feasible.
7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

a)
General considerations
The Commission welcomes the recognition by the European Parliament that the Privacy Shield constitutes a significant improvement when compared to the (invalidated) Safe Harbour framework, both as regards the applicable privacy standards and available redress mechanisms.
The Commission takes note of the criticisms in paragraphs 9-16 of the resolution. In this respect, the Commission wishes to underline that, according to the Schrems judgment
, the term "adequate level of protection" must be understood as requiring the third country to ensure, by reason of its domestic law or its international commitments, a level of protection of fundamental rights that is essentially equivalent to that guaranteed in the EU. This entails that the means to which a third country has recourse to ensure an adequate level of protection can be different from those employed within the EU
.
The Commission considers that the Privacy Shield provides for data protection principles, obligations and individual rights comparable to those under Union law (e.g., the framework provides for purpose limitation, data minimisation, limited data retention, limitations on onward transfers, right to access, rectification, etc.). While adherence to the Privacy Shield is voluntary, certification under the framework makes these principles and obligations binding and enforceable. In addition, remedies and redress rules have been substantially strengthened. Moreover, the Privacy Shield provides for a number of oversight and enforcement mechanisms, including – with respect to the transfer of human resources data always and otherwise if certified companies choose to be submitted to their oversight – through Member States DPAs. Complaints can always be brought to the DPAs which under the rules of the framework will cooperate closely with their US counterparts (the Department of Commerce and Federal Trade Commission) in addressing them.
In addition, a completely new mechanism – the Ombudsperson – is created to resolve complaints with respect to "signals intelligence" by U.S. authorities. Even if, to date, the new U.S. Administration has not yet appointed a new Ombudsperson following the end of term of Mrs C. Novelli (the Ombudsperson under the Obama Administration), Mrs Judith G. Garber currently ensures, ad interim, the functions of the Ombudsperson as Acting Under Secretary in the State Department.

On the issue of bulk collection, the Commission has received important, specific assurances on the applicable limitations and safeguards as set out in Annex VI to (and analysed in recitals 67 et seq. of) the adequacy decision. These assurances allowed the Commission to conclude that U.S. intelligence activities affecting personal data transferred from the EU remain within the limits of what can be considered as necessary and proportionate.
b)
Responses to specific requests and calls for action
The Parliament encourages further guidance from the Commission and DPAs to make legal remedies under the Privacy Shield more easily accessible and available (paragraph 6 of the resolution). Since the adoption of the adequacy decision, a number of actions have been taken in this respect. This includes the publication of a "Guide to the EU-U.S. Privacy Shield"
 which, among other things, illustrates the legal remedies available under the framework in easily accessible language, FAQs (Frequently Asked Questions) explaining, among others, the possibilities for lodging a complaint, or the development of specific forms (accessible via the internet) to facilitate the bringing of complaints, both as regards compliance by companies and government access
.
With regard to the legal status of the "written assurances" provided by the U.S. and the need to ensure that any commitment or arrangement under the Privacy Shield is maintained, as referred to in paragraph 9 of the resolution, the Commission recalls that these written assurances have been provided by officials at the highest level of the U.S. Government (Secretary of State, Secretary of Commerce, Chairwoman of the Federal Trade Commission, etc.) who represent the U.S Administration (rather than acting in their personal capacity). This entails that, even if the individuals who hold these offices are replaced, their respective departments and the U.S. Government as a whole will continue to be bound by these commitments. Furthermore, their legal weight is underlined by the fact that these representations have been published in the U.S. Federal Register, which is the equivalent to the EU Official Journal. Most importantly, the adequacy decision, to which the commitments and assurances are annexed, is conditional on these assurances faithfully reflecting applicable U.S. law and practice
.
The Parliament, in paragraphs 21, 23 and 25 of the resolution, requests the Commission to assess the situation further to i) the media reports on a massive email scanning by Yahoo!, ii) the issuance of the "Procedures for the Availability or Dissemination of Raw Signal Intelligence Information by the National Security Agency under section 2.3 of the Executive Order 12333", and iii) President Trump's Executive Order of 25 January 2017 instructing U.S. authorities to no longer extend the protections under the U.S. Privacy Act to foreigners. The Commission has sent a number of letters to U.S. authorities asking for clarifications on these points.

As to the Yahoo! media reports, the General Counsel of the Office of the Director of National Intelligence (ODNI) has explained that, while the U.S. government can neither confirm nor deny these reports, "nothing in those press reports would in any way cast doubt upon either the representations made in [my] earlier letters [attached to the Privacy Shield] or on the legality of U.S. surveillance activity". This is because the alleged surveillance would have been authorised by way of a court warrant based on a finding of "probable cause" and only specific information collected by Yahoo! through the application of a filter searching for an "email signature" used by a terrorist organisation would have been shared with U.S. intelligence authorities.
The ODNI has also explained that before gaining access to raw signals intelligence collected by the NSA under Executive Order 12333 – which requires a reasoned request explaining the intelligence need – other U.S. intelligence authorities must satisfy a set of specific requirements (e.g. they must implement rigorous privacy rules based on those followed by the NSA and put in place strict oversight and compliance measures). Moreover, any information shared pursuant to these procedures is also subject to the protections of Presidential Policy Directive No 28 and corresponding agency rules. The Ombudsperson is competent to handle complaints by Europeans with regard to actions by Intelligence Community elements under E.O. 12333.
Finally, President Trump's Executive Order of 25 January 2017 "Enhancing Public Safety in the Interior of the United States" does not affect the data protection guarantees available to Europeans under the Privacy Shield, as the adequacy decision does not rely on the protections under the U.S. Privacy Act which the Executive Order seeks to limit. This assessment has been officially confirmed by the U.S. Department of Justice (which explicitly confirmed that "Section 14 of the Executive Order does not affect the commitments the United States has made under the […] Privacy Shield").

With regard to paragraphs 18 and 28 of the resolution, the Commission notes that, indeed, following the change of administration in the United States, a number of appointments for senior level positions still have to be made. This is the case for the Board members of the Privacy and Civil Liberties Oversight Board (PCLOB) and for the Federal Trade Commission (FTC). The Commission has been in contact with the relevant U.S. authorities and has been assured that the PCLOB (with one Board member) and the FTC (with three Commissioners) (each time together with their permanent professional staff) are able to effectively carry out their functions in line with their mandate.

As regards the existence of effective judicial redress rights for EU individuals whose personal data are transferred to a U.S. organisation under the Privacy Shield and further accessed and processed by U.S. public authorities for law enforcement and public interest purposes (paragraph 26 of the resolution), the Privacy Shield decision explains that U.S. law provides for a number of judicial redress avenues open to all individuals irrespective of their nationality – in particular, the Administrative Procedure Act (APA), the Electronic Communications Privacy Act (ECPA), the Wiretap Act, the Computer Fraud and Abuse Act, the Federal Torts Claim Act, the Right to Financial Privacy Act, the Fair Credit Reporting Act, and the Freedom of Information Act (FOIA)
, in accordance with the requirements of the Court in the Schrems judgment
.
With regard to onward transfers (paragraph 32 of the resolution), the Commission emphasises that the rules have been substantially strengthened to ensure that the Privacy Shield safeguards cannot be circumvented by passing on personal data of Europeans to other companies, whether in the U.S. or elsewhere. All the Privacy Principles have to be observed, regardless of whether the receiving U.S. organisation acts as a controller or a processor (agent), and the Privacy Shield company remains responsible for ensuring that the same level of protection is maintained in case of onward transfers. This includes the requirement that government access in the third country must be limited to what is necessary and proportionate.
Finally, on the issue of data retention (paragraph 33 of the resolution), the Privacy Shield provides for an explicit obligation on U.S. companies to delete personal data once it is no longer necessary to achieve the initial or a compatible purpose.

The Commission is closely monitoring the full and proper implementation of the Privacy Shield decision. To ensure a thorough examination of all the aspects of the framework, it has been agreed with the U.S. to conduct reviews on an annual basis (which goes beyond the requirement in the General Data Protection Regulation to conduct a review at least every four years). On the Commission's insistence, the U.S. side has agreed that representatives from the Article 29 Working Party (through a number of DPAs) will take part in the annual review. The Commission is currently preparing this review, which will take place in September 2017, in close cooperation with the Article 29 Working Party
.
On the basis of the review, the Commission will prepare a report to be submitted to the European Parliament and the Council (as indicated in recital 149 of the decision). The DPAs will in parallel and independently express their opinion on the outcome of the review.
�	See Case C‑362/14, judgment of the Court of 6 October 2015, Maximillian Schrems v Data Protection Commissioner (hereinafter "Schrems").


�	See Schrems, §§ 73-74.


�	� HYPERLINK "http://ec.europa.eu/justice/data-protection/files/eu-us_privacy_shield_guide_en.pdf" �http://ec.europa.eu/justice/data-protection/files/eu-us_privacy_shield_guide_en.pdf�


�	� HYPERLINK "http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083" �http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083� 


�	Although in a different context, the EDPS has confirmed that adequacy findings can also rely (among other things) on written assurances by the government of the third country concerned. See fn. 27 of the position paper "The transfer of personal data to third countries and international organisations by EU institutions and bodies", Brussels, 14 July 2014, https://edps.europa.eu/sites/edp/files/publication/14-07-14_transfer_third_countries_en.pdf : "Where the third country government or competent authority has provided explanations and/or assurances as to how their (hard or soft) law is to be interpreted and implemented, this can have a decisive influence on the adequacy assessment. However, the assessment has to state that it is based on these explanations and assurances, and is therefore conditional upon them being respected".


�	See recitals 130-134 of the Privacy Shield decision


�	See paragraph 95 of Schrems from which it can be inferred that the legislation of the third country at least has to provide some possibilities for an individual to pursue legal remedies in order to have access to personal data relating to him, or to obtain the rectification or erasure of such data ("… legislation not providing for any possibility for an individual to pursue legal remedies in order to have access to personal data relating to him, or to obtain the rectification or erasure of such data, does not respect the essence of the fundamental right to effective judicial protection, as enshrined in Article 47 of the Charter")


�	It should be noted that the U.S. has explicitly committed to continue the dialogue on the issue of automated decision-making as part of the first annual review (and subsequent reviews where necessary). See letter from Acting Under-Secretary for International Trade Ken Hyatt, attached as Annex I to the Privacy Shield decision, under "Joint Review Mechanism of the Functioning of the Privacy Shield".
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