


Follow-up to the European Parliament non-legislative resolution of 3 October 2017 on the fight against cybercrime
2017/2068 (INI)
1. Rapporteur: Elissavet VOZEMBERG-VRIONIDI (EPP/EL)
2. EP reference number: A8-0272/2017 / P8_TA-PROV(2017)0366
3. Date of adoption of the resolution: 3 October 2017
4. Subject: The fight against cybercrime
5. Competent Parliamentary Committee: Committee on Civil Liberties, Justice and Home Affairs (LIBE)
6. Brief analysis/ assessment of the resolution and requests made in it:
The resolution identifies practical challenges and legal gaps related to the increasingly significant threats posed by cross-border cybercrime. To address these challenges, the resolution makes concrete proposals regarding prevention, improved responsibility and liability of service providers, enhanced cooperation of police and judicial authorities, capacity-building at European level as well as better cooperation with third countries.
7.	Response to requests and overview of action taken, or intended to be taken, by the Commission:
Paragraph 5: "Strongly urges those Member States that have not yet done so to swiftly and properly transpose and implement Directive 2011/93/EU on combating the sexual abuse and sexual exploitation of children and child pornography; calls on the Commission to strictly monitor and ensure its full and effective implementation, and to report back to Parliament and to the committee responsible on its findings in a timely manner, replacing at the same time Council Framework Decision 2004/68/JHA[…]":
The Commission welcomes this request, which corresponds to the Commission priority in the short term. The Commission has completed its analysis of conformity, and in the next months the Commission will work with Member States to address shortcomings in their legislation and practice. The Commission will report as required by the legal basis.
Paragraph 13:
The Commission welcomes the call to the Member States to ensure that all victims of cyber-attacks can fully benefit from the rights under the Victims' Rights Directive.
The Commission raises the attention to the fact that still not all Member States have transposed the Victims' Rights Directive. The Commission is currently focusing on ensuring full transposition and implementation of this instrument (an external study on compliance assessment of this instrument is currently ongoing).
Therefore, the Commission is not considering issuing a study on the implications of cross-border cybercrime on the basis of the Victims' Rights Directive as long as the complete transposition of this instrument is not ensured in all Member States.
Paragraph 19:
The Commission is currently not considering legislation on the matter; however, the Commission is an observer at the Convention Committee of the Budapest Convention of Cybercrime of the Council of Europe, and is following developments on the matter in that capacity. The topic of online hate speech directed against women was also addressed in the 2017 Annual Colloquium on Fundamental Rights "Women's rights in turbulent times" on 20 and 21 November 2017 in Brussels.
Paragraph 21:
On assessing the situation regarding the fight against cybercrime in the EU and Member States, the Commission welcomes the request. The European Cybercrime Centre (EC3) at Europol provides for important information with the internet Organised Crime Threat Assessment (iOCTA). On 27 September 2017, EC3 published the 2017 iOCTA.
Paragraph 27: "[…] calls on the Commission to promote effective cooperation and facilitate the exchange of information with a view to anticipating and managing potential risks, as provided for in the NIS Directive":
The Commission welcomes the call and confirms its commitment to promote cooperation and exchange of information between Member States, both at strategic and operational level. To this end, the Commission is currently using the two cooperation fora established by the Network and Information Systems (NIS) Directive, namely the Cooperation Group and the CSIRTs Network.
On one hand, the Cooperation Group is facilitating the fully and timely implementation of the NIS Directive in all Member States though the exchange of best practices and the sharing of national approaches. On the other hand, the CSIRTs Network is enabling a more intense cooperation at technical level. First positive results were produced in occasion of recent large scale cyber-incidents.
Paragraph 29:
The Commission welcomes Parliament's call to launch a multi-stakeholder awareness campaign to empower and protect children from all kind of online risks. The yearly Safer Internet Days are far reaching flagships events promoting awareness online child safety among children, educators and parents. The Commission is considering shaping the Safer Internet Day 2018 (6 February 2018) for launching a major EU-wide campaign covering online safety and cybersecurity issues for minors.
Paragraph 39:
The Commission welcomes the Parliament’s awareness around the issue of security by design. The Commission emphasises that, in the recently issued Communication on "Resilience, deterrence and defence: building strong cybersecurity for the EU", it has committed to promoting "security by design" and developing, jointly with the industry, an initiative to define a "duty of care" principle for reducing product/ software vulnerabilities. Moreover, the Commission stresses that the recently proposed European Cybersecurity Certification framework could promote "security by design" methods, especially for low-cost, digital, interconnected mass consumer devices.
Paragraph 40:
The Code of Conduct on Countering Illegal Hate Speech Online has proven to be effective in quickly achieving concrete results through cooperation of IT Companies, authorities and civil society organisations. The Dialogue with stakeholders has created a sustainable collaborative process, between all the concerned, the companies, regulators, NGOs, civil society and the users themselves. The importance of continuing the Dialogue was underlined in the Commission Communication Tackling Illegal Content Online published on 28 September 2017. Next steps under the code of conduct will focus on working with the IT companies to stabilise and consolidate the results and on to encouraging the uptake of the code of conduct also by other IT platforms.
Paragraph 45:
The Commission notes that the recently published Communication on "Tackling illegal content online – towards an enhanced responsibility for online platforms" (COM(2017) 555) provides the announced guidance on notice-and-takedown procedures. The Communication recalls its commitment to maintaining a balanced and predictable liability regime for online platforms. The Communication also announces that the Commission will monitor the impact of the Communication and assess whether additional measures are needed, in order to ensure the swift and proactive detection and removal of illegal content online, including possible legislative measures to complement the existing regulatory framework. This work will be completed by May 2018.
Paragraph 64: "[…] calls on the Commission to put forward a European legal framework for e-evidence, including harmonised rules to determine the status of a provider as domestic or foreign, and to impose an obligation on service providers to respond to requests from other Member States that are based on due legal process and in line with the European Investigation Order (EIO), while taking account of the principle of proportionality to avoid adverse effects on the exercise of the freedom of establishment and the freedom to provide services and ensuring adequate safeguards, with a view to establishing legal certainty as well as improving the ability of service providers and intermediaries to respond to law enforcement requests":
The Commission welcomes the request and would like to reiterate its commitment to consider a possible legislative initiative to improve cross-border access to e-evidence in criminal matters, as expressed in the 4 August 2017 Inception Impact Assessment (IIA) that is publicly available. In the IIA, the Commission undertook to consider a possible legislative initiative in the Commission Legislative Work programme for 2018. A public consultation was open until 27 October 2017, and the Commission will duly consider the Parliament's request.
Paragraph 67:
On 8 June 2017, at the Justice and Home Affairs Council, the Commission presented a set of practical and legislative options to improve cross-border access to e-evidence in criminal matters.
Among the practical measures to enhance judicial cooperation within the EU in the framework of the European Investigation Order (EIO), the Commission is making available a platform with a secure communication channel for electronic exchanges of EIOs for evidence and replies between EU judicial authorities. The Commission is also working on the creation of an electronic user-friendly version of the EIO form annexed to the EIO Directive, to facilitate completion and translation of this form.
Following the positive feedback obtained from the Justice and Home Affairs Council of June 2017, the Commission is also pursuing the implementation of practical measures to improve cooperation between public authorities and service providers, including standardisation and reduction of forms, streamlining service providers' policies, as well as training for law enforcement and judicial authorities. The Commission is currently working with Member States and service providers for the development and implementation of these practical measures in 2018.
Paragraph 68: "[…] calls on the European Union Agency for Network and Information Security (ENISA) to continuously evaluate the threat level, and on the Commission to invest in the IT capacity as well as the defence and resilience of the critical infrastructure of the EU institutions in order to reduce the EU’s vulnerability to serious cyberattacks originating from large criminal organisations, state-sponsored attacks or terrorist groups":
The Commission welcomes the call for increasing EU cyber-security capabilities and highlights that the proposed "Cybersecurity Act" introduces a strong permanent mandate for the EU Cybersecurity Agency (ENISA). The Commission believes that the cybersecurity of the EU institutions remains a key priority, as it is emphasised also in the new mandate proposed for the Computer Emergency Response Team (CERT-EU) of the EU institutions, agencies and bodies.
Paragraph 77:
The Commission welcomes the request and would like to reiterate its commitment to the Council of Europe Budapest Convention on Cybercrime as the leading multilateral framework for the fight against cybercrime, as also expressed in the 13 September 2017 Communication on cybersecurity. On that basis the Commission will continue supporting the Convention, including in the appropriate international fora.
Paragraph 80:
Cross-border access to electronic evidence on the basis of judicial cooperation could be improved through closer cooperation with the U.S. authorities, as many service providers are headquartered or have a seat in the U.S. The EU and the U.S. already established an Agreement on Mutual Legal Assistance, which was reviewed in 2016. The Review Report contains recommendations concerning electronic evidence.
In addition, the Commission, on the basis of the EU-US Mutual Legal Assistance Agreement, is pursuing the implementation of the practical measures to improve judicial cooperation between Member States and the U.S., which were announced at the 8 June 2017 Justice and Home Affairs Council, including the organisation of regular meetings with the U.S. Department of Justice to keep improving the treatment of mutual legal assistance requests for electronic evidence, promotion of the exchange of best practice and training for EU practitioners on relevant U.S. law and procedures, as well as exploring the feasibility of an online platform to provide information on applicable rules and procedures to facilitate the transmission and the creation of requests.
Paragraph 84:
The Commission welcomes the request and reiterates its commitment to consider a possible legislative initiative to improve cross-border access to e-evidence in criminal matters, as expressed in the Inception Impact Assessment (IIA) of 4 August 2017 that is publicly available. The Commission is currently conducting an impact assessment which will develop various policy options based on the assessment of expected impacts, including those on the fundamental rights of the affected persons.
Paragraph 85:
The Commission welcomes the request and would like to reiterate its commitment to consider a possible legislative initiative to improve cross-border access to e-evidence in criminal matters, as expressed in the Inception Impact Assessment (IIA) of 4 August 2017 that is publicly available. In the IIA the Commission undertook to consider a possible legislative initiative in 2018. A public consultation was open until 27 October 2017 and the Commission will duly consider the Parliament's request.
[bookmark: _GoBack]At the same time, following the positive feedback obtained from the Justice and Home Affairs Council of June 2017, the Commission is pursuing the implementation of practical measures to improve cross-border access to electronic evidence within the current legal framework. The Commission is currently working with Member States and service providers for the development and implementation of practical measures.
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