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1.
Rapporteur: Anna Maria CORAZZA BILDT (EPP/SE)

2.
EP reference number: A8-0368/2017 / P8_TA-PROV(2017)0501

3.
Date of adoption of the resolution: 14 December 2017

4.
Subject: Combating the sexual exploitation of children and child pornography

5.
Competent Parliamentary Committee: Committee on Civil Liberties, Justice and Home Affairs (LIBE)

6.
Brief analysis/ assessment of the resolution and requests made in it:

The Commission issued two implementation reports (one general and one on Article 25 of the Child Sexual Abuse Directive (2011/93/EU) about removal and blocking of child abuse webpages in December 2016, in accordance with the mandate of the Child Sexual Abuse Directive. The European Parliament's resolution is a follow-up on the implementation of the Directive. It mainly summarises parts of the Commission report.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

Paragraph 3:
The Commission presented the report after the deadline set out in Art. 28 as almost 70% of the national measures were notified by Member States after the transposition deadline. By then, 15 Member States out of 27 still had to fully transpose, and the Commission opened infringement proceedings against them for non-communication, which were closed by the date of publication of the reports.

The reports were prepared as stipulated in the Directive, which required the Commission to assess the extent to which the Member States have taken the necessary measures in order to comply with the Directive. Their objective was not to assess the conformity of those measures but to assess whether transposition measures had been taken and describe those measures.

The Directive binds Member States as to the objectives and leaves them freedom as to the means. They are not bound to collect specific statistics or make them available to the Commission.

An assessment of the practical implementation of the Directive will be carried out by the end of 2020, to ensure that there is a sufficiently long period to evaluate the effects of the initiative after it has been fully implemented across all Member States, so that the impact and added value of the Directive can be thoroughly analysed.

Paragraph 4:
The Commission agrees with the European Parliament that the term "child sexual abuse material" is more appropriate than "child pornography", as it better describes what these crimes are about: images of children being sexually abused.

However, the legal terminology in international instruments of the United Nations and the Council of Europe Convention on Protection of Children against Sexual Exploitation and Sexual Abuse is "child pornography", as well as in Member States' criminal codes. That is why the Directive also uses this term, as the objective of the co-legislators was to facilitate the compliance of national legislation with international standards and improve the definition of offences and the level of penalties.

Paragraph 5:
The INHOPE network of Hotlines plays an important role in practice in the transposition by Member States of their obligation on removal and blocking.

Insofar as the EU has funded this network, and following a request of the European Parliament, the Commission will launch shortly a study to look into the way the INHOPE hotlines work, including how they interact with national law enforcement authorities and Internet providers, and how they could improve their effectiveness. The Commission will be glad to share with the European Parliament the data and findings collected in that study.

However, the network is a private organisation, it is not set up by the EU, and the use of the network itself is not an obligation on Member States by the Directive. Thus, the Commission cannot further evaluate the work of this network in its transposition reports.

Paragraph 6:
The Directive binds Member States as to the objectives regarding the removal and blocking of child sexual abuse content online and leaves them freedom as to the means to achieve these objectives.

Member States are bound:

-
to promptly remove child abuse web pages hosted in their territory;

-
to endeavour to obtain the removal of such pages hosted outside of their territory;

-
and, if they decide to block access in their territory, to provide a number of safeguards against censorship.

The Commission examines the extent to which Member States achieve those objectives. The reports contain data as necessary to make this assessment (for example, 91% of material removed within 72 hours).

Member States are not bound by any specific procedure or by any standard benchmark to achieve these objectives. Therefore, precise data on speed of removal beyond 72 hours, follow up by law enforcement, use of stored data by judicial authorities, action by hotlines to contact hosting providers, encryption of blocking list and others are not linked to any specific obligation of Member States.

At the request of the Parliament, the Commission will launch a study on the functioning of INHOPE hotlines, which will provide more information on such points and the results will be shared with the European Parliament.

With regard to the types of blocking, if Member States decide to block access in their territory, they are bound to provide a number of safeguards against censorship.

As part of its work to support Member States in the implementation of the Directive, the Commission will facilitate the exchange of experience and best practices among Member States, including on the practical implementation of blocking and also the use of specific technologies to do it.

Using one or the other technology or having longer or shorter blocking lists, however, is not an obligation of Member States under the Directive. Therefore, the Commission is not in a position to assess in a report on transposition of Member States’ obligations under the Directive the technologies used for blocking or the number of websites blocked.

Paragraph 7:
The Commission will continue supporting Member States in the full implementation of the Directive, to ensure that children benefit from its full added value. Where necessary, the Commission will make use of its enforcement powers under the Treaties.

Paragraph 9:
Protection of children in today's digital environment is one of the Commission's priorities, and the Commission has for many years supported online safety activities across Europe. One example is the network of Safer Internet Centres that raise awareness among children, parents and teachers, regarding the risks that young people may encounter online and the ways to empower them to deal with these risks.

The Commission has also engaged in self-regulatory initiatives such as the Alliance to better protect minors online.

In addition, to raise standards worldwide, the Commission co-launched the Global Alliance Against Child Sexual Abuse Online rallying 54 countries to better identify child victims, improve investigations, enhance public awareness and reduce the availability of child pornography. This initiative is gaining further strength through the merger with the UK-led WePROTECT initiative, which the Commission also supports as the successor of the Global Alliance. The Commission issued in November 2017 a call for proposals for EUR 8 million in the area of fight against Cybercrime and Child Sexual Abuse, of which one of the priorities is the support of the activities of the WePROTECT – Global Alliance.

Paragraph 15:
The Directive binds Member States to ensure that their competent authorities are entitled to seize and confiscate instruments and proceeds of crimes, such as equipment. Authorities may decide, but are not obliged to seize equipment. Thus, Member States are not bound to collect specific statistics on cases where authorities decide to seize equipment and make those statistics available to the Commission.

An assessment of the practical implementation of the Directive will be carried out by the end of 2020, to ensure that there is a sufficiently long period to evaluate the effects of the initiative after it has been fully implemented across all Member States, so that the impact and added value of the Directive can be thoroughly analysed.

Paragraph 19:
The Commission will continue to help improve the law enforcement response to better protect victims. Examples of the Commission support for victim identification include the Commission funding of a total of EUR 3.6 million over 2009-2018 for the continuing development of Interpol’s International Child Sexual Exploitation (ICSE) image database. In addition, the Commission has made available EUR 8 million in a call for proposals issued in November 2017
 to fight against cybercrime and child sexual abuse. Improving accuracy and effectiveness for the identification of victims of child sexual abuse is one of the priorities under this call. The Commission will continue supporting Member States in the implementation of the Directive. Where necessary, the Commission will make use of its enforcement powers under the Treaties.

Paragraph 20:
The Directive binds Member States as to the objectives and leaves them freedom as to the means. They are not bound to collect specific statistics or make them available to the Commission.
An assessment of the practical implementation of the Directive will be carried out by the end of 2020, to ensure that there is a sufficiently long period to evaluate the effects of the initiative after it has been fully implemented across all Member States, so that the impact and added value of the Directive can be thoroughly analysed.
Paragraph 41:
The Commission is keen to share information with the European Parliament on the state of compliance by Member States to the extent possible in line with the current Interinstitutional Agreement.

However, the discussions between the Commission and Member States on specific shortcomings in the framework of EU-Pilot and infringement proceedings are conducted on a confidential basis in order to maintain an appropriate level of mutual trust allowing for a successful resolution of issues. This imposes limits on what the Commission can share with the European Parliament.

Regarding specific information on follow up of law enforcement authorities, delays in take downs, use of stored data by judicial authorities, Member States are not required under this Directive to report these data.

Member States are bound as to the result to be achieved regarding prompt removal and safeguards for blocking but have the choice of form and methods to achieve it. Therefore, the Commission will not be in a position to report on these elements as suggested in the Parliament's resolution.
An assessment of the practical implementation of the Directive will be carried out by the end of 2020, to ensure that there is a sufficiently long period to evaluate the effects of the initiative after it has been fully implemented across all Member States, so that the impact and added value of the Directive can be thoroughly analysed.

Paragraphs 42 and 43:
The Commission takes note of the European Parliament's calls on Member States to adopt measures that go beyond their obligations under the Directive. This includes mandatory criminal background checks for persons working with children, exchange of information about child sex offenders, proactive searches of child sexual abuse material by hotlines, and mandatory reporting by internet providers of child sexual abuse material detected in their infrastructure. These are very valuable suggestions and the Commission will look more carefully into them in case it will consider whether the Directive should be amended or complemented in the future.

Paragraph 47:
As part of its work to support Member States in the implementation of the Directive, the Commission will facilitate the exchange of experience and best practices among Member States, including on the practical implementation of blocking and the update and sharing of black lists, and involving relevant stakeholders such as internet service providers, Europol and Interpol as needed.
Paragraph 53:
The Commission considers that the fight against child sexual abuse and sexual exploitation is a duty of the whole society and that all actors must contribute to it. The priority for the Commission in the coming months, as announced, will be to ensure the correct and complete implementation by Member States of the Child Sexual Abuse Directive. For that, the Commission will continue to support Member States to achieve the conformity of the national implementation measures and will make use of its enforcement powers under the Treaties if necessary. It will also support Member States by facilitating the development and exchange of best practices in specific areas such as prevention and intervention programmes.
The Commission is keen to share information with the European Parliament on the state of compliance by Member States to the extent possible in line with the current Interinstitutional agreement.

An assessment of the practical implementation of the Directive will be carried out by the end of 2020, to ensure that there is a sufficiently long period to evaluate the effects of the initiative after it has been fully implemented across all Member States, so that the impact and added value of the Directive can be thoroughly analysed.
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