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1.	Rapporteur: Javier NART (ALDE/ES)
2.	EP reference number: A8-0035/2018 / P8_TA-PROV(2018)0059
3.	Date of adoption of the resolution: 1 March 2018
4.	Subject: The draft report focuses on the external dimension of terrorism financing and on what the EU could do to stop the financing of ISIS/ Daesh and other jihadist groups, but also covers issues of an internal nature. Inter alia, the report takes note of the usefulness of the Financial Action Task Force (FATF) and invites the Commission to propose a complementary EU system for intra-EU payments. It also encourages the European External Action Service (EEAS) to continue with the numerous ongoing Counter Terrorism (CT) dialogues.
5.	Competent Parliamentary Committee: Committee on Foreign Affairs (AFET)
6.	Brief analysis/ assessment of the resolution and requests made in it:
The European Parliament recommendation on cutting the sources of income for jihadists – targeting the financing of terrorism is addressed to the Council, the Commission and the High Representative for Foreign Affairs and Security Policy/ Vice-President of the Commission.
The resolution considers that key elements of fighting against terrorism financing include cutting off sources of such financing through the hidden circuits of fraud and tax evasion, money laundering and tax havens. While some financing may come from within the EU Member States for use elsewhere by terrorist organisations, other funding comes from outside Europe, in order to finance radicalisation and terrorist acts on EU soil.
Cutting off the sources of financing of terrorism is increasingly part of a broader EU strategy based on the nexus between internal and external security and synergizing both external and internal security instruments. Illicit trade in goods, firearms, oil, drugs, cigarettes and cultural objects, among other items, as well as trafficking in human beings, slavery, child exploitation, racketeering and extortion, have become ways for terror groups to obtain funding.
Furthermore, a number of international non-profit organisations, charities, foundations, networks and private donors, which have or claim to have social or cultural goals, laid the foundation for the financial capacities of ISIS/ Daesh, Al-Qaeda and other jihadist organisations and act as a cover for abusive practices.
Finally, the resolution considers that the global nature of terrorism calls for a global response involving coordination among financial institutions, law enforcement and judicial bodies and the exchange of information on natural and legal persons and suspicious activities, while ensuring respect for fundamental rights concerning the protection of personal data.
7.	Response to requests and overview of action taken, or intended to be taken, by the Commission:
· Paragraph (a):
On funding sources, the Commission has been active in addressing the sources of terrorist funding, notably through actions announced in the Action Plan to strengthen the fight against terrorist financing of February 2016. One strand of action centred on how to further disrupt the sources of revenue of terrorist organisations. On the basis of the Action Plan, in 2017 a legislative proposal to address the illicit trade in cultural goods from the Action Plan was submitted to the Council for agreement. The Council has consistently agreed to include Anti-Money Laundering/ Combating the Financing of Terrorism (AML/ CFT) in strategic documents such as the June 2016 EU Global Strategy, the June 2017 Council Conclusions on EU External Action on Counter-terrorism, as well as in relevant regional EU strategies such as for example the 2018 EU Strategy for Iraq. The EU is also a full member not only of the Financial Action Task Force (FATF) but also of the Global Coalition against Daesh – including of the Coalition's Counter ISIL Finance Group as well as other relevant multilateral fora such as G7.
On a financial intelligence platform/ Europol, Europol is already engaged in the fight against terrorist financing. In January 2016, the European Counter Terrorism Centre (ECTC) was established at Europol; one of the ECTC's areas of activity is sharing intelligence and expertise on terrorism financing. In January 2016, FIU.net was embedded in Europol. FIU.net is a decentralised computer network supporting national Law Enforcement Agencies in their fight against money laundering and terrorist financing.
On the basis of the Fourth Anti-Money Laundering Directive[footnoteRef:1], and following a call from the European Parliament to make the EU listing process more autonomous, since June 2017 the Commission services in close cooperation with the EEAS have been working to prepare a list of third countries presenting strategic deficiencies in their anti-money laundering and terrorism financing regimes – so-called "high risk third countries". Financial transactions and business relationships with entities from those countries are to be made subject to stringent controls, so-called Enhanced Due Diligence. The services of the Commission are working on the methodology to establish such a list, but a list as suggested in the Recommendation at hand would both be difficult to elaborate and not enforceable by the EU or its Member States. [1: 	Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015] 

· Paragraph (d):
On EU-Cooperation Council for the Arab States of the Gulf (GCC), an EU-GCC Joint Working Group on Counterterrorism was officially launched by exchange of letters between the EEAS and the GCC Secretariat in February 2018 following political tasking to that effect by the EU-GCC Joint Cooperation Council. The Terms of Reference for the EU-GCC Joint Working Group on Counterterrorism and Countering Violent Extremism stipulate that the agenda of this Working Group shall cover:
a) policy: for example policies that could be applied in the field of counter-extremism and counterterrorism, including legal frameworks and judicial policies;
b) operations: for example aviation and border security, counter terrorism financing, anti-money laundering and critical infrastructure;
c) ideology: for example counter-radicalisation, counter-recruitment and counter-messaging.
On the EU side, the Commission plays a key role in all these topics.
On encouraging partners to comply with FATF recommendations and the provision of technical assistance, in line with the Council Conclusions of June 2017 on EU External Action on CT, compliance with the FATF recommendations and United Nations Security Council Resolutions is increasingly becoming a key element of the EU's CT Dialogues with non-EU countries. To foster such compliance further, the Commission is funding tailored technical assistance projects.
· Paragraph (e):
Regarding support to the efforts of the FATF, the Commission is a member of the FATF, and together with the EEAS is actively involved in FATF projects which identify new patterns in the financing of terrorism or seek to improve coordination of the international community's technical assistance projects aimed at countries whose AML/ CFT framework present strategic deficiencies.
· Paragraph (g):
The Commission supports the High Representative/ Vice-President in conducting numerous ongoing Counter Terrorism dialogues led by the EEAS and welcomes the encouragement expressed by the Parliament.
· Paragraph (h):
The European Union Agency for Law Enforcement Training (CEPOL), provides training for EU law enforcement officials, including on a range of topics related to serious and organised crime and counter-terrorism. In 2018, several training activities are foreseen on topics such as "Fighting terrorism and its financing" and "Financial investigations", "Financial investigation linked to facilitation of irregular migration", "Financial investigations related to Trafficking in Human Beings", and "Financial intelligence and analysis of financial data". In addition, online courses, webinars and learning material on financial investigations are available on CEPOL's online platform.
· Paragraph (i):
Since October 2016, the Commission has provided regular updates on progress towards an effective and genuine Security Union, including on its work to counter terrorist financing.
On annual reporting, the EU external action on Combatting Terrorism, including AML/ CFT, will comprehensively be addressed in the report to the Council on the implementation of the June 2017 Council Conclusions on EU External Action on Counter-terrorism. This report is foreseen for June 2018.
· Paragraph (j):
The Commission carried out an assessment of the impact of relevant policy options with a view to proposing an initiative to facilitate access to and use of financial data by law enforcement authorities. On 17 April, the Commission adopted a proposal for a Directive to facilitate access to and use of financial data by law enforcement authorities. This included giving law enforcement authorities and Asset Recovery Offices direct access, on a case-by-case basis, to bank account information contained in national, centralised registries enabling the authorities to identify in which banks a suspect holds accounts. Data protection safeguards ensure that only limited information on the identity of the bank account holder and only in specific cases of serious crime or terrorism would be made available to law enforcement officers. Additionally, the proposals provide for better cooperation between national law enforcement authorities and the national Financial Intelligence Unit (FIU) as well as between Member States. This includes the possibility for law enforcement to request financial information or analysis from FIUs – including data on financial transactions, as well as the possibility for FIUs to request law enforcement information from their competent national authorities.
· Paragraph (l):
[bookmark: _GoBack]The Commission will propose in 2018 the detailed arrangements for a definitive VAT system. This system could reduce by 80% cross-border VAT fraud estimated at around EUR 50 billion annually in the EU. Less VAT fraud means less money spirited away by criminals to finance organised crime, and possibly terrorist organisations. The Commission also proposed in November 2017 urgent measures to strengthen administrative cooperation instruments in order to combat VAT fraud pending the implementation of the definitive VAT regime[footnoteRef:2]. [2: 	COM(2017) 706, 30.11.2017] 

· Paragraph (m):
The Commission continues to analyse the existing mechanisms through which competent authorities can access relevant information, particularly financial data stored in other Member States, and whether there remain obstacles to obtain that information quickly and effectively, as well as possible measures to address these obstacles. This analysis will also take account of the proposal adopted by the Commission on 17 April 2018 for a Directive to facilitate access to and use of financial data by law enforcement authorities. The Commission will continue to consult with all stakeholders concerned on the necessity, technical feasibility and proportionality of possible new measures at Union level, and will report on the outcome of its analysis.
· Paragraph (n):
As to taking into account a state's involvement in the financing of terrorism, on the basis of the Fourth Anti-Money Laundering Directive, and following a call from the European Parliament to make the EU listing process more autonomous, since June 2017 the Commission has been working to prepare a list of third countries presenting strategic deficiencies in their anti-money laundering and terrorism financing regimes – so called "high risk third countries".
· Paragraph (o):
The EU is a full member of the Global Coalition against Daesh – including the Coalition's Counter ISIL Finance Group. As part of the Action Plan for strengthening the fight against terrorist financing, the Commission committed to improving the efficiency of the EU’s transposition of UN freezing measures. The UN listings need to be applied as quickly as possible in order to have the maximum impact and to minimise the risk that listed persons and entities can withdraw funds before the restrictive measures come into force. The Commission transposes UN listings under the ISIL/ Daesh and Al-Qaeda sanctions regime into EU law by way of an amendment to the listings under Council Regulation 881/2002 of 27 May 2002. Over the past twelve months, the Commission has managed to reduce the time needed for this process from about five working days to two or three working days, in line with the recommendations from the FATF. In this context and as an additional step, the Commission has worked to ensure new UN listings are made accessible to EU financial institutions and economic operators, immediately after publication of new UN listing but before transposition at EU level, and to facilitate due diligence procedures under the Anti-Money Laundering Directive even before the EU legal acts come into force. This involves uploading new UN listings onto the EU’s Financial Sanctions Database, so they can be immediately accessible by EU financial institutions and economic operators. In the medium to longer term, the Commission will work with UN stakeholders to support the development of a common data sharing system, to enable the new listings to be published in a downloadable common format compatible with the EU database. This will support the efforts of EU financial institutions to undertake appropriate due diligence procedures, in accordance with the requirements of the Anti-Money Laundering Directive, in order to mitigate the risk of asset flight before the EU legal acts come into force.
· Paragraph (r):
The Commission proposed in its amendments to the Fourth Anti-Money Laundering Directive that both virtual currency exchange platforms and wallet providers should become obliged entities to reduce anonymity in transactions. This means that they will have to identify and verify the identity of their customers and report suspicious transactions. Even in the absence of a mandatory transfer via a bank account, this customer due diligence process would limit the risks of money laundering and terrorist financing that could be posed by virtual currencies exchange platforms.
· Paragraph (s):
In the "Action Plan to strengthen the fight against terrorist financing" presented in February 2016, the Commission undertook the commitment to put forward a package of measures "to disrupt and cut off the financial sources of criminals and terrorists". In this context, the Commission presented on 21 December 2016 three sets of measures: a Regulation for the mutual recognition of asset freezing and confiscation orders; a new Directive to criminalise money laundering; and an amended Regulation on cash controls.
Also in 2016, in its conclusions on the fight against the financing of terrorism, the Council had underlined the importance of achieving rapid progress on legislative actions identified by the Commission, including measures against illicit cash movements, and called on the Commission to submit amendments to the Cash Control Regulation no later than the fourth quarter of 2016.
The proposal for a new Regulation on cash movements, put forward by the Commission, is intended to replace the existing Regulation 1889/2005 and to reinforce current rules. The 2005 Regulation complemented the existing rules on combatting money laundering and terrorist financing and created an obligation to provide a cash declaration for anybody crossing EU borders with more than EUR 10,000 in cash, also including for example gold. The proposal on cash control is under negotiations between the co-legislators (the European Parliament and the Council), and the Commission hopes that it can be adopted by the end of the third quarter of 2018.
· Paragraph (t):
On cultural goods, in July 2017 the Commission proposed new rules to stop imports to the EU of cultural goods illicitly exported from their country of origin. These foresee a new common EU definition for "cultural goods" at importation, a new licensing system, a more rigorous certification system and powers for customs authorities to seize and retain goods. The proposal is currently under consideration by the European Parliament (in the INTA and IMCO Committees). The text is also still under discussion at the Council.
Not only does the Commission regularly attend and participate in their meetings but it finances (e.g. UNESCO) or co-finances related projects (e.g. the PSYCHE database of Interpol, regarding stolen art/ cultural artefacts); it promotes their objectives (e.g. use of Object ID in its proposal, which is promoted by International Council of Museums and UNESCO); it has adopted measures following United Nations Security Council Resolutions (the Iraq and Syria sanctions Regulations); and its supports and contributes to relevant Resolutions (such as the World Customs Organization Resolution on illicit trafficking).
Under IPA 2017 there is a new EUR 5 million multi-beneficiary programme on the fight against organised crime, to be implemented by the European Union Agency for Law Enforcement Training (CEPOL) and the United Nations Office on Drugs and Crime (UNODC) to strengthen the training of police officers, prosecutors and financial experts in financing investigations. Terrorism financing will be one of the main subjects and it covers all Western Balkans countries.
The Commission launched a large (EUR 16 million) regional project on Anti-Money Laundering/ Combating the Financing of Terrorism (AML/ CFT) covering the Middle East and North Africa (MENA) region and Asia.
· Paragraph (u):
The Commission takes note of this request.
· Paragraph (v):
As part of the obligations on obliged entities, including financial institutions, under the Fourth Anti-Money Laundering Directive, financial institutions are already required to ask for information on the reason why suspicious transactions are being made.
· Paragraph (w):
On the support to Iraq, Iraq is a beneficiary country of a major AML/ CFT regional programme from the Commission. In addition, the EU in 2016 has appointed a Counter Terrorism (CT)/ Security expert who acts as a local liaison for all CT-relevant EU efforts, including this regional programme.
· Paragraph (x):
The Commission set out its response in the Action Plan for strengthening the fight against terrorist financing of February 2016. Work is now ongoing to implement the Action Plan, following two main strands: detecting and preventing terrorist funding, and disrupting the sources of revenue. These two strands incorporate a broad range of measures preventing the misuse of the financial system for money laundering and terrorism financing; increasing cooperation and the exchange of information between competent authorities, in particular FIUs; tracing the financial movements of terrorists; improving the effectiveness of asset freezing systems; reinforcing the judicial response to terrorism financing and money laundering; supporting third countries in countering terrorism financing and money laundering, and in supporting implementation of the FATF standards; and supporting customs authorities with tools to identify sources of revenues of terrorist organisations. All these actions help to disrupt the sources of revenue of terrorist organisations; limit their capacity to move and use funds; support law enforcement in their efforts to detect the financial movements of terrorists in order to identify them and their networks; and support third countries in fighting terrorism financing and engaging with international partners through multilateral fora such as the FATF, the Working Group on Countering Financing of Terrorism of the Global Coalition against Daesh, and the G7.
· Paragraph (z):
The Commission takes note of this request to do more to encourage third-country partners to sign and ratify the 1999 International Convention for the Suppression of the Financing of Terrorism, which sets out a number of principles and standards with a view to eradicating the financing of terrorism, and to implement the convention effectively.
· Paragraph (ab):
EU external action at large contributes to building cooperation with countries that are impacted by organised crime including the trafficking of drugs, people and wider illicit goods, also through political dialogues and CSDP missions/ operations. This includes efforts to support countries develop effective AML/ CFT regimes, also by engaging in the FATF process.
· Paragraph (ad):
As mentioned above in the response to Paragraph (i), since October 2016, the Commission has provided regular updates on progress towards an effective and genuine Security Union, including on its work to counter terrorist financing.
Regarding possible annual benchmark reporting, the Commission would need to rely on information provided by the Member States. In view of this, the Commission does not plan implementing such benchmarks at this stage, but takes note of the European Parliament's request. However, as also mentioned in the response to Paragraph (i), on annual reporting, the EU external action on Combatting Terrorism, including AML/ CFT, will comprehensively be addressed in the report to Council on the implementation of the June 2017 Council Conclusions on EU External action on Counter-terrorism. This report is foreseen for June 2018.
· Paragraph (ah):
Comprehensive Counter Terrorism (CT) action plans with candidate countries and countries in and around the European Neighbourhood are growing in number and focus. These comprise areas such as the prevention and countering of violent extremism (P/CVE), border security, radicalization, Security Sector Reform, aviation security, security of transport and critical infrastructure, protection of soft targets etc. When working on such issues with the countries concerned, the EEAS, the EU Counter-terrorism Coordinator and the relevant Commission services cooperate and coordinate closely.
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