Follow up to the European Parliament non-legislative resolution on distributed ledger technologies and blockchains: building trust with disintermediation
1. Resolution tabled pursuant to Rule 128 (5) of the European Parliament's Rules of procedure by the Committee on Industry, Research, Telecoms and Energy
2. [bookmark: _GoBack]Reference numbers: 2017/2772(RSP) / B8-0397/2018 / P8_TA-PROV(2018)0373
3. Date of adoption of the resolution: 3 October 2018
4. Subject: Distributed ledger technologies and blockchains: building trust with disintermediation
5. Competent Parliamentary Committee: Committee on Industry, Research, Telecoms & Energy (ITRE)
6. Brief analysis/ assessment of the resolution and requests made in it: 
The resolution presents a comprehensive view of distributed ledger technology (DLT) and blockchains potential, impact and applications for the digital society and economy, especially with regard to new peer-to-peer business models, public administrations, businesses and citizens' empowerment.
It proposes to i) explore the potential of European public sector blockchains, compliant with European Union law, that enable decentralised cross-border services between Member States; ii) assess and develop a European legal framework to provide clarity in jurisdiction across borders; iii) undertake policy initiatives that promote the leading position of the European Union in the field of DLT/ blockchains.
The Commission highly appreciates all the work carried out by the European Parliament in making DLT/ blockchain technologies more understandable to the general public and more visible to policy makers. The Commission acknowledged the promise but also the risks of blockchain technology for financial markets in the FinTech Action Plan, adopted on 8 March 2018. The Commission subsequently is assessing the potential of this technology, understanding future scenarios, encouraging its uptake, through a pro-innovation approach, addressing a path towards more legal certainty.
7. Response to the requests in the resolution and overview of the action taken, or intended to be taken, by the Commission:
The resolution specifically calls on the Commission to:
a. Carry-out a study to assess the potential scenarios of a wider uptake of public DLT-based networks (paragraph 2).
On 10 April 2018 at the Digital Day in Brussels, 21 Member States (now 26) and Norway signed a Declaration creating the European Blockchain Partnership (EBP) and committing to cooperate to establish the European Blockchain Services Infrastructure (EBSI), supporting the delivery of cross-border digital public services, with the highest standards and fully compliant with European Union law including those relating to security and privacy, being energy efficient, scalable and interoperable. Underpinning the partnership and closely coordinated with it, a study on the opportunity and feasibility of a European Union blockchain public services infrastructure is under way.
b. Add an energy efficiency dimension in its activities with regards to DLT/blockchains and explore research initiatives in this field (paragraph 8). Monitor closely technological development (e.g. quantum computing), assess technological risks, support resilience to cyberattacks and develop stress testing for DLT applications (paragraphs 45 and 46). In collaboration with the European Investment Bank (EIB) and the European Investment Fund (EIF) create funding opportunities to support DLT-based entrepreneurial endeavours and accelerate technology transfer (paragraph 58);
The Commission is investing in research and innovation, notably through its Horizon 2020 programme. Already, EUR 80 million were invested in projects supporting the use of blockchain in technical and societal areas addressing e.g. technology limitations in scalability, energy efficiency and cybersecurity. Up to EUR 300 million could be invested by 2020, to ensure that the Union will maintain a global lead in blockchain innovation.
c. Assess governance models, including their implications for the diverse consensus mechanisms under development (paragraph 9);
Through the setting up of the EU Blockchain Partnership, the Commission is looking closely at different governance models and the consensus mechanism that could underpin them for a European blockchain Infrastructure supporting the delivery of cross-border digital public services for citizens and businesses. Governance models are also studied by the Commission in liaison with international standardisation working groups as a specific topic.
d. Together with the European Data Protection Supervisor (EDPS) provide further guidance on the compliance with General Data Protection Regulation (GDPR) (paragraph 33) and identify potential barriers that may arise to the use of smart contracts in the Digital Single Market and assess whether such barriers are proportionate (paragraph 38);
The Commission is working with the EU Blockchain Observatory and Forum, which was set up in February 2018 as a European Parliament pilot project, through a series of workshops and online discussions, in consultation with industry and other constituencies, towards creating more legal certainty around DLT/ blockchains. Compliance with European Union law is assessed e.g. with regards to GDPR, digital identity and eIDAS (electronic identification, authentication and trust services), Network Information Security and specifically in the use of smart contracts, ensuring their enforceability, fairness and possibility of revocation across borders in the European Union. The protection of personal data when using blockchain technologies has been explored in a thematic paper published in October 2018 by the EU Blockchain Observatory and Forum with the intention of providing guidance to blockchain developers to produce systems which are compliant with the GDPR.
e. Promote the development of technical standards and collaborate with international organisations in standard setting (paragraphs 38 and 41);
The Commission is actively engaged in collaboration on standard setting at international level, notably through its liaison A in ISO T 307 on blockchain. CEN-CENELEC, in collaboration with the Commission, also issued a White Paper on European vision for blockchain standardisation, highlighting European specificities, e.g. on e-identity and eIDAS Regulation.
f. Explore and monitor potential use cases, such as:
i. In the management of healthcare systems (paragraph 15).
ii. For the recognition of academic and professional qualification (paragraph 20).
iii. In the financial services sector (paragraph 26).
iv. In the improvement of traditional public services including digitalisation and decentralisation of public registries, licensing, citizens' certification and migration management and related to privacy and confidentiality of data exchanges, e-government services including the use of decentralised digital identities (paragraph 48).
v. in areas of law enforcement, tracking of money laundering and tax monitoring (paragraph 49).
vi. its potential for social good assessing the social impact of the technology (paragraph 50); for tracking European Union funding in development aid (paragraph 51); and of electronic voting, evaluating its safety and efficiency (paragraph 54).
The Commission is working closely with the Member States, through the European Blockchain Partnership and a broad set of stakeholders through the EU Blockchain Observatory and Forum, on studying emerging use cases and transition scenarios from existing information systems. The Commission acknowledges that DLT/ blockchain is a multi-purpose technology and that applications of blockchains are numerous and encompass a wide range of sectors. Use cases in areas such as energy grids, healthcare, financial services, supply chains, transport and logistics, education, the creative industries and the public sector are being mapped and studied. Work has been carried out in different areas to pilot blockchain technologies for cross-border systems. The Commission, together with the Member States and other European Union institutions, is actively working on a set of common use cases to be explored and supported by the European Blockchain Service Infrastructure, initially through the Connecting Europe Facility. Such use cases include notarization of public documents, sharing of registries and documents, tax and customs administration and supporting a scalable and interoperable network for diplomas and qualifications.
g. Together with the European Central Bank (ECB) provide feedback on the sources of volatility of cryptocurrencies, identify dangers for the public, and explore the possibilities of incorporating cryptocurrencies in the European payment system (paragraph 27).
Under the FinTech Action Plan the Commission, together with the European Supervisory Authorities, the ECB and international standard setters, are assessing the opportunities and risks of crypto-assets and is reviewing the applicability and suitability of existing financial regulation to crypto-assets. Based on this assessment the Commission will make a determination on whether specific initiatives on crypto-assets at European Union level are warranted.
h. With the regulatory authorities provide guidelines, standards, to bring more clarity and legal certainty on Initial Coin Offerings (ICOs), including the case of utility tokens (paragraphs 60 and 61), identifying criteria to enhance investor and consumer protection; exploring the legal requirements allowing this asset class to be blended with other financial vehicles to strengthen funding and project innovation of small and medium-sized enterprises (SMEs) (paragraph 62). Create an Observatory for the monitoring of ICOs, including ICOs taxonomy, distinguishing security and utility tokens, suggesting models for regulatory sandboxes and code of conduct (paragraph 63). Create a European legal framework to solve jurisdictional problems that could arise from fraudulent or criminal cases of DLT exchanges (paragraph 69);
The Commission together with other European Union institutions monitors closely the market of innovative value transfer and new source of financing through so called Initial Coin Offerings and the use of utility tokens and their secondary markets. The Commission has convened an expert group of industry representatives and academics to examine regulatory obstacles to financial innovation (including blockchain), which is due to present its report and recommendations by June 2019. Further monitoring and collaboration tools are being set up with FinTech Labs promoting the uptake of new technologies in the financial services sector. In 2019, the EU Blockchain Observatory and Forum will be organising a dedicated workshop on the state of advancement of DLT in the financial services sector.
i. Pursue digital skills training and retraining strategies for an active and inclusive digital society (paragraph 66) developing training initiatives to raise citizens, businesses and public administrations' awareness (paragraph 72). and to build technical expertise and regulatory capacity, allowing for rapid legislative or regulatory action if and when appropriate;
The Commission, together with the EU Blockchain Observatory and Forum is organising trainings and awareness activities, both to build up internal expertise and regulatory readiness and to train citizens, businesses and public administrations on potential, risks and opportunities of DLT/ blockchain technologies and applications. Recent examples are the web-streamed Ask Me Anything Session on Blockchain in June 2018, training for all Directorates General in July 2018, an in-depth training on blockchain coding and smart contracts in October 2018. In addition the Commission is organising a series of thematic workshops partly open to the public, inter-services networks, roundtables with industry and engaging in public conferences. In its Digital Europe Programme proposal for 2021-2027, the Commission is putting special emphasis and proposing dedicated investments on advanced skills development, including for new technologies such as blockchain and artificial intelligence. The need for ensuring an active and inclusive digital society is addressed through the digital priorities in the European Structural and Investment Funds (ESIF).	
