Follow-up to the European Parliament non-legislative resolution on findings and recommendations of the Special Committee on Terrorism
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3. Date of adoption of the resolution: 12 December 2018
4. Competent Parliamentary Committee: Special Committee on Terrorism (TERR)
5. Brief analysis/ assessment of the resolution and requests made in it:
The Commission analysed in detailed the European Parliament’s resolution. Its 228 recommendations give an extensive overview of the diverse streams of work relevant for preventing and countering terrorism in Europe. The comprehensive and ambitious report reflects a profound understanding and intricate knowledge of counter terrorism policy. The well-researched document covers the institutional framework, the terrorist threat, preventing and countering radicalisation leading to violent extremism, cooperation and information exchange (information systems, interoperability, cooperation and exchange of information within and between Member States, as well as with the EU agencies, mutual recognition and mutual legal assistance), terrorist financing, protection of critical infrastructure, explosive precursors, illicit weapons, the external dimension, victims of terrorism and the protection of fundamental rights. The findings and recommendations take stock of the various actors, processes and initiatives in the area of counter-terrorism, both at national and EU level, recognising the division of responsibilities between EU and the Member States and the particular conditions governing the activities carried out by different sectors (law enforcement, judiciary, intelligence), while following the common goal of better protecting the European citizens from the terrorist threat. The resolution reiterates the paramount importance of respect for fundamental rights in all security policies. Another cross-cutting issue on which the Commission agrees with the European Parliament is the need for Member States to implement all adopted legislation fully and in a timely manner.
6. Response to requests and overview of action taken, or intended to be taken, by the Commission:
Most of the recommendations are addressed to the Member States and/ or the Commission, with references to the priorities of the Council or the Commission and highlighting the need for strengthening cooperation, information sharing and coordination of efforts, as well as for exploiting to their best all available EU tools by national competent authorities and relevant EU agencies. This reflects the understanding that successfully tackling the threat posed by terrorism and developing an effective and genuine Security Union is a shared responsibility for Member States, the Commission and the European Parliament.
Fundamental rights (paragraphs 221 to 227)
Security and respect for fundamental rights are not conflicting aims, but consistent and complementary policy objectives.
The Union's approach is based on the common democratic values of our open societies, including the rule of law, and must respect and promote fundamental rights, as set out in the Charter of Fundamental Rights. All security measures must comply with the principles of necessity, proportionality and legality, with appropriate safeguards to ensure accountability and judicial redress. The Commission will strictly test that any security measure fully complies with fundamental rights whilst effectively delivering its objectives. The impact of any new initiative on free movement and the protection of personal data must be fully in line with the proportionality principle, and fundamental rights. This is a shared responsibility for all EU and Member State actors. EU bodies such as the EU Agency for Fundamental Rights (FRA) and the European Data Protection Supervisor (EDPS) have an important role in assisting EU institutions and other EU agencies to uphold and promote our values.
On the institutional framework (paragraphs 1 to 9)
Regarding the positive evaluation of the work achieved under the Security Union to support the Member States, the Commission welcomes and shares the objective to further improve cooperation between Member States and between the EU and Member States, notably through EU agencies and networks, as evidenced in the Comprehensive Assessment of EU Security Policy. The Commission reiterates the value of the Security Union approach to enhance cooperation at all levels (from the local level to international cooperation) as well as between public and private actors.
The Commission welcomes the European Parliament’s acknowledgement of the importance of the ATLAS Network of special police units in Member States and remains committed to strengthen it. Further to the Council Conclusions on the strengthening of the ATLAS Network of 7 December 2017 (15627/17) the Commission worked together with representatives of Europol and the ATLAS Network aiming for the ATLAS Support Office in Europol to become operational by mid-2019.
The Commission relies on impact assessments and public consultations in its legislative work, in line with the Better Regulation guidelines and the Interinstitutional Agreement on Better Law-Making. As a recent example in the field of counter-terrorism, an impact assessment and a wide public and experts’ consultation were used in the course of proposing a regulation on preventing the dissemination of terrorist content online.
Regarding the recommendation to the Council to expand the powers of the European Public Prosecutor’s Office in order to include the fight against organised crime and terrorism, on 12 September 2018, the Commission published a Communication to the European Parliament and the European Council “A Europe that protects: an initiative to extend the competences of the European Public Prosecutor's Office to cross-border terrorist crimes (COM(2018)641 final)”, in which it outlines its vision as regards the possible future role of the European Public Prosecutor’s Office in the area of terrorist crimes. This Communication forms part of a broader package of measures aimed at completing the Security Union and thus enhancing the security of European citizens.
The Commission is of the view that the European Public Prosecutor’s Office, as the only Union body with the competence to conduct criminal investigations and prosecute criminal offences, is ideally suited to establish a Union approach in the prosecution of cross-border terrorism offences. The Commission therefore looks forward to the EU Summit in Sibiu on 9 May 2019 under the Romanian Presidency, where this important matter could be discussed. This would allow the European Council to take this initiative forward together with the European Parliament and consider further action on the Commission’s initiative.
It is of utmost importance to highlight in this context that the Commission considers that the existing Union structures, such as Eurojust and Europol, play a vital role in the fight against serious cross-border crimes and terrorism, within the scope of their respective mandates. The future relationship between the European Public Prosecutor’s Office and these EU Agencies should be strong and aimed at creating synergies.
With regard to the fight against organised crime, the Commission would like to underline that crimes affecting the financial interests of the Union are often linked to other serious crimes with a cross-border dimension, including organised crime. These crimes pose serious threats to the security of the EU and its citizens. Council Regulation (EU) 2017/1939 implementing enhanced cooperation on the establishment of the European Public Prosecutor’s Office already foresees the competence of the European Public Prosecutor’s Office for criminal offences regarding the participation in a criminal organisation, as defined in Framework Decision 2008/841/JHA, if the focus of the criminal activity is to commit a criminal offence against the financial interests of the Union, as provided in Directive (EU) 2017/1371 on the fight against fraud to the Union’s financial interests. Moreover, Article 22(3) of Council Regulation (EU) 2017/1939 implementing enhanced cooperation on the establishment of the European Public Prosecutor’s Office also foresees that the European Public Prosecutor’s Office shall be competent for offences, which are inextricably linked to crimes affecting the Union budget, which may, depending on the circumstances of each case, include organised crime offences in general.
The Commission would like to recall that an extension of the competences of the European Public Prosecutor’s Office based on Article 86(4) of the Treaty on the Functioning of the European Union follows a two-step approach. It requires a decision by the European Council amending Article 86 of the Treaty on the Functioning of the European Union accordingly, and, secondly, a legislative proposal to amend Regulation (EU) 2017/1939 aimed at extending the competences of the European Public Prosecutor’s Office.
Terrorist threat (paragraphs 10 to 27)
As regards enhancing transparency and a common understanding of threat level systems developed by Member States, the Council adopted conclusions on the information sharing mechanism on changes in the national threat level[footnoteRef:1]. [1:  	Justice and Home Affairs Council, 2-3 December 2010] 

The Commission concurs with the view that vigilance as regards terrorist threats based on whatever motivation needs to be maintained. The Commission relies on the analytical support provided by Europol and the EU Intelligence and Situation Centre (INTCEN) to monitor the evolution and assess all forms of terrorism. The Commission is addressing in particular the threats of Islamist extremism as well as the threat of right wing extremism in several EU platforms, including by the EU Internet Forum, the European Strategic Communications Network, and the Radicalisation Awareness Network.
The return of foreign terrorist fighters, their spouses and children, is of the competence of the Member States. In order to support their work, the Commission published in 2017 a manual on responses to returning foreign terrorist fighters and their families with a specific chapter dedicated to children. This manual provides a comprehensive overview of approaches and insights from practitioners to address two baseline actions: risk/ threat assessment of the individual and multi-agency response to discuss each case and tailor individualised action plans. The manual was further explained to the Member States in the framework of workshops allowing national authorities to exchange and explore insights on returnee responses in-depth and tailored to national needs.
The issue of child returnees was further discussed in 2018 in the framework of the Radicalisation Awareness Network high level conference, particularly the challenges posed by returning children both in terms of their vulnerability as victims and as potential (future) security risks. It highlighted the need for an EU-wide overview of approaches, practices and toolkits, capacity-building and strengthening cooperation between key stakeholders, structures and processes, awareness raising and research on risk factors and resilience.
The Commission welcomes the European Parliament’s support for the Action Plan to enhance preparedness against chemical, biological, radiological and nuclear security risks (CBRN)[footnoteRef:2] and its cross-sectoral CBRN policy in general, including setting up of the CBRN Knowledge Hub in Europol. Since the Action Plan was adopted only in October 2017, the Commission does not yet see the need to revise it, and will report on its implementation by the end of 2019 as indicated in the Action Plan. [2:  	COM(2017) 610 final] 

The Commission shares the assessment that more preparedness against CBRN risks is needed, both at EU and at Member States’ level, including greater involvement of the Member States in information sharing about CBRN threats and incidents. Some of the European Parliament’s proposals – whilst addressing important issues such as medical countermeasures or the creation and strengthening of specialised laboratories – would require additional accompanying funding.
Regarding the European Parliament’s recommendation on common standards for vetting procedures at EU level, the Commission is already engaged with the Member States on the issue. A mapping has been done among Member States to get an overview for which types of staff and for which types of infrastructures vetting already takes place in the different Member States. The Commission also recently adopted an Implementing Regulation[footnoteRef:3] introducing enhanced background checks in the aviation area. [3:  	Commission Implementing Regulation (EU) 2019/103 of 23 January 2019 amending Implementing Regulation (EU) 2015/1998 as regards clarification, harmonisation and simplification as well as strengthening of certain specific aviation security measures, OJ L 21, 24.01.2019] 

The Commission welcomes the European Parliament’s recommendation for considering security aspects in the regulation on common rules in the field of civil aviation safety, which creates requirements for unmanned aerial system (UAS) operators to register in their country of establishment and for drones themselves to emit information facilitating tracking and identification by law enforcement and other authorities, among other things.
The Commission takes note of the call to present a legislative proposal that precludes convicted terrorist offenders as well as persons in relation to whom there is clear evidence of their posing a severe threat to public security from being granted asylum or other forms of international protection throughout the European Union but believes that the current acquis already provides the safeguards sought by the European Parliament. An asylum application can already be rejected under existing EU law (Qualification Directive) regarding convicted terrorist offenders and persons who pose a threat to public security:
· The current law already precludes convicted terrorist offenders to be granted asylum (see Article 12(2)b and recital 31 of the Qualification Directive 2011/95/EU making the commitment of a serious non-political crime and acts contrary to the principle of the United Nations (UN) an exclusion ground, while clarifying that terrorist acts qualify as one). Threat to public security cannot be made an exclusion ground due to the provisions of the Geneva Convention, but EU law provides for the possibility for the Member States not to grant refugee status if there are reasonable grounds for the person to be a danger to the security. This approach is currently subject to the scrutiny of the European Court of Justice on the basis of preliminary rulings questioning the validity of such EU provisions allowing Member States to refuse refugee status on this basis in view of the Geneva Convention (C 391/16 and 77-78/17).
-	In addition, the asylum reform further strengthened the security aspects by not only permitting, but obliging Member States to withdraw the refugee status in case of commitment of serious criminal acts as regards subsidiary protection beneficiaries and convictions of particular serious crime as regards refugees as well as in case of a security threat.
Preventing and countering radicalisation leading to violent extremism (paragraphs 28 to 61)
The Commission welcomes the European Parliament’s recognition of the important task to prevent radicalisation under the general framework of counter-terrorism. Radicalisation leading to violent extremism poses a significant threat to the European Union. The Commission believes that there is a need to accelerate actions in this area, to increase understanding of the radicalisation phenomenon, its evolution and new trends, develop evidence-based tools and interventions and strengthen skills of first line practitioners and policy makers, drawing on the experience and expertise of all relevant stakeholders.
Structures for countering radicalisation (recommendations 28 to 34)
With regard to the European Parliament’s recommendation to create an EU Centre of Excellence for Preventing Radicalisation, and while the Union has already launched several initiatives to tackle radicalisation, the Commission has set up an “EU Cooperation Mechanism on preventing and countering radicalisation” with a coordination and support structure embedded in the Commission. It will gradually develop, streamline and share prevent knowledge at EU level and build on the existing networks and initiatives such as the Radicalisation Awareness Network, the European Strategic Communications Network, offering opportunities for collaboration and exchange between policy makers, practitioners and researchers and outreach to third countries.
The Commission will make a public overview of EU funded projects related to radicalisation, including in third countries, and enhance the measurement of effectiveness, coordination and visibility of these projects.
The priorities of the Commission’s prevent work are based on advice given by the Steering Board for Union Actions on radicalisation, which adopted its annual Strategic Orientations for EU prevent work in December 2018[footnoteRef:4]. The focus for 2019 is on thematic action plans that comprise initiatives by national policy makers, practitioners and researchers supported and coordinated by the Commission. The action plans address notably the challenges faced in prisons, at local level, as well as the challenges of tackling different types of ideologies and the need for evaluation of the impact of prevent work. [4:  	The Strategic Orientations 2019, referenced in the “Seventeenth Progress report of towards and effective and genuine security union”, COM(2018)845, will be published on the EU’s Transparency register http://ec.europa.eu/transparencyregister/public/homePage.do] 

The Commission takes note of the European Parliament’s request to promote anti-discrimination campaigns.
Religious extremism (paragraphs 35 to 37)
The Commission welcomes the European Parliament’s attention to the importance of cooperating with religious communities to prevent radicalisation. The Commission takes note of the importance given by its High Level Expert Group on Radicalisation to ensuring that preventing and countering radicalisation efforts must avoid stigmatisation of specific communities. The Commission supports the Member States by facilitating the exchange of good practices, which will help develop a better understanding of any remaining challenges that may require further action at EU level.
Acting against hate speech and extremist groups (recommendations 38-42) 
The Commission fully supports removing terrorist propaganda online. To this end, the Commission has established the EU Internet Forum as a platform for cooperation between internet companies and Member States. In addition, the Commission has presented a legislative proposal to tackle the dissemination of terrorist content online[footnoteRef:5]. The Commission underlines the importance of an urgent agreement of this file by the co-legislators. Furthermore, the Internet Referral Unit at Europol will continue to play a central role in addressing terrorist propaganda, and can play a role in supporting the implementation of the proposed legislation. The Commission fully supports further reinforcement of the Internet Referral Unit’s resources and capacity. [5:  	COM(2018) 640 final] 

The Commission agrees on the need to effectively tackle incitement to violence, hatred and terrorist content on television (TV) channels. The Audiovisual Media Services Directive (AVMSD) was revised with the adoption of Directive 2018/1808 on 14 November 2018. The revised directive strengthens the provisions aimed at combating “incitement to violence and hatred” in audiovisual media services and includes a new prohibition on content constituting “public provocation to commit terrorist offences”. Furthermore, the scope of the directive has been extended to cover the so-called “video-sharing platforms”, by requiring them to put in place measures to protect the general public from incitement to violence or hatred and content constituting criminal offences (including public provocation to commit terrorist offences).
Under the AVMSD, satellite TV channels broadcasting from third countries fall under the jurisdiction of a Member State when they use a “satellite uplink” situated in that Member State or “satellite capacity” appertaining to that Member State (Article 2(4) AVMSD). By attributing jurisdiction to the Member States having the closest links with the satellite uplink or the satellite capacity used by the broadcaster/ channel concerned, the directive makes sure that the competent Member State is also the one that can effectively enforce the rules. During the recent reform of the directive, co-legislators decided not to modify the above satellite jurisdiction criteria, thus confirming the soundness of the current rules.
The Commission will cooperate closely with the Member States during the transposition and implementation process in order to ensure that the new AVMSD rules tackling incitement to violence, hatred and terrorist content are effectively transposed and implemented. In this context, it will continue to discuss with the Member States and stakeholders about possible ways to improve the effectiveness of these provisions vis-à-vis channels broadcasting from third countries.
Education (paragraphs 43 to 47)
The Commission welcomes the holistic approach taken by the European Parliament in including education in tackling radicalisation. Education, at all levels, be it formal or non-formal, is essential in ensuring social inclusion, inculcating common values and building a common sense of belonging at European level. It is a shared interest of all the Member States and the Commission to harness the full potential of education and culture as drivers for strengthening resilience of young citizens and to fight against radicalisation and violent extremism leading to terrorism.
The High Level Commission Expert Group on Radicalisation reaffirmed the position taken in the 2016 Commission Communication on supporting the prevention of radicalisation leading to violent extremism[footnoteRef:6], that education is an important tool to reach this objective. It has recommended to use the opportunities offered by existing platforms (such as eTwinning) to promote fundamental values, democracy and citizenship and help develop critical thinking, and to develop the awareness of teachers and their ability to identify and respond to signs of radicalisation. The Radicalisation Awareness Network (RAN) supports such work by offering training and practical guidance to equip and empower teachers, schools and other education partners in preventing radicalisation. The RAN Education Manifesto sets out concrete recommendations for teachers to detect and respond to early signs of radicalisation. [6:  	COM(2016) 379 final] 

Internet (paragraphs 48 to 53)
The Commission welcomes the recommendations related to tackling terrorist content on the Internet and considers it very opportune due to its legislative proposal[footnoteRef:7] presented in September 2018, which builds upon efforts under the EU Internet Forum. The Commission underlines the importance on an urgent agreement of this file by the co-legislators. The proposal puts forward a harmonised framework to prevent the misuse of hosting service providers for the dissemination of terrorist content, and is underpinned by a series of strong safeguards, including human oversight, greater transparency, and reinforcement of the capabilities by companies and Member States. The Internet Referral Unit at Europol already plays an important role in supporting the Member States and the industry in reducing accessibility to terrorist content online and could play a role in supporting all stakeholders in the implementation of the proposed legislation in particular with regards to facilitating referrals and potentially Removal Orders. As for setting up an online European platform for citizens to flag terrorist content, the Commission would encourage citizens to flag content directly to the platform and/ or to flag it to their national authorities for the necessary action. The Commission welcomes the promotion of alternative narratives to terrorist and extremist content online as well as the importance of partnerships and the enhancement of capacity at national level. This is pursued under the EU Internet Forum’s Civil Society Empowerment Programme, the RAN Communications and Narratives Groups as well as the European Strategic Communications Network. [7:  	COM(2018) 640 final] 

Prisons (paragraphs 54 to 61)
The Commission notes the recommendations related to the need for further improvement of overall prison conditions as poor prison conditions not only enhance radicalisation but also have an impact on the efficient operation of EU instruments such as the European Arrest Warrant. This is a matter falling within the national competences.
In this context the Council Conclusions on 7 December 2018 encouraged the Member States to “have legislation in place that allows, where appropriate, to make use of alternative measures to detention in order to reduce the population in their detention facilities”, thereby furthering the aim of social rehabilitation and also addressing the fact that mutual trust is often hampered by poor detention conditions and the problem of overcrowded prisons. The Member States are also invited to promote the active participation of competent representatives in the conference on prison overcrowding that will be organised by the Council of Europe, with the support of the Commission, on 24 and 25 April 2019, as well as in the conference on current challenges for the European penitentiary systems to be held under the Romanian Presidency.
Implementation of specialised rehabilitation and reintegration programmes is also key. The Commission remains committed to support Member States and practitioners in these areas and to continue the exchange of best practices. Member States can use the Internal Security Fund’s ‘Union actions’ and shared management funds for the development of de-radicalisation and disengagement programmes in prisons. The Justice Programme action grants in the field of European judicial training and the European Social Fund for the development and implementation of programmes provide for the training of judges, prosecutors and prison staff as well as rehabilitation and job training of prisoners. In this framework, in 2017, the Netherlands Helsinki Committee, the penitentiary training bodies of France, Ireland, Romania and Sweden, and Europris received a 3-year action grant in order to develop the capacity of the European Network of Penitentiary Training Academies (EPTA) and the training tools available to its members.
The Radicalisation Awareness Network provides inter alia a platform for exchange between prison and probation staff, as well as policy makers, police and increasingly with prosecutors and judges, to enable effective multi-agency cooperation.
Cooperation and information exchange (paragraphs 62 to 127)
Horizontal issues (paragraphs 62 to 68)
Regarding the call on the Commission to collect data on the implementation of existing obligations with regard to “information-sharing by default”, the Commission wishes to state that the three new Schengen Information System (SIS) regulations, reinforcing the SIS, entered into force on 28 December 2018. The new regulations introduce a number of measures specifically aimed at bringing about more effective information exchange on terrorist suspects. In particular, as of 28 December 2018, the Member States are obliged to create an alert in SIS and share information on cases where persons and objects are involved in terrorism-related activity.
The Commission takes note of the European Parliament’s request to evaluate a legislative proposal on data retention, which is an important law enforcement tool to fight against terrorism and other forms of serious crime. The Commission will continue to explore all relevant dimensions of this issue and the views of relevant stakeholders, and continue supporting the work led by the Presidency within the Council.
Regarding the recommendations welcoming the Paris Declaration of 5 November 2018 on the creation of a European Judicial Counter-Terrorism Register at Eurojust, discussions with Eurojust are currently on-going on the best way to implement it. In this context, the Commission supports the call to the Member States to systematically involve Eurojust in their counter-terrorism investigations and prosecutions with a cross-border dimension and to make efficient use of Eurojust’s coordination tools.
Information systems (paragraphs 69 to 82)
The three new SIS regulations introduce a number of measures specifically bringing about more effective information exchange on terrorist suspects and follow-up procedures for hits on persons involved in terrorism and terrorism related activity:
· a clear indication in the alert itself if the person is involved in terrorism-related activity;
· the mandatory requirement to create an alert in SIS on persons and objects involved in terrorism-related activity;
· creation of a new "inquiry check" allowing for more in-depth check and questioning to gather essential information on suspected travellers;
· immediate reply by SIRENE Bureaux in terrorism related cases (SIRENE stands for Supplementary Information Request at the National Entries);
· more efficient use of fingerprints, palm prints and facial images to identify persons;
· full access rights for Europol for all SIS alert categories;
· obligation for the Member States to inform Europol on hits on alerts related to terrorist offences and inclusion of Europol in the SIRENE information exchange.
While the new functionalities in SIS will be implemented in different stages, with a requirement for the work to be completed by 2021, some provisions, such as the obligation for the Member States to create alerts in the case of terrorism, will be implemented immediately at the entry into force of the new legislation.
In accordance with the SIS rules, the Member State that entered the SIS alert is always informed about a hit generated by the movements of persons involved in terrorism or terrorism-related activities. 
The Commission would like to point out that the EU PNR Directive[footnoteRef:8] is applicable to private aircraft when used for commercial purposes. The definition of air carrier under the directive covers all entities that offer the service of passenger air transportation. For example, a natural person with a valid operating license who offers the service of passengers' carriage by air constitutes a transport undertaking for the purpose of Articles 3.1 and 14 of the EU PNR Directive. Only private jets used for non-commercial purposes (for which PNR data are not generated) are excluded from the directive's scope. [8:  	Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences and serious crime] 

On 19 July 2018, the Commission launched infringement proceedings against fourteen Member States which had failed to notify full transposition of the EU PNR Directive by that date. In the following months nine Member State notified full transposition of the directive. As of 28 February 2019, 22 Member States have notified full transposition of the directive and two have notified partial transposition. The Commission continues to monitor the implementation process.
The Commission will also continue to assist the Member States in their efforts to develop their capabilities for the efficient case-by-case exchange of PNR data between national passenger information units (PIUs). For example, in December 2018 the Commission launched, under the Internal Security Fund-Police, a Call for Proposals aiming to support the exchange of PNR data among the Member States by funding training and awareness raising actions on PNR for staff of the PIUs.
With regard to the call on the Commission to propose legislation establishing one centralised European Criminal Records Information System (ECRIS) system allowing for the exchange of criminal records information concerning both EU nationals and third-country nationals, the Commission would recall that a political agreement on its proposals to establish a centralised system to identify the Member States holding conviction information on third country nationals, was reached on 11 December 2018, and that the LIBE Committee of the European Parliament approved the reports on these instruments on 23 January 2019. Following the final adoption of these instruments, expected to take place in March 2019, the development of the central system, to be managed by the European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom, Security and Justice (eu-LISA), will start. At this stage the Commission therefore considers that it is premature to consider establishing one centralised ECRIS system which would cover both EU nationals and third-country nationals, also considering that the current ECRIS is working well with respect to EU nationals.
The Commission would like to point out that the overall number of operational Member States and the number of connections between Member States in the framework of the Prüm Decisions (2008/615/JHA and 2008/616/JHA) has been increasing every year. Regarding the non-compliance cases with the Prüm Decisions, the Commission launched infringement proceedings in 2016 against 5 Member States and continues to monitor the implementation process closely. With regard to the call on modernisation and upgrading of the Prüm Decisions, the Commission launched in November 2018 a feasibility study on improving information exchange under the Prüm Decisions. The results of the study are expected to be available in autumn 2019.
Interoperability (paragraphs 83 to 87)
The Commission shares the views of the European Parliament that interoperability, in full respect of the fundamental rights and in particular data protection, is vital for the security of EU citizens. This novel approach builds on an inclusive consultation process, including the European Data Protection Supervisor (EDPS) and the FRA, in order to bind security and data protection tightly together from the outset. As the adoption of this priority legislative file[footnoteRef:9] is expected during the current parliamentary mandate, now our common priority and responsibility is to make interoperability a reality, in close cooperation with the Member States. At this stage, the absolute priority is to prepare for the implementation of interoperability, in conjunction with the roll-out and/ or upgrading of the underlying systems. The Commission pursues practical implementation with eu-LISA. [9:  	Proposal for a regulation of the European Parliament and of the Council on establishing a framework for interoperability between EU information systems (borders and visa) and amending Council Decision 2004/512/EC, Regulation (EC) No 767/2008, Council Decision 2008/633/JHA, Regulation (EU) 2016/399 and Regulation (EU) 2017/2226, Regulation (EU) 2018/1240, Regulation (EU) 2018/XX [the Regulation on SIS in the field of border checks] and Regulation (EU) 2018/XX [the eu-LISA Regulation] and the Proposal for a regulation of the European Parliament and of the Council on establishing a framework for interoperability between EU information systems (police and judicial cooperation, asylum and migration) and amending [Regulation (EU) 2018/XX [the Eurodac Regulation], Regulation (EU) 2018/XX [the Regulation on SIS in the field of law enforcement], Regulation (EU) 2018/XX [the ECRIS TCN Regulation] and Regulation (EU) 2018/XX [the eu-LISA Regulation]] 

The proposals on interoperability of EU information systems for security, border and migration management will improve the management of the Schengen external borders and enhance the internal security of the European Union. The agreed solutions will also lead to faster, more systematic access to information for authorised users, closing information gaps and blind spots. They will make it easier for end-users to determine when people have been registered with multiple identities, providing authorised officers with an automatic warning about a potentially fraudulent identity every time they check a person against an EU information system.
A shared biometric matching service will allow users to more efficiently search and cross-match biometric data (fingerprints and facial images) stored in the systems that they are authorised to access. In addition, a multiple-identity detector will verify whether the biographical data that is being searched exists in multiple systems, helping to detect multiple identities. It has the dual purpose of ensuring the correct identification of bona fide persons and combating identity fraud. The proposals also include provisions conferring implementing powers on the Commission to lay down and develop the Universal Message Format (UMF). Those implementing acts will be adopted in accordance with the examination procedure.
The proposals provide that eu-LISA is to establish automated data quality control mechanisms and procedures on the data stored in the systems and components, and also common data quality indicators and the minimum quality standards for the storing of data. In addition, a central repository for reporting and statistics (CRRS) is to be established by eu-LISA which will generate cross-system statistical data and analytical reporting for policy, operational and data quality purposes.
The Commission welcomes the political agreement reached on this priority legislative file by the co-legislators on 5 February 2019 and calls for a swift adoption in the current Parliament’s term.
At this stage, the absolute political priority is to realise full implementation in line with the timing set out in the legislative financial statement that accompanied the proposals. There is no time to lose.
The Commission has already reached out to 12 Member States to find out how they are preparing themselves for the arrival of the Entry/Exit System (EES), the European Travel Information and Authorisation System (ETIAS), the new SIS, and interoperability, to understand what are the main problems and bottlenecks that they come across, to try to draw lessons, and, where relevant, to identify solutions and possible support measures that would potentially benefit all the Member States. The Commission hosted a high-level forum on 5 March to provide feedback and to agree on future monitoring and coordination arrangements to support successful implementation of all EU information systems for borders and security.
Eu-LISA
Eu-LISA’s staff has grown from a total of 167 authorised staff in 2017 to a total of 186 in 2018 of which 162 posts (87,1 %) are actually filled. In 2019 the number of authorised posts is 271 (172 temporary agents, 88 contract agents and 11 seconded national experts). In 2020, according to the legislative financial statements, eu-LISA will reach a staff number of 303 (184 temporary agents, 108 contract agents and 11 seconded national experts). In 2021 the staff number will be 335 (195 temporary agents, 129 contract agents and 11 seconded national experts) and in 2022 the staff number will be 349 (197 temporary agents, 141 contract agents and 11 seconded national experts).
Cooperation and exchange of information within and between the Member States (paragraphs 88 to 100); cooperation and exchange of information with the EU agencies (paragraphs 101 to 123)
The Commission fully agrees on the importance for Europol to become the hub for law enforcement information exchange in the fight against terrorism. The Commission will continue to strive to support the agency with a view to enabling it to achieve this ambition, including with the necessary level of funding.
The three new Schengen Information System (SIS) regulations introduce an obligation for Member States to inform Europol on hits on alerts related to terrorist offences and the inclusion of Europol in the SIRENE information exchange. This will allow Europol to provide a more thorough analysis and better mapping of the travel movements of foreign terrorist fighters, returnees and persons involved in terrorist activities to the Member States. This obligation will only start applying once Europol is connected to the SIRENE information exchange (at the earliest at the end of 2019).
Moreover, the new SIS regulations grant full access rights for Europol for all SIS alert categories. It is very important that Europol carries out the necessary IT development regarding its SIS application in order to fully benefit from the new rules. 
Regarding the current negotiations of data protection agreements with eight countries from the Middle East and North Africa (MENA) region, the Commission will strive to lead these towards a successful outcome. The eight countries have been selected on the basis of operational needs and also taking into account political considerations, which will continue to be the criteria when identifying the next lot of priority countries.
With respect to the recommendation in paragraph 125, the Commission supports the call for Europol and Eurojust to participate in joint investigation teams (JITs) in the event of terrorist attacks. Funding for JITs has been included in Eurojust’s budget over the past years (for example EUR 1.5 million for this purpose is included in the 2019 budget).
External borders (paragraphs 128 to 135)
European Border and Coast Guard Agency (paragraphs 136 to 141)
The Commission supports that protecting our external borders is incremental to preserve the Schengen area without internal border controls. Since April 2017, all persons crossing the external borders are systematically checked against relevant databases. Member States have and continue to invest in relevant infrastructure and personal to adapt to the new legislation, with the available support of EU funding.
Regarding the issue raised on the European Border and Coast Guard Agency (EBCGA), the Commission would like to point out that with the entry into force on 28 December 2018 of the three new regulations strengthening the SIS, the EBCGA will enhance its access to the system. As established by the new regulations, one year after entry into force, EBCGA operational teams will be able to access SIS for the purpose of carrying out their tasks in the hotspots and at external borders. In order to make these upgrades possible within the legal deadline, the EBCGA needs to translate these new rights and obligations into specific actions to be taken and develop relevant technical solutions.
The duly authorised staff of the EBCGA shall have access to consult the data for reporting and statistics for the purpose of carrying out risk analyses and vulnerability assessments. The data which they have access to is limited (as per Article 63) and does not allow for identification of an individual person.
Furthermore, the new proposal on the EBCG, presented on 12 September 2018, aims to further strengthening the mandate of the Agency and to address a number of aspects that the implementation of the current one has demonstrated as needing a change. For example, the current EBCG regulation has broadened the possibilities for the Agency to process personal data. As certain needs for further possibilities have been identified, these have been duly addressed in the new EBCG proposal allowing now for the Agency not only to transmit, but also to exchange such data with other bodies, agencies or institutions.
The obligation to exchange information both from the Member States to the Agency as well as from the Agency to the Member States is provided for in the EBCG regulation (Article 10) and is even further strengthened in the new EBCG proposal under Article 12.
Battlefield information (paragraphs 142 to 143)
The Commission notes that the deployment of a Europol officer to Operation Gallant Phoenix has come to an end but that other channels are being used for the sharing of relevant information collected on the battlefield with Member States' competent authorities and Europol. The issue is being regularly discussed with international partners, and in particular the United States and Interpol.
In addition, the issue of developing more effective approaches to collecting, sharing and using battlefield information for border security and criminal investigations is being raised in various international fora (including the United Nations, Interpol, G7 and Global Counter Terrorism Forum). The Commission is exploring how EU instruments (including Agencies and information systems) can be used for that purpose.
Operation Sophia (paragraph 144)
The Commission welcomes the positive evaluation of the launch of the pilot project «Crime Information Cell» within the European Union Naval Force Mediterranean (EUNAVFORMED) operation Sophia. The first report by the Operation Commander, Europol and EBCGA/Frontex highlighted the added value of this project which contributes to enhance information exchange and operational cooperation between military, law enforcement and border guards. The Commission continues to work closely with the High Representative and the EU Agencies to further develop the cooperation between Common Security and Defence Policy (CSDP) and Justice and Home Affairs (JHA) actors and bring closer the internal and external dimensions of the security of the Union.
Terrorist financing (paragraphs 145 to 163)
The Commission has been very active over the last two years in combating terrorist financing, with the 2016 Action Plan on Terrorist Financing now largely completed. The 5th Anti-Money Laundering Directive (AMLD) has just entered into force along with new criminal law measures to counter money laundering.
The Commission can reconfirm its commitment to ensuring timely and effective enforcement of the 4th Anti-money laundering Directive. It has proved a strong stand in this respect by opening infringement proceedings against all the Member States that failed to notify their implementing legislation by 26 June 2017 (the deadline for transposition), and is adequately checking both completeness and conformity of legislation notified by the Member States.
Regarding the Terrorist Finance Tracking Programme (TFTP) and the call for a complementary European system, the Commission will continue to assess the necessity, technical feasibility and proportionality of any additional measures to enable better access to financial information for counter-terrorism purposes.
On the call to develop dedicated fora for sharing financial information, the Commission has offered financial support for projects to develop public-private information sharing mechanisms on counter-terrorism and countering terrorist financing through the ISF-Police financial instrument. Europol is already leading the way with its European Financial Intelligence Public Private Partnership, which is the first cross-border financial information sharing public private partnership.
The exchange of good practices on Anti-money laundering - Countering the Financing of Terrorism (AML/CFT) is a stable element in all Counterterrorism Political Dialogues and other exchanges with third countries.
The Commission is very active in supporting countries in the fight against terrorism in line with the "Action Plan on strengthening the fight against terrorist financing". In 2018 a Global Facility on AML/CFT (of EUR 20 million) was launched. Its aim is to provide assistance to partner countries to improve effective AML/CFT frameworks in compliance with the AML/CFT international standards and the criteria stemming from the “Methodology for identifying high risk third countries”. The Facility mobilises public expertise coming from five Member States (Expertise, France, Belgian Financial Intelligence Unit, German Society for International Cooperation (GIZ), Italian Guardia di Finanza, Northern Ireland Co-operation Overseas (NICO) from the UK and Denmark) and provides specialised technical assistance for complying with international standards and to improve the handling of suspicious transactions.
The Global Facility on AML/CFT is built upon the success of another on-going EUR 6million programme, supporting key stakeholders such as the Financial Intelligence Units (FIUs) and specialised law enforcement and judiciary authorities of partner countries in the fight against terrorism financing. The programme provided excellent results supporting countries in their "delisting" from Financial Action Task Force (FATF).
The Commission is committed to support implementation of the conclusions of the ‘No money for terror’ conference held in April 2018 in Paris, as well as the FATF recommendations and the International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation. The EU adopted the new AML Directive (5th directive) which is aligned with FATF standards. This EU law needs to be implemented by the Member States and EEA countries – but also by many countries in our close neighbourhood (countries having monetary agreements signed with the EU, accession countries aligning with EU law). In addition, the Commission supports in its international engagement efforts commitments from third countries to implement FATF standards. Finally the EU list on high risk third countries supports global efforts to ensure that countries having strategic deficiencies upgrade their regimes in line with FATF standards. The Commission confirms its commitments expressed in the roadmap transmitted to European Parliament on 29 June 2017.
Pursuant to Article 9 of the 4th Anti Money Laundering Directive, the Commission has identified third countries that have strategic deficiencies in their anti-money-laundering and countering-terrorism-financing regimes. However, the Council subsequently rejected this list on procedural grounds. With the support of the European External Action Service (EEAS), and the Member States, the Commission will ensure enhanced coordinated engagement with these countries and the Member States in view of helping the former address such deficiencies efficiently and effectively, notably through dedicated discussions and through the Union's political dialogues and consultations with countries concerned, accompanied by targeted use of the Union's instruments, including development cooperation, where applicable, capacity building, exchange of expertise and best practices.
On 11 December 2018 the co-legislators reached a political agreement and the formal adoption of the draft regulation on the import of cultural goods is expected to happen soon. The new regulation provides for increased scrutiny of imports of the most endangered cultural heritage that is targeted by terrorists and other warring factions, and for the traceability via standardised documentation (Object ID) of the less sensitive cultural goods, once those have entered the Union's internal market. The co-legislators also agreed to set up a centralised electronic system for the storage and the exchange of information between administrations in charge of carrying out the controls, as well as for the digital submission of applications for licences and signed declarations (affidavits) by the operators who seek to import cultural goods from third countries into the Union.
Regulation (EU) No 2018/1672 on controls on cash entering or leaving the Union (the new cash controls Regulation) adopted on 23 October 2018 shall enter into application on 3 June 2021. Currently, the Commission is preparing the implementing acts assisted by the Member States. The new cash controls Regulation will enhance cooperation between authorities (Customs and Financial intelligence units) and Member States while extending customs controls to cash sent in postal parcels or freight shipments and to highly liquid commodities such as gold. It complements the existing anti-money laundering and anti-terrorist finance framework of the Union by laying down a system of controls on natural persons entering or leaving the Union. It is in line with the most advanced international standards and practices (FATF recommendations) in the fight against money laundering and the financing of terrorism. As part of the report to the European Parliament and to the Council, the Commission will evaluate the application of Regulation (EU) No 2018/1672 in several fields including whether other assets should be included within the scope of this regulation, whether the disclosure procedure for unaccompanied cash fits the purpose, and whether the threshold for unaccompanied cash should be reviewed in the future.
Payment Services Providers (e.g. Value Transfer Services that for example provide money remittance services) are regulated under the Revised Payment Services Directive (PSD2), which provides for the registration/ licencing requirements of payment institutions (as a category of payment service providers) in order to be allowed for carrying out such services. Providers that do not fulfil such requirements (informal value transfer system (IVTS)) are performing an illegal activity. The Commission is working together with the Member States to reinforce enforcement in detecting and disrupting non-regulated providers of money transfers. Virtual currencies and FinTech both present risks and opportunities. In terms of opportunities, new instruments can be developed to leverage monitoring of transactions and improve detection of ML/TF cases (so called RegTech). At the same time, they also bear considerable risks of money laundering and terrorist financing. So the 5th AMLD provides that virtual currency exchange platforms and wallet providers are subject to AML/CFT requirements. As part of their obligations, those providers need to monitor transactions and report suspicious transactions, which requires IT based analytical tools considering the nature of the services. The Commission will review the application of those measures following transposition by the Member States. On the other risks, the Commission is in the process of updating its supranational risk assessment on money laundering and terrorist financing risks. It will pay particular attention to risks posed by money remittance, FinTech and virtual currency services and the threat posed by illegal money transfers.
The Commission is aware of the fact that there are growing concerns by policymakers and practitioners that, in the wake of recent money laundering revelations, there may be gaps in the EU’s supervisory framework, in terms of the division of responsibilities and the sharing of critical information, which have contributed to the failure or serious difficulties of several European banks and presented challenges for the control of financial stability risks. In particular, a number of shortcomings were exposed with respect to cooperation and information sharing, both at domestic level between different authorities and across borders in other EU member states.
The Commission is using all its powers to tackle these issues, particularly in light of the newly adopted provisions of the 5th Anti-money laundering directive (Directive 2018/849/EU), to bring to light the causes of the problems, find adequate solutions and improve cooperation mechanisms at the level of national competent authorities. Moreover, in January 2018, the European Central Bank (ECB) and national authorities supervising financial institutions’ compliance with EU anti-money laundering obligations was significantly reinforced. In close cooperation with the European Commission, the ECB and the European Supervisory Authorities have reached an agreement on the new cooperation mechanism. The agreement makes clear what needs to happen when a weak link is discovered in the system, how exactly information will be exchanged so that common EU action is taken in a timely and coordinated manner. The agreement contains detailed rules on what type of information should be exchanged, under which conditions, and what confidentiality and data protection safeguards will apply to protect citizens’ and companies’ financial data.
In September 2018, the Commission presented an ambitious proposal to further strengthen the supervision of EU financial institutions to better address money-laundering and terrorist financing threats. The Commission urges the co-legislators to find swift agreement on its proposal to concentrate anti-money laundering powers related to the financial sector into the European Banking Authority (EBA). It also proposes to strengthen the EBA’s mandate to ensure that all relevant authorities effectively and consistently supervise the risks of money-laundering and that they cooperate and share information.
The Commission supports the European Parliament’s call for better and fuller exchange of information and cooperation between Europol, Eurojust and third countries regarding terrorist financing and for the swift adoption of the draft directive on access by law enforcement authorities to financial information and exchange of information between FIUs. The objectives of the Commission’s proposal for a directive on the better use of financial information by the competent authorities for the prevention, detection, investigation and prosecution of serious criminal offences corresponds to the call by the European Parliament. The scope of the proposed directive covers serious criminal offences as they are listed in Annex I of the Europol Regulation, including terrorism. On the one hand, the proposal aims to ensure direct access for law enforcement authorities to the national bank account register, on the other hand, it enhances the existing level of exchange of information between FIUs and law enforcement authorities at national level and between FIUs within the European Union. On 12 February 2019, the co-legislators reached a provisional agreement on the proposal which is now expected to be formally approved by the Parliament and the Council respectively in April and May 2019.
The FIU.net is used as a primary communication channel for exchanges between FIUs of the Member States. The current IT system needs an update. The planned upgrade of the system should also address the current problems referred to in the resolution. Work is on-going in the dedicated fora to determine the particularities of this project.
As to the issue of further streamlining cooperation of the FIUs at EU level, the Commission is currently preparing a report in line with the mandate imposed by Article 65 (2) of the 5th AMLD. This mandate, which was triggered by an amendment of the European Parliament to set up an EU FIU, invites the Commission to assess by 1 June 2019 three elements relating to the cooperation between FIUs: the framework for FIUs cooperation with third countries; the challenges to and opportunities for FIU-to-FIU cooperation within the EU and the possibility to establish a coordination and support mechanism at the EU level. As part of this assessment, the Commission launched a broad consultation process to collect input from all relevant stakeholder sectors (FIUs, national governments, European agencies, financial institutions, DNFBS (Designated Non-Financial Businesses and Professions) and civil society). The Commission is now processing the replies received with the aim to present a report to the co-legislators by the given deadline.
Finally, the EEAS is organising dialogues with FIUs from partner third countries.
The Commission also underlines the crucial role of the European Union Agency for Law Enforcement Training (CEPOL) in the area of training for law enforcement and encourages Member States to fully exploit what is available and to engage with the agency in shaping the catalogue of mostly needed courses.
The first Supranational Risk Assessment (SNRA) report done by the Commission in 2017 concluded that the fact that virtual currencies were not regulated in the EU was creating an important vulnerability to ML/TF threats, and the inherent risk exposure was also deemed very high due to the features of the virtual currencies. Directive (UE) 2015/849 as revised includes virtual currency exchange platforms and custodian wallet providers among obliged entities, and requests their registration. The Commission is committed to further reflect AML challenges posed by virtual assets in its second SNRA whose adoption is foreseen mid-2019.
The Commission, via its Justice programme, published annual calls for proposals, which support the training of justice professionals in the fields of judicial cooperation in criminal matters, thus covering the different knowledge and know-how necessary to justice professionals. In the framework of action grants, judges, prosecutors, lawyers, but also notaries, are trained in the legislations that are relevant for them: such as Directive 2014/41/EU regarding the European Investigation Order in criminal matters, Directive 2012/29/EU on victims of crime or the 4th Anti-Money Laundering Directive (EU) 2015/849. The European Judicial Training Network (EJTN) also receives an annual operating grant to support its work programme, which comprises training activities on the fight against terrorism, including training best practices on the topic, which are shared internally among the national judicial training bodies of the Member States.
Critical infrastructure protection and the protection on public spaces (paragraphs 164 to 180)
The Commission notes that critical infrastructure protection (CIP) and the protection of public spaces are two related but distinct parts of the work towards and effective and genuine Security Union.
The Commission is in regular dialogue with relevant stakeholders from the private sector involved in critical infrastructure protection and recognises the key role that they play in operating and securing critical infrastructure. Also as regards the protection of public spaces, the Commission has developed a closer public-private cooperation in the Operators’ Forum, which has included developing good practices and programmes such as insider threat awareness for both critical infrastructures and public spaces, testing of detection technologies. The Commission has also consulted operators in the ongoing evaluation of Directive 2008/114/EC on the identification and designation of European critical infrastructures.
Article 4(2) of Directive 2008/114/EC on the identification and designation of European critical infrastructures already allows for multilateral negotiations.
The Commission highlights that Directive (EU) 2016/1148 (NIS Directive) ensures that network and information systems used by the so-called ‘Operators of Essential Services’ (including digital data stored, processed, retrieved or transmitted) are adequately secured. The NIS Directive entered into force in July 2016 and had to be transposed by Member States by 9 May 2018.
The Commission welcomes the European Parliament’s support for the action plan to support the protection of public spaces. The Commission is already fully engaged in a dialogue with the Member States and other public and private stakeholders to promote further cooperation and enhance public-private cooperation at EU level by facilitating the exchange of good practices and sharing of information. For instance, different guidance materials have been developed and disseminated among stakeholders.
The Commission is in regular dialogue with Member States’ Critical Infrastructure Protection Points of Contact to ensure that the Critical Infrastructure Warning Information Network (CIWIN) platform is in line with their needs.
The Commission welcomes the support of the European Parliament for the importance of continued development and dissemination of guidance on the protection of public spaces for Member States. The Commission developed various guidance materials, such as an EU vulnerability assessment checklist or a security guidance toolkit for the commercial road transport sector. A first European guideline on the selection of proper barrier solutions is another tool for urban planners to enhance urban security without creating fortresses inside city centres. The Commission will continue to work with the Member States to develop and disseminate further guidance materials to mitigate current and emerging threats.
The Commission is currently conducting an evaluation of Directive 2008/114/EC on the identification and designation of European critical infrastructures and welcomes the European Parliament’s timely input to this process. The Commission agrees with the recommendations on the need to take account of other relevant legislation such as the Network and Information Systems Security Directive and on the need to focus on systems, to take account of interdependencies and noting the importance of cybersecurity.
The Commission has set up an active dialogue with the European Security Services companies (CoESS). The most recent security deliverable from this dialogue is the EU funded insider threat awareness building IT platform for security companies and critical infrastructure operators helping them in developing better awareness against threat posed against insiders. The Commission is also engaged in a dialogue on how to enhance the performance of security screening via different outreach programmes (like specialist trainings on detection for instance).
The Commission recognises the importance to ensure that rental vehicles, aircraft and watercraft are not used for terrorist purposes. In 2017, the Commission has already engaged with vehicle rental companies to avoid that rental vehicles are used for terrorist purposes. A feasibility study is foreseen in 2019 to look further into this matter.
The Commission welcomes the European Parliament’s support for cross-border exercise to improve the protection of public spaces/ soft targets against terrorist attacks.
On 12 December 2018, the three institutions reached a political agreement on the rescEU proposal on the revision of the Union Civil Protection Mechanism (UCPM). This agreement concluded an intense year of negotiations, in which all parties involved could express their positions and compromises were made. The compromise text is now undergoing the necessary linguistic and legal verifications and is expected to enter into force by late March. The Commission is working in parallel on the implementation framework to allow for a swift operationalisation of the revised legal basis after its entry into force.
More generally, the UCPM in its revised form will continue to have a role in response to terrorism, notably in its consequence management. The UCPM will continue to act as a delivery platform for response capacities and other resources on short notice. This flexible delivery platform can be used for deployment of teams, experts and items from a wide variety of sectors, using established lines of communication and coordination and using systems already in place. In the future, it would be important to increase the intersectoral cooperation at national level between the civil protection and other authorities.
Explosives precursors (paragraphs 181 to 187)
The Commission welcomes the political agreement that was reached on 4 February 2019 for the revision of EU Regulation 98/2013 on the marketing and use of explosives precursors. The agreed text obliges Member States to ensure that competent authorities are in place for inspection and controls for the correct application of the regulation by economic operators and online marketplaces. Requiring economic operators to obtain a licence from the competent authorities before they may possess, use, or make available restricted explosives precursors was a measure that was considered at an early stage but subsequently discarded as being too burdensome on both economic operators and the competent authorities. The agreed text establishes common criteria for licences and includes a format for licences which will facilitate mutual recognition.
After the entry into force of the new regulation, the Commission will develop further guidelines in close consultation with the Standing Committee on Precursors (SCP) which includes the private sector. These guidelines will also be addressed to online marketplaces and online economic operators. The SCP will also be used to discuss issues such as good practices relating to the online sale of explosives precursors, cross-border reporting, information exchange and inspections. The Commission sees the importance of regulating the online sale of explosives precursors. The agreed text makes explicit that the obligations of the regulation also apply to companies operating online, and also establishes specific obligations for online marketplaces.
The Commission supports the European Parliament’s call for a more uniform use of naming conventions, and encourages economic operators and online marketplaces to refer to the Chemical Abstracts Service (CAS) identification number of explosives precursors.
The Commission takes note of the European Parliament’s request to work together with businesses on promoting guidelines for e-marketplaces on the security of sales of explosives precursors, restricting purchases of certain substances to professional users, and further detailing restricted product policies by determining permitted levels of quantity and purity.
Illicit weapons (paragraphs 188 to 193
The Commission also notes the recommendation to consider establishing common criteria for licences by harmonising conditions for granting and refusing requests and facilitating mutual recognition between the Member States.
External dimension (paragraphs 194 to 200)
From the external dimension perspective, in the last 15 years, there has been a gradual increase of Commission support to partner countries outside EU in the area of preventing and Countering Violent Extremism (P/CVE). The Commission also increasingly invests in projects that strengthen the resilience of communities to violent extremism around the world. P/CVE has become a key component of the EU's development assistance, with a growing number of initiatives that aim to identify drivers for youth extremism, to empower women and local actors and to improve the capacity of media and education sectors to address radicalising ideologies in partner countries. This nexus between development and security informs EU strategies and policies in order to contribute to the consistency of EU external action.
The Commission welcomes the importance the European Parliament gives to address further the external dimension of the fight against terrorism and the prevention of violent extremism. The Commission takes note of the calls on strengthening support to third countries, especially neighbouring countries, in their effort to tackle crime and trafficking as a source of terrorist financing.
Building on priorities set in the European Neighbourhood policy and the Western Balkans Strategy, the Commission is committed to develop further its cooperation with its partners. To this end, the European Commission in close association with relevant EU services has set up dedicated political dialogues and developed technical assistance support tailored to the identified needs.
The Commission places particular emphasis on strengthening the resilience of individual, communities and institutions. Pursuing this goal, the Commission is implementing practical, innovative and sustainable measures that are local and regional specific. While addressing those identified root causes, the Commission supports actions that are promoting inter-cultural dialogue, democratic governance, civil society, media, fight against gender based violence, culture and that are giving a special attention to the youth.
In addition, the Commission is involved in supporting partner countries in developing and implementing their national counter terrorism/ prevention of violent extremism strategy, along with their national action plans.
The direct links between the internal and external dimensions of counterterrorism (CT) have been fully acknowledged by the Commission in the European Agenda on Security[footnoteRef:10] and the Security Union communication[footnoteRef:11]. The Commission has clearly established as a priority the Western Balkans and the EU's immediate neighbourhood, notably Turkey and Middle East/ North African countries. The Commission is mainstreaming the external dimension in all relevant security policy initiatives (e.g. action plans on the protection of public spaces and CBRN) and focusing efforts on concrete operational cooperation with priority partners as identified in the CT /Security dialogues. The Joint Action Plan on Counter-Terrorism for the Western Balkans signed on 5 October 2018 in the margins of the EU-Western Balkans JHA Ministerial meeting illustrate the commitment of the Commission to focus its support on clearly and jointly defined priorities. [10:  	COM(2015) 185 final]  [11:  	COM(2016) 230 final] 

The Commission maintains a global approach to counterterrorism, as evidenced by the intense cooperation with international organisations at global (United Nations, Global Counterterrorism Forum, Interpol) or regional (African Union, G5 Sahel, Organisation for Security and Co-operation in Europe (OSCE), Association of Southeast Asian Nations (ASEAN), League of Arab States, Organisation of the Islamic Conference (OIC)) levels. The Commission has increased its external counterterrorism and preventing/ countering violent extremism assistance using its financial instruments (Instrument contributing to Stability and Peace (IcSP); European Neighbourhood Initiative (ENI); Instrument for Pre-Accession Assistance (IPA); European Instrument for Democracy and Human Rights (EIDHR); Emergency Trust Fund for Africa (EUTF), European Development Initiative (EDI) and African Peace Facility (APF)). As of the end of 2017 the Commission was funding CT or P/CVE-specific projects outside the EU of approximately EUR 274 million, which represents an increase of approximately EUR 49 million (or 22 %) from similar figures of 2016. Increasing support is provided to P/CVE-specific projects which account for more than half of all CT-P/CVE-specific funding in 2017.
The Commission has no competence to revise the mandate of INTCEN, which is a directorate within the European External Action Service.[footnoteRef:12] However the Commission notes that INTCEN, like all departments of the EEAS and Commission services, has access to the political reporting of the EU delegations, including the network of Counterterrorism/ Security experts (who have however no mandate or tasking for intelligence collection). [12:  	Council Decision of 26 July 2010 establishing the organisation and functioning of the European External Action Service (2010/427/EU)] 

The Commission is working closely with the High Representative and the EU agencies in the JHA field to enhance cooperation and develop synergies between CSDP missions/ operations and JHA actors. The Commission initiated and supported the pilot project "Crime Information Cell" within EUNAVFORMED Operation Sophia with the participation of the Member States' law enforcement actors, Europol and EBCGA. The Commission is working with the High Representative on the development of a Civilian CSDP Compact, in line with the call by the Council in its Conclusions to "cooperate where appropriate with the Commission services and JHA actors with a view to tackling threats and challenges across the internal-external nexus and enhance synergies and coherent also in the development of capabilities."[footnoteRef:13] [13:  	Council of the European Union, 18, 19 November 2019] 

Under the current mandate of the EBCG Agency, Status Agreements were negotiated with the five Western Balkan countries that would allow the agency to carry out operational activities on the territory of those third countries with the agreement of the Member State(s) neighbouring the operational area. The new EBCG proposal widens the scope of the third countries by opening up to all third countries, not only to neighbouring ones.
Victims of terrorism (paragraphs 201 to 220)
The Commission is committed to addressing the needs and strengthening the rights of victims and their family members, in honouring and remembering all victims of terrorism and in amplifying their experiences and voices to highlight the human consequences of violent radicalisation.
The Commission is taking actions aimed at setting up of the EU Centre of Expertise for Victims of terrorism in the course of 2019. On 31 of January 2019, the Commission adopted a decision on the financing of the Pilot project “Setting up a EU Centre of Expertise for Victims of Terrorism”[footnoteRef:14] within the legal framework under Article 58(2)(a) of the Financial Regulation[footnoteRef:15]. The Centre will provide guidelines and trainings aimed at assisting implementation of the EU rules on victims of terrorism, act as a hub of expertise and evaluate feasibility and necessity of setting up of a Coordination Centre for Victims of Terrorism in the future. The public procurement call is expected to be published in the first quarter of 2019, and EUR 1 million will be made available to run the pilot project within two years. [14:  	Commission decision of 31 January 2019 C(2019) 636]  [15:  	Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the financial rules applicable to the general budget of the Union, amending Regulations (EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 1309/2013, (EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No 541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012 (OJ L 193, 30.7.2018, p. 1)] 

[bookmark: _Hlk509556835]The future report on compensation of victims of the Special Adviser to President Juncker on compensation to victims’ rights, Joëlle Milquet, could be a significant step forward in ensuring that victims receive a compensation within reasonable time. The Commission would like to note, in addition, that there is already a strong EU policy on rights of victims of terrorism, including legislation, namely the 2012 Victims' Rights Directive and the 2017 Counter-terrorism Directive. The Victims' Rights Directive provides for a set of binding rules for all victims of all crimes, including victims of terrorism. The Counter-terrorism Directive builds upon the provisions of the Victims' Rights Directive and responds more directly to the specific needs of victims of terrorism. The directive explicitly lays down provisions on protection of, support to, and rights of victims of terrorism. The Commission is currently ensuring implementation of these rules.
The Commission believes there needs to be an assessment of the effectiveness of the provisions strengthening the rights of and support to victims of terrorism in the Counter-Terrorism Directive on which the Commission will report in 2021.

