Follow up to the European Parliament non-legislative resolution on enabling the digital transformation of health and care in the Digital Single Market; empowering citizens and building a healthier society
1. Resolution tabled pursuant to Rule 136(5) of the European Parliament's Rules of procedure
2. Reference numbers: 2019/2804(RSP) / B9-0239/2019 / P9_TA-PROV(2019)0105
3. Date of adoption of the resolution: 18 December 2019
4. Competent Parliamentary Committee: Committee on Environment, Public Health and Food Safety (ENVI)
5. Brief analysis/assessment of the resolution and requests made in it:
The resolution is generally supportive and explicitly welcomes the 2018 European Commission communication on enabling the digital transformation of health and care in the Digital Single Market[footnoteRef:1] (paragraph 1) and considers that the actions proposed by the Commission have the potential to contribute to providing more preventive, personalised and responsive healthcare to European citizens, to strengthen the efficiency of, equitable access to, and the sustainability and resilience of Europe’s health and care systems and to stimulate growth and promote European industry (paragraph 5). The resolution points out that while digital health holds considerable potential, it nevertheless has many unresolved issues when it comes to privacy, security and safety (paragraph 2). It calls on the Commission and the Member States to further engage in the process of advancing the digital transformation of health and care. [1:  	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions on enabling the digital transformation of health and care in the Digital Single Market; empowering citizens and building a healthier society (COM/2018/233 final)] 

6. Response to the requests and overview of the action taken, or intended to be taken, by the Commission:
General
On 19 February 2020, the Commission adopted a Communication on ‘Shaping Europe’s digital future’[footnoteRef:2], a White Paper ‘On Artificial Intelligence - A European approach to excellence and trust’[footnoteRef:3], a Communication on ‘A European strategy for data’[footnoteRef:4] and a Report on the safety and liability implications of Artificial Intelligence, the Internet of Things and Robotics[footnoteRef:5]. These documents also address opportunities and challenges related to health data and artificial intelligence in healthcare, including actions to support the establishment of a common European health data space. [2:  	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions ‘Shaping Europe’s digital future’ (COM(2020) 67 final)]  [3:  	White Paper on Artificial Intelligence – A European approach to excellence and trust (COM(2020) 65 final)]  [4:  	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions on a European strategy for data (COM(2020) 66 final)]  [5:  	Report from the Commission to the European Parliament, the Council and the European Economic and Social Committee on the safety and liability implications of Artificial Intelligence, the Internet of Things and robotics (COM(2020) 64 final)] 

Regulatory framework/creation of the European Health Data Space
The resolution calls to launch a broad European reflection on the ethical aspects of the digital transformation of health and care with a view to developing ethical standards and regulations to protect citizens’ rights while providing security to researchers and the medical technology industry, in particular with regard to the use of health data and Artificial Intelligence (AI) (paragraph 23). It considers that a Commission proposal on sharing information and data governance is necessary (paragraph 10) and requests that responsibilities in relation to data governance are clearly defined (paragraph 13). It proposes to proceed with the testing of specific applications for high-security cross-border health data exchange for research and health policy, in order to improve the prevention, diagnosis and treatment of diseases so as to help health systems to meet current and future challenges (paragraph 29). It refers to fit-for-purpose regulatory environment as a key element in protecting public health and providing access to high quality medicines and calls for optimisation of the European regulatory framework by harmonising regulatory telematics projects (paragraph 31). Finally, it calls on the Commission to develop guidance to promote the secondary use of data for research and to ensure fair, transparent and non-discriminatory access to data throughout Europe (paragraph 21).
The Commission considers that the availability of health data is essential in preventing, detecting and treating diseases and for research on new treatments, medicines and medical devices. Health is an area where Europe can benefit from the data revolution, increasing the quality of healthcare, when decreasing costs. Progress will often depend on the willingness of the Member States and healthcare providers to join forces and find ways to use and combine data, in manner fully compliant with the General Data Protection Regulation (GDPR). While the GDPR has created a level playing field for the processing of personal data, Member States retain a competence to introduce further specifications with regard to the processing of health personal data and the governance models for accessing health personal data are diverse. The landscape of digital health services remains fragmented, especially when provided cross-border.
As one of the priority areas, the Commission will work on the creation of a European Health Data Space to promote health-data exchange and support research on new preventive strategies, as well as on treatments, medicines, medical devices and outcomes. This will be underpinned by work to address differences in national legislation specifying the application of the GDPR in the health sector. The Communication on ‘A European strategy for data’[footnoteRef:6] includes specific actions contributing the creation of the European Health Data Space. [6:  	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions on a European strategy for data (COM(2020) 66 final)] 

It should be ensured that citizens have control over their own health personal data. Therefore, the Commission intends to develop sector specific legislative or non-legislative measures for the common health data space. These should complement the horizontal governance framework for data and build upon mapping of the use of personal health data in Member States.
Electronic Health Records
The resolution agrees with the Commission that citizens should have secure access to a comprehensive electronic record of their health data (paragraph 16), calls on the Commission to continue promoting cooperation between Member States’ health authorities in order to connect to a public eHealth digital infrastructure (paragraph 17) and calls on the Member States to implement the Commission’s recommendations of February 2019 on a European Electronic Health Record exchange format (paragraph 52).
Enabling citizens to securely access and share their health data across borders is one of the priorities of the 2018 Commission Communication on enabling the digital transformation of health and care. At the moment, most EU citizens do not have ready access to their health data electronically across borders, though a majority would be in favour of it as confirmed by the public consultation to that 2018 Communication. To advance in this area, in February 2019 the Commission adopted a Recommendation on a European Electronic Health Record Exchange Format (EHRxF)[footnoteRef:7]. This seeks to facilitate the cross-border interoperability of electronic health records (EHRs) in the EU by supporting the Members States in their efforts to ensure that citizens can securely access and exchange their health data wherever they are in the EU. It does this by laying down a baseline set of common technical specifications for the cross-border exchange of data, and specifying a set of principles that should govern this exchange. It firmly underlines that moving towards interoperable EHRs in the EU should go hand in hand with ensuring data protection and security, in line with the GDPR, and full compliance with the cybersecurity legislation, in particular the Directive on security of network and information systems[footnoteRef:8]. In its Communication on ‘Shaping Europe’s digital future’[footnoteRef:9], the Commission announced, as a key action, the promotion of electronic health records based on a common European exchange format to give European citizens secure access to and exchange of health data across the EU. [7:  	Commission Recommendation of 6.2.2019 on a European Electronic Health Record exchange format (C(2019)800)]  [8:  	Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union]  [9:  	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions ‘Shaping Europe’s digital future’ (COM(2020) 67 final)] 

The Commission Recommendation also foresees a joint coordination process, involving the Member States, the Commission and stakeholders, to support further development, monitoring and review of the exchange format.
Support for and scaling up of projects in the area of digital health
The resolution calls on the Commission to support projects in several areas: to develop techniques on anonymization and pseudonymisation of health data as well as the technologies needed to create synthetic data for AI algorithm training (paragraph 8). Regulatory decisions should also be supported by the use of real-world data (paragraph 22) and projects aiming at improving this use should be supported. Furthermore, criteria for the quality of data gathered in a non-controlled environment should be developed in order to help achieve favourable health outcomes (paragraph 21).
The 2018 Commission Communication on enabling the digital transformation of health and care refers to the use of real-world data to complement data from clinical trials. Real world data has great potential to supplement data generated in of clinical trials regarding the use of medicines in clinical practice. This can also facilitate a strengthened life-cycle approach to regulatory decision making (both in the pre- and post-marketing authorisation phases) as well as health technology assessment, clinical decision-making and research. However, there are still a number of aspects preventing the full use of real-world data, namely lack of agreed data collection practices, data governance frameworks, data quality standards and analytical tools. These are essential to ensure that real world data becomes real world evidence, thus filling the knowledge gap between clinical trials and clinical practice and enhancing regulatory decision-making. The Commission is actively involved in improving these aspects in collaboration with the relevant stakeholders. A one-year external study has just been launched by the Commission to derive recommendations for the use of real-world data in clinical development, regulatory decision-making, health technology assessment, policy decision-making, and clinical decision-making as well as to identify future research that would make real-world data more valuable for all the concerned stakeholder groups.
The Commission has proposed increased funding for projects in the digital area under the new Multi-Annual Financial Framework, including to support aspects related to development and deployment of digital health solutions, and innovation in the digital health field. This includes EUR 9.2 billion under the Digital Europe Programme for interoperability, digital transformation, AI, supercomputing; cybersecurity, as well as digital training and upskilling of health care professionals. The dedicated Health Cluster under the Horizon Europe programme (EUR 7.7 billion) includes supporting new tools, technologies and digital solutions and uptake of innovative health technologies and services. Programmes such as European Regional Development Fund (ERDF) and European Social Fund (ESF) will also support investments in digital skills and infrastructure at national level.
The Commission currently supports the European Innovation Partnership on Active and Healthy Ageing that raises awareness among regional health authorities, and encourages collaboration with innovators, to support innovation in the digital transformation of health and care. It also supports the Active and Assisted Living Programme, a partnership between the Member States and the Commission that has the objective to develop new digital tools focusing on the ageing society.
Exchanges of genomic and other health data
The resolution calls on the Commission to support the secure exchange and linkage in practice of genomic and other health data in order to advance the progress of researchers and personalised medicine to identify the best treatments, while ensuring full compliance with data protection legislation and ethical principles (paragraph 28). The Commission agrees with the Parliament’s resolution that respect of data protection rules, and ethical principles, are key for such initiatives to be successful. The Declaration on genomics cooperation ‘Towards access to at least 1 million sequenced genomes in the EU by 2022’, was launched in 2018 and is signed by 21 Member States and Norway. The Declaration is supported and facilitated by the Commission, working closely with the Member States in order to ensure that in 2022 at least 1 million sequenced genomes, located in national genomic databases across the EU/ EFTA regions, are accessible in a secure way for research and public health purposes.
Providing access to a critical mass of genomic data, without necessarily moving the data, is essential to advance the understanding of diseases (e.g. cancer, rare or complex diseases), improving diagnosis and more personalised treatments and effective prevention programmes. The implementation of this genomics initiative will also contribute to key political priorities of the Commission, such as Europe’s Beating Cancer Plan and the European Health Data Space.
Guidance on investments
The resolution calls on the Commission to assist Member States and regional authorities in raising awareness about innovative procurement and investment opportunities for digital transformation in public health and care, and in leveraging public and private investment for the large-scale deployment of digitally enabled, integrated and person-centred care. (paragraph 43)
In 2019, the eHealth Network (composed of Member State representatives and supported by the Commission) drafted targeted investment guidelines to foster interoperability and encourage investment in eHealth. The guidelines include a set of technical recommendations as well as information on EU-level funding and are intended as a practical tool to assist Member States in rolling out their digital health strategies and improving digital health services.
Digital skills and literacy
The resolution calls on the Commission and the Member States to ensure the establishment of appropriate training and skills development in privacy and security measures and to launch an EU-wide educational campaign on the benefits of and mechanisms for health data sharing (paragraph 24), to ensure that health professionals have the competences and skills necessary to collect, analyse and protect health data (paragraph 38), and to ensure that all measures to improve citizens’ digital skills and access to and use of their health data take into consideration sensitive groups (paragraph 40).
As indicated in its 2018 Communication on enabling the digital transformation of health and care the Commission will promote knowledge and skills of citizens, patients and health and care professionals in using digital solutions in collaboration with health professional organisations and academia. For example, in April 2019 the Commission, together with Erasmus University Medical Centre Rotterdam, organised a seminar “Training future-proof doctors for a digital society”, endorsed by the European University Hospital Alliance. A set of recommendations for action were developed at this meeting, and participants committed themselves to taking them forward in their own national context to raise policy makers’ awareness.
Subject to the negotiations of the Multiannual Financial Framework, the Digital Europe Programme, proposed by the Commission, will also fund actions on advanced digital skills and cybersecurity, for which the health and care sector could be one of the beneficiaries.
As regards sensitive groups, such as older citizens, the Commission supports the Active and Assisted Living Programme, a public-public partnership, which aims to create better quality of life for older people and to strengthen industrial opportunities in the field of healthy ageing technology and innovation. Some projects have focused on communication including digital literacy, through information and communication technologies platforms for the elderly.
Cybersecurity and contingency strategy
The resolution calls on the Commission to continue improving cybersecurity and thus reducing the risk of privacy breaches and the unauthorised use of health data (paragraph 15). The resolution also calls on the Commission to assist Member States in creating and implementing contingency strategies to address any potential temporary or permanent unavailability of health data resulting from an accident or attack on the infrastructure, systems or software used for the collection, processing or storage of such data (paragraph 48).
The Commission Recommendation on a European Electronic Health Record Exchange Format proposed that Member States create National Digital Health Networks that include the involvement of national competent authorities for cybersecurity. In addition, the Commission, in close cooperation with the European Union Agency for Cybersecurity (ENISA), is supporting Member States to create a health-specific Work Stream under the Directive on the security of network and information systems[footnoteRef:10]. The health Work Stream will include the creation of a Health Information Sharing and Analysis Centre (ISAC). Under Horizon 2020, the Commission is supporting a number of research, innovation and coordination projects that aim to improve security and data protection in hospitals and care environments, and reduce the risk of health data breaches caused by cyberattacks. [10:  	Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union.] 

Sharing of best practice
The resolution calls on the Commission and the Member States to exchange best practices on the sharing of health data (paragraph 19), to promote the sharing of best practices and evidence from early adopters of innovative solutions in healthcare (paragraph 46) and calls on the Commission to continuously monitor, benchmark and promote the sharing of good practices between Member States and regions (paragraph 47).
As mentioned above, the Commission, in close collaboration with the Member States, is mapping the rules, strategies and practices concerning processing of personal health data in the Member States. This includes two expert study reports with expert workshops to be completed in 2020 and 2021. The Commission intends to facilitate, in accordance with Article 40 of the GDPR, the development of a code of conduct for processing of personal data in health sector and to support Member States’ collaboration through the Joint Action under the Commission’s Health Programme.
Regulatory decisions and cooperation on medicinal products and medical devices
The resolution calls on the Commission to set up a platform for competent authorities, notified bodies and the pharmaceutical and medical technology industries on the application of the Medical Devices Regulation (paragraph 27), and calls on the Commission to support the digitalisation of regulatory agencies (paragraph 37).
The Commission recognises the need to support regulatory agencies in their transition to digitalisation. The work on the creation of the European Health Data Space will also support the regulatory agencies in their decisions on the safety and efficacy of medicinal products and medical devices. Moreover, both in the Pharmaceutical Committee[footnoteRef:11] and in the 'Regulatory Science to 2025'[footnoteRef:12] strategy of the European Medicines Agency (EMA), discussions are taking place on how to respond to developments in information technology in a coordinated manner; and on the need to develop internal specialised expertise in data science and data modelling[footnoteRef:13]. [11:  	The Pharmaceutical Committee is an advisory Committee, which was set up by Council Decision 75/320/EEC of 20 May 1975 with the task of examining questions relating to medicinal products for human use including matters related to the preparation of new legislative initiatives. The Committee includes representatives from the Member States' administrations and is chaired by the Commission.]  [12:  	https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/ema-regulatory-science-2025-strategic-reflection_en.pdf]  [13:  	https://ec.europa.eu/health/sites/health/files/files/committee/ev_20190711_sr_en.pdf ] 

The Medical Device Coordination Group, established under Article 103 of the Medical Devices Regulation, is the platform for discussions between competent authorities, notified bodies and the medical technology and pharmaceutical industry. Commission Regulation (EU) No 207/2012[footnoteRef:14] provides that certain medical devices may provide their instructions for use solely via electronic means, therefore eliminating the need to provide paper versions. The regulation is currently being revised in order to complement the new regulatory framework established under the Medical Devices Regulation. [14:  	Commission Regulation (EU) No 207/2012 of 9 March 2012 on electronic instructions for use of medical devices] 

The resolution urges the Commission to develop further electronic product information, including use of e-leaflets (paragraph 42). Electronic product information for medicinal products has the potential to better meet the information needs of patients and healthcare professional by providing access to timely, up-to-date, accessible and trustworthy product information when and where it is needed. The Commission is actively facilitating the development of electronic tools to improve access for patients and healthcare professionals, including electronic product information. This work is carried out in close collaboration with the European Medicines Agency and with representatives from the national competent authorities. The ‘Key principles for the use of electronic product information for EU medicines,’ by the European Medicines Agency, the Heads of Medicines Agencies and the Commission were published in January 2020[footnoteRef:15]. [15:  	https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/electronic-product-information-human-medicines-european-union-key-principles_en.pdf.] 


