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1. Resolution tabled pursuant to Rule 136(5) of the European Parliament's Rules of procedure 
2. Reference numbers: 2021/ 2568 (RSP) / B9-0305/2021 / P9_TA-PROV(2021)0286
3. Date of adoption of the resolution: 10 June 2021
4. Competent Parliamentary Committee: Committee on Industry, Research and Energy (ITRE)
5. Brief analysis/ assessment of the resolution and requests made in it:
The resolution presents the position of the European Parliament on cybersecurity policy. The resolution welcomes the EU Cybersecurity Strategy for a Digital Decade (JOIN/2020/18 final, hereinafter ‘the Cybersecurity Strategy’) and initiatives therein, including the idea of a Joint Cyber Unit, and overall calls for the development of secure and reliable network and information systems, infrastructure and connectivity across the Union. It acknowledges the digitalisation of our society and underlines the importance of the inclusion of cybersecurity in digital policies, projects and funding. Recognising the importance of different funding instruments, it asks for more effective synergies between them, by making full use of the EU’s Cybersecurity Competence Centre and Network.
The resolution welcomes the Commission’s plans to explore the solution of horizontal rules for connected products and calls for an assessment of the need for horizontal rules for software by 2023. It also recalls the importance of communication infrastructure and supports the Toolbox on 5G cybersecurity and the creation of a 5G certification scheme, highlighting the need for measures for the whole supply chain and calling for enhancement of EU strategic resilience. With regards to ultra-secure connectivity, it welcomes the development of an EU space-based global secure communications system.
The Parliament recalls its support of a multistakeholder model for internet governance but calls on the Commission to prepare provisions to ensure the accessibility, availability and integrity of the public core of the internet. It welcomes the proposal for a European Domain Name System (DNSEU). It recognises the need for cybersecurity forensics to combat cybercrime but warns against hampering EU citizen’s freedoms.
On the issue of information sharing of cybersecurity incidents, the Parliament is concerned that relevant practices have not been taken up by private and public actors and calls the Commission to reduce barriers for information sharing. It welcomes the establishment of the European cybersecurity Certification Framework and calls for a mandatory scheme for high assurance levels in cloud certification.
Lastly, the resolution highlights the importance of cybersecurity rules for the EU institutions and calls for more effort to augment cyber-awareness and hygiene, bridge the skills and gender gap and support micro-, small- and medium-sized enterprises.
6. Response to the requests in the resolution and overview of the action taken, or intended to be taken, by the Commission:
The Commission fully seconds the importance of developing secure network and information systems, infrastructure and connectivity across the EU (paragraph 2). The EU Cybersecurity Strategy for the Digital Decade attests to the Commissions’ commitment towards that goal. It includes an array of initiatives with a view to increasing resilience, technological sovereignty and leadership; building operational capacity and cooperation; making sure that the global cyberspace is free and secure, based on agreed norms and standards.
The Commission recognises that there are increased risks for users of Information and Communication Technology (ICT) products, including standalone software, in case of cybersecurity incidents and acknowledges; there is therefore, the need to make those products resilient to such incidents, even more so in light of the growing importance of the Internet of Things (paragraphs 3 and 4). Accordingly, in the Cybersecurity Strategy, the Commission committed to examining a comprehensive approach to this issue. Such an approach could include new horizontal rules to improve the cybersecurity of all connected products and associated services placed on the internal market and complement ongoing measures, which address specific types of products, such as mandatory requirements for market access of certain wireless products. In particular, a delegated act (C(2021) 7672 final) under the Radio Equipment Directive was adopted last 29 October and will be scrutinised by the European Parliament and the Council in the next two months before entry into force. The Commission is in the process of analysing the further steps that may be needed to address this complex matter. To this end, it has contracted an external study, which is expected to provide a valuable contribution in defining the issues and analysing possible solutions. The need to establish common European cyber security standards for products and services that are placed on our market was reaffirmed by the President’s state of the EU address, where she announced a new European Cyber Resilience Act, which could cover these aspects.
Investment in cybersecurity technology and its widespread use is a cornerstone of the Cybersecurity Strategy. The Cybersecurity Competence Centre and Network is Europe’s new framework to support innovation and industrial policy in cybersecurity. This ecosystem will strengthen the technological capacities in the Union, maintain research excellence, and reinforce the competitiveness of EU industry in this field (paragraph 5). The Centre will develop and implement, with the Member States, industry and the research Community, a common agenda for technology development and for its wide deployment in areas of public interest and in businesses, in particular small and medium sized enterprises (SMEs). This will be done through projects in areas such as post-quantum cryptography, Security Operations Centres, 5G cybersecurity, cybersecurity certification, and skills. Whereas these projects are primarily expected to be funded from the Digital Europe and Horizon Europe programmes, the possibility exists for other Union programmes to be also implemented by the Centre (paragraph 7). The Commission will continue to ensure that cybersecurity policy objectives like 5G cybersecurity are taken into account in the implementation of all relevant Union programmes. The Commission also has the ambition of mainstreaming cybersecurity in digital policies (paragraph 6).
The Commission concurs with the Parliament on the importance of having excellent and secure connectivity for everybody and everywhere in Europe, as recalled in the Digital Decade Communication (COM(2021) 118 final) (paragraph 8). In that Communication, the Commission identified secure and performant sustainable digital infrastructures as one of the four ‘cardinal points’ for mapping the EU’s trajectory, as part of a ‘Digital Compass’ to translate the EUʼs digital ambitions for 2030 into concrete targets and to ensure that these objectives are met. The Communication includes the objective of having all European households covered by a Gigabit network, with all populated areas covered by 5G by 2030. To ensure the availability of secure communication networks, the Commission, together with the Member States and with the support of the European Union Agency for Cybersecurity (ENISA), is continuing coordinated work at EU level on the key objectives and actions on 5G cybersecurity laid out in the Cybersecurity Strategy. In particular, ENISA is developing common guidance and tools to better understand new developments in 5G technology and to support continuous capacity and knowledge building. Moreover, coordinated work at EU level will also look at new trends in the 5G supply chain, such as open, disaggregated and interoperable network technology solutions (Open Radio Access Network), their security implications and their impact on Europe’s digital sovereignty as well as energy efficiency.
The Commission is fully committed to increasing the security and the resilience of the open internet (paragraph 10). To this end, the Cybersecurity Strategy takes a comprehensive approach around several key actions, with the involvement of the multistakeholder community, to reinforce the security of the internet critical infrastructure, in particular the global Domain Name System (DNS). Working with ENISA, the Member States, the two EU DNS root server operators and the multistakeholder community, the Commission intends to develop a contingency plan, supported by EU funding, for dealing with extreme scenarios affecting the integrity and availability of the global DNS root system. In addition, the Commission proposes to include critical internet operators – in particular all relevant DNS operators, but also Internet Exchange Points operators and cloud computing service providers – within the scope of the revised Directive on measures for a high level of cybersecurity across the Union(COM(2020) 823 final, commonly known as ‘NIS2’).
The Commission welcomes the views of the Parliament on the ‘DNS4EU’ initiative. The Commission underlines that the objective of the initiative is to contribute to secure Internet connectivity by supporting the development of a public European DNS resolver that will offer an alternative, European service for accessing the global Internet. DNS4EU is intended to be transparent, conform to the latest security, data protection and privacy by design and by default standards and rules.
On internet standards, such as the Border Gateway Protocol (BGP) and Internet Protocol version 6 (IPV6), the Commission intends, in cooperation with the Member States and industry, to monitor and accelerate the uptake of well-established internet standards, including IPv6 and security standards and good practices for DNS, routing (including BGP), and email security.
The Commission will furthermore consider the need for a mechanism for more systematic monitoring and gathering of aggregated data on Internet traffic and for advising on potential disruptions, and join international partners, in particular in the context of the G7, to improve coordination to address Internet Shutdowns.
In relation to the open source model, the Commission shares the views of the Parliament that its use should be promoted and encouraged and would like to point to the continued support provided by the Commission to internet open source developers and innovators in the context of the Next Generation Internet initiative.
Regarding the Parliament’s recognition of the need to increase cybersecurity forensics to combat crime, cybercrime and cyberattacks (paragraph 11), the Commission would like to refer to its commitment in the Organised Crime Strategy (COM(2021) 170 final) from April 2021 to make law enforcement and the judiciary fit for the digital age, including by improving access to electronic evidence, by ensuring authorities have access to effective tools and technologies, and by improving access to skills, knowledge and operational expertise.
In addition, the Commission agrees with the Parliament on the need to conclude the negotiations for the Second Additional Protocol to the Council of Europe ‘Budapest’ Convention on Cybercrime. The European Union supports the Budapest Convention as the main multilateral framework for the fight against cybercrime, and the Second Additional Protocol will be important to enhance cooperation on cybercrime and electronic evidence. Therefore, the Commission has been participating actively in the negotiations, on behalf of the European Union, in line with the 6 June 2019 Council Decision (ref 9116/19). At its plenary meeting of 28 May 2021, the Committee of State Parties to the Convention approved the draft Second Additional Protocol, which should provide a basis for the formal conclusion of the process by the end of 2021.
The Commission fully agrees that, together with the Member States, it has the unique opportunity to pool its resources and enhance Europe’s strategic resilience across the digital supply chain (paragraph 12). This requires creating the right conditions for Europe to develop and deploy its own key capacities, thereby propelling its leadership and competitiveness in cybersecurity and reducing our dependency on other parts of the globe for the most crucial technologies. The unprecedented investments through the next long-term EU budget, notably via the Digital Europe Programme, Horizon Europe, InvestEU, as well as the Recovery and Resilience Facility will play a key role in this endeavour. These schemes will notably fund projects in areas such as Security Operation Centres (SOCs), Quantum Communication Infrastructure (QCI) systems and networks, cybersecurity certification, cybersecurity ranges, disruptive technologies, inter alia. In addition, the Commission stresses the importance of boosting Europe’s own capacities in all areas of quantum technologies, including quantum communication and quantum sensing. In order to strengthen EU’s industrial position in cloud and edge technologies, the Commission announced the launch of a European Alliance for Industrial Data, Edge and Cloud in 2021.
The Space Programme Regulation (Regulation (EU) 2021/696), adopted on 28 April 2021 with a budget of EUR 14.6 billion, establishes a robust security framework and guarantees that the security of infrastructures and a secure service provision affecting various security-related aspects of Union activities remains a chief priority. The regulation introduces a new component for governmental satellite communication (GOVSATCOM), providing the stepping stone for an EU space-based secure connectivity initiative (paragraph 13).
The Commission Action Plan on synergies between civil, defence and space industries (COM (2021) 70 final of 22 February 2021) announced earlier this year a space-based secure connectivity as a flagship programme, providing autonomous, secure, resilient, high-speed and ubiquitous connectivity for European governmental, commercial and citizens’ needs. This secure connectivity initiative will be integrated with the EuroQCI initiative that will provide a secure quantum communication infrastructure that will span the whole EU, including its overseas territories, using the best combination of ground-based and space-based technologies. The letter of intent addressed by the President of the Commission to the European Parliament and the Council confirms that the secure connectivity initiative will take the form of a legislative proposal on building an EU space-based global secure communication system. This should significantly enhance the resilience of ground based connectivity infrastructures, including in the event of large-scale cyber-attacks, throughout the Union. While the concrete objectives and the governance of the proposal are currently being studied by the Commission, such a secure-by design system would provide resilient and flexible connectivity. In this context, the European Space Agency and the EU Agency for the Space Programme would be key players.
The Commission welcomes the Parliament’s observation (paragraph 14) and acknowledges that increasing trust and promoting information sharing on cybersecurity incidents and threats at different levels are among the main objectives of the proposal for the revised Directive on measures for a high level of cybersecurity across the Union (NIS 2 Directive). Besides extending the reporting obligations of entities to significant threats, the NIS 2 proposal requires the Member States to provide the legal framework for the creation of information sharing arrangements between the entities in scope, also with the potential participation of public authorities. In these arrangements, entities may exchange relevant information relating to cyber threats, vulnerabilities, indicators of compromise, tactics, techniques and procedures, cybersecurity alerts and configuration tools in compliance with Union data-protection and competition rules. The Commission wishes for rapid progress in the adoption of the proposal and calls on the co-legislators to maintain the high level of ambition of the Commission proposal.
The Commission has taken an important step towards the creation of the Joint Cyber Unit (paragraph 15) with the adoption of its Recommendation on building a Joint Cyber Unit (C(2021) 4520 final) on 23 June. This is a concrete deliverable of the cybersecurity strategy and a decisive step towards completing the European cybersecurity crisis management framework. The Commission is proposing to build the Joint Cyber Unit through a gradual and transparent process in four steps, in co-ownership with the Member States and the different entities active in the field. The aim is to ensure that the Joint Cyber Unit will move to the operational phase by 30 June 2022 and that it will be fully established one year later, by 30 June 2023.
In May 2021, the High Representative, in cooperation with the Commission, initiated the review of the Cyber Defence Policy Framework (CDPF), which, among other objectives, will also aim at further enhancing coordination and cooperation on cyber defence between EU actors, with and between Member States, including on the development of state-of-the-art cyber defence capabilities (paragraph 15). The revised CDPF is expected to be presented before the end of 2021. The revision of the CDPF should look into the effective use of existing instruments and projects (such as the European Defence Fund (EDF) and the Permanent Structured Cooperation or Coordinated Annual Review on Defence), and aim at generating new proposals for cooperation, including civil-military cooperation and synergies between civil, defence and space industries as regards cyber defence capability development.
Moreover, the Commission confirms that support for cyber defence research and development is planned under the EDF, in line with its governance. The EDF supports development of state-of-the-art technologies and the Member States in their efforts to develop defence capabilities, by co-funding joint defence research and development projects, including cybersecurity and cyber defence. Cyber defence has been identified as one of the priorities for 2021-2027. The European Defence Fund work programme 2021 contains two topics under cyber category: 1) Cyber Defence and Incidence Management with artificial intelligence (targeting research actions), 2) Improved efficiency of cyber trainings and exercises (targeting development actions).
The Commission fully recognizes the importance of robust and consistent security framework to protect all EU personnel, data, communication networks and information systems (paragraph 17). This approach will be reflected in the comprehensive nature of the forthcoming legislative proposal (regulation) defining measures for a high common level of cybersecurity rules for all EU institutions, bodies and agencies. The proposal will build on the EU Security Union Strategy (COM(2020) 605), the  Cybersecurity Strategy and aligns with Directive (EU) 2016/1148 on security of network and information systems (NIS Directive) and its proposed update (NIS 2 Directive). This proposal will demonstrate the commitment of the Commission in proposing an aligned, agile but also flexible approach to cybersecurity, while maintaining high standards in all EU institutions, bodies and agencies. The Commission is working closely on its proposal with a wide array of actors, notably through extensive consultations with all key stakeholders. Furthermore, the above-mentioned proposal is expected to provide for the reinforcement of the mandate and funding of the European Computer Emergency Response team (CERT-EU). The new mandate will permit CERT-EU to ramp up its capacity to defend the EU institutions, bodies and agencies against an escalating cybersecurity threat landscape and to participate in the Joint Cyber Unit. This requires a significant increase in its human and budgetary resources. The Commission therefore calls on the Parliament to approve this urgently required increase in resources.
The Commission welcomes the call for the wider use of cybersecurity certification and standards, and agrees that these are useful tools to address certain technical risks and improve the level of cybersecurity and resilience of digital equipment and services (paragraph 18). The work on the EU cybersecurity certification scheme for cloud services is well advanced and ongoing. The future certification, including at level high, shall contribute to enhance security levels and increase trust in data processing capacities of personal data, sensitive personal data and/or highly sensitive business and public sector data sets. Compliance with EU law should be guaranteed at all levels of assurance of the EU Cloud scheme, not only the assurance level high. Once the scheme will be operational and without prejudice to EU law and national, regional and local public procurement procedures, the future EU certification for cloud services might increasingly become the main mechanism to provide reassurance to public procurers and private buyers about security level of cloud services in the EU.
The importance of investing in skills, both among professionals and citizens in general as well as the need to bridge both the skills and gender gap, is also highlighted by the Commission (paragraph 19). In this regard, the Digital Europe Programme and the Digital Education Action Plan 2021-2027 (COM(2020)624) will play a very important role. With a dedicated budget of almost EUR 600 million, the Digital Europe Programme will support the development of excellent education and training programmes to upskill the current workforce and train future digital experts, in key digital areas, such as cybersecurity. The Revised Digital Education Action Plan 2021-2027 will raise cybersecurity awareness among individuals, especially children and young people, and organisations, especially SMEs (paragraph 16). It would also encourage women’s participation in science, technology, engineering, and mathematics education, and ICT jobs upskilling and reskilling in digital skills.
Moreover, in its Communication on ‘2030 Digital Compass: the European way for the Digital Decade’ (COM(2021) 118 final), the Commission identified a digitally skilled population and highly skilled digital professionals as one of the four ‘cardinal points’ for mapping the EU’s trajectory, as part of a ‘Digital Compass’ to translate the EUʼs digital ambitions for 2030 into concrete targets and to ensure that these objectives are met. The Communication recalls that the European Pillar of Social Rights Action Plan includes the objective to increase the share of adults with basic digital skills to 80% by 2030, and includes the target to increase the number of employed ICT specialists to 20 million by the same year, with convergence between women and men.
On 8 October 2021, the Commission launched a structured dialogue with the Member States on digital education and skills, which will include different branches and institutions of government, from education and training institutions to infrastructure providers, to private sector, social partners and civil society. The Commission will put forward by the end of 2022 proposals for two Council Recommendations: on improving the provision of digital skills in education and training, and on the enabling factors for digital education on digital skills.
In the same Communication, the Commission refers to universal digital education and skills for people to take an active part in society and in democratic processes as a principle that could be included in a possible set of digital principles and rights to promote and uphold EU values in the digital space and to empower people making sure that everybody has a chance to take an active part in society and democracy. The Commission will propose to include such a set of principles and rights in an inter-institutional solemn declaration to be signed by the European Commission, the European Parliament and the Council next year.
Regarding the European Parliament’s recognition of the need to better support micro-, small-, and medium-sized enterprises (paragraph 20), the Commission would like to stress that a major part of the investments in cybersecurity handled by the Cybersecurity Competence Centre and Network will be dedicated to support SMEs. What is more, ENISA’ work for supporting the European cybersecurity market and industry, has a particular focus on fostering the market and industry for SMEs. Actions to support this activity include compiling guidelines and good practices on cybersecurity requirements. The Commission would also like to inform that it is working on a Eurobarometer survey targeting micro-, small-, and medium-sized enterprises. The goal is to obtain, by the end of 2021, a picture of how often they have become victims of and what kind of cybercrime, their subsequent actions, and their efforts to protect themselves.
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