


Follow up to the European Parliament non-legislative resolution on the adequacy afforded by the EU-U.S. Data Privacy Framework
1. Resolution tabled pursuant to Rule 132(2) of the European Parliament's Rules of procedure
2. Reference numbers: 2023/2501 (RSP) / B9-0234/2023 / P9 TA(2023)0204
3. Date of adoption of the resolution: 11 May 2023
4. Competent Parliamentary Committee: Committee on Civil Liberties, Justice and Home Affairs (LIBE) 
5. Brief analysis/ assessment of the resolution and requests made in it: 
The resolution focuses on different aspects of the US privacy framework, as assessed in the draft adequacy decision on the EU-US Data Privacy Framework (the successor arrangement to the EU-US Privacy Shield, which was invalidated by the Court of Justice (CJEU) in its Schrems II judgment) published on 13 December 2022 (https://commission.europa.eu/document/e5a39b3c-6e7c-4c89-9dc7-016d719e3d12_en).
First, with respect to access by US public authorities to data transferred to the US from the EU, the resolution is critical of the applicable safeguards and limitations for such access, in particular in the area of national security. Although the resolution acknowledges the efforts made with Executive Order 14086 (EO 14086) to strengthen the safeguards for US intelligence activities – which is the outcome of the negotiations between the Commission and the US Government on a successor arrangement to the Privacy Shield - , it takes the position that the new EO does not reflect the principles of proportionality and necessity, expresses concerns about bulk data collection without independent prior authorization and considers that there are insufficient safeguards for data retention and dissemination. Moreover, with respect to the new redress mechanism created by EO 14086, the resolution states that there is a lack of transparency in the procedure before the Data Protection Review Court (DPRC), and expresses doubts about the independence and impartiality of the DPRC judges.
[bookmark: _Hlk135833057]Second, the resolution voices concerns regarding the “commercial part” of the draft adequacy decision, i.e. the obligations for companies under the EU-US Data Privacy Framework. For example, the resolution questions the effectiveness of the remedies available for commercial matters and refers to comments made by the European Data Protection Board (EDPB), e.g. with respect to the rights of data subjects and the application of the framework to processors. 
In conclusion, the resolution considers that the draft adequacy decision as published on 13 December fails to create essential equivalence in the level of protection and therefore calls on the Commission to continue the negotiations with the US and to not adopt the adequacy finding until all recommendations made in the resolution and the EDPB opinion are fully implemented.
6. Response to the requests in the resolution and overview of the action taken by the Commission:
On 10 July the Commission adopted the adequacy decision on the EU-US Data Privacy Framework[footnoteRef:2]. [2: .	https://commission.europa.eu/system/files/2023-07/Adequacy%20decision%20EU-US%20Data%20Privacy%20Framework.pdf
] 

Regarding paragraphs 2, 3, 4 and 12: the Commission maintains the position that the requirements of EO 14086 reflect the principles of necessity and proportionality as interpreted by the CJEU. The Commission recalls that the EDPB opinion stated that EO 14086 introduces in US law the principles of necessity and proportionality provided under EU law and interpreted by the CJEU and ECHR case law (page 4 of the Executive Summary and paragraphs 125 and 126 of the EDPB opinion). In this regard, EO 14086 does not just refer (in the abstract) to the terms of necessity and proportionality but rather, specifies what these terms mean through concrete requirements (recitals 127-141 of the final decision). For example, EO 14086 lists the factors that intelligence agencies must take into account and balance when deciding whether and how to conduct surveillance (e.g. nature of the data, seriousness of the threat, likely impact on the rights of individuals, etc.). The EO requires intelligence agencies to apply these principles to each surveillance activity.
With respect to oversight of bulk collection, as described in detail in the adequacy decision (section 3.2.2 of the final decision), different (independent) oversight mechanisms ensure supervision of the use of bulk collection in the US. Moreover, effective independent review is provided by the DPRC in response to complaints from individuals. It should be noted, as also stated by the EDPB that “the assessment of adequacy depends on all the circumstances of the case, in particular on the effectiveness of ex post oversight and legal redress” (EDPB opinion paragraph 165).
Regarding paragraph 6: the Commission considers that, through the negotiations with the US, a specific redress avenue for Europeans was created that meets all the requirements of the Schrems II judgment. The new redress mechanism consists of an independent and impartial body with full powers to investigate and adjudicate complaints, including by taking binding remedial measures (e.g. ordering deletion of data unlawfully collected). This was also recognised in the EDPB opinion on the draft adequacy decision (page 6 of the Executive Summary and paragraph 228). The new redress mechanism overcomes constraints in the US system regarding the possibility for individuals to obtain access to courts, especially because of strict admissibility requirements. In particular, this redress avenue can be accessed by Europeans free of charge and without the need to meet the procedural requirements they would otherwise have to fulfil to access ordinary US courts (e.g. without having to demonstrate that their data was in fact accessed by US intelligence agencies). This aspect of the redress mechanism was also welcomed in the EDPB opinion (paragraph 215).
Regarding paragraph 7: the Commission would like to refer to the provisions of the final adequacy decision that clarify the scope of application of EO 14086 (recitals 125 and 126). As explained in the decision (see e.g. also recital 125), the requirements of EO 14086 complement (i.e. apply “on top” of) other US legal instruments, such as the Foreign Intelligence Surveillance Act and EO 12333.
Regarding paragraph 8: the Commission points out that the DPRC will always adopt a reasoned decision, after having heard a special advocate, whose mission is to represent the interests of the individual (recitals 188 - 191 of the final adequacy decision). The information that is contained in the initial response to the individual is indeed limited, but will clearly state that, if a violation was found, it has been remedied (recital 192 of the decision). The individual will have the possibility to obtain access to the full reasoned decision once this no longer poses a risk for national security (Section 3(d)(v) EO 14086, recital 193 of the final decision).
Finally, as explained in recital 194 of the final adequacy decision, the functioning of the redress mechanism – including compliance by the intelligence agencies with the decisions of the DPRC – will be reviewed annually by an independent body, the Privacy and Civil Liberties Oversight Board.
Regarding paragraph 9: the Commission points out that EO 14086 provides for a number of safeguards to ensure the independence of the DPRC. The judges of the DPRC will be appointed on the basis of specific qualifications similar to those used to select members of the judiciary and cannot receive instructions from the government (recital 187 of the final decision). Moreover, recital 187 of the adequacy decision clarifies that the judges of the DPRC can be dismissed only by the Attorney General and only for cause. The EDPB also recognised in its opinion (paragraph 225) that DPRC judges cannot be dismissed by the US President. Moreover, decisions of the DPRC are binding on the intelligence community and final (section 201.9(g) Attorney General Regulation on the DPRC, recital 191 and footnote 383 of the final decision), and can therefore note be overturned by the US President, as suggested in the resolution. The independence of the DPRC has also been recognised by the EDPB, which concluded that “the safeguards provided do not give reason to doubt the DPRC’s independence” (paragraph 228 of the EDPB opinion).
As regards the Special Advocate, whose role is to represent the interests of the individual before the DPRC (as also recognised by the EDPB in paragraph 241 of its opinion), the final adequacy decision clarifies the specific conditions for their appointment. In particular, individuals can only be appointed to serve as a Special Advocate if they have not been employees of the Executive Branch in the previous two years at the time of their initial appointment (section 201.4 (a) Attorney General Regulation, footnote 375 of the final decision) and they are active members of the bar (section 201.4 (b) Attorney General Regulation, footnote 375 of the final decision), which ensures that they are subject to the same ethical and professional obligations as any lawyer.
Regarding paragraphs 10 and 13: in compliance with the adequacy test, the various redress avenues ensure that every complaint by a European data subject will be investigated, adjudicated and remedied in case a violation is found (recital 87 of the final adequacy decision). It should also be recalled that the different redress avenues have proven to be effective under the previous Privacy Shield. In particular, none of the annual reviews of the Privacy Shield raised problems faced by EU data subjects in making use of these redress avenues.
Regarding paragraph 2 and concluding paragraph 18: EO 14086 lays down the requirements that govern how and under which conditions US intelligence agencies can collect and use personal data transferred from the EU. It is important to note that these rules are binding on the entire executive branch, including intelligence agencies, and can be invoked by individuals before the new redress mechanism These requirements of EO 14086 have been further implemented through agency policies and procedures. The updated policies and procedures were published by the U.S. government on 3 July 2023 (recital 126 of the final decision). The final adequacy decision makes clear in recital 204 that the final decision is based on first, the updated policies and procedures by all U.S. intelligence agencies, and second, the designation of the Union as a qualifying organisation for the purpose of the redress mechanism. As regards the future application of the EO in practice, the adequacy decision provides that the first review will take place within one year after the entry into force of the adequacy decision to verify whether all relevant elements of the U.S. legal framework have been fully implemented and are functioning effectively in practice (recital 211 of the final decision).
Regarding paragraph 12: EO 14086 and the Attorney General Regulation create new safeguards that are binding on the entire executive branch and can be invoked by individuals to obtain redress before an independent tribunal. 
As regards the future monitoring of the adequacy decision, the functioning of the EU-U.S. Data Privacy Framework will be subject to periodic reviews, which will be carried out by the Commission together with the European Data Protection Board, and the competent U.S. authorities (recitals 211 and 212 of the final decision). As the US has adopted new legal instruments, the first review will take place within one year after the entry into force of the adequacy decision to verify whether all relevant elements of the U.S. legal framework have been fully implemented and are functioning effectively in practice. More generally, the Commission has different tools at its disposal to react in case of changes in the US legal system. The final adequacy decision specifically provides that the Commission may initiate at any moment the procedure to suspend or withdraw the adequacy decision in case of changes in the level of protection in the US, including by way of an urgency procedure with immediate effect (for example, if the Executive Order or Attorney General Regulation would be amended in a way that undermines the level of protection described in the decision or if the Attorney General’s designation of the Union as a qualifying organisation for the purpose of the redress mechanism would be withdrawn), see recitals 215 – 220 of the final decision. 
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