


[bookmark: PEGA]Follow up to the European Parliament non-legislative resolution on the lack of legislative follow-up by the Commission to the PEGA resolution
1. Resolution tabled pursuant to Rule 123(2) of the European Parliament's Rules of procedure
2. Reference numbers: 2023/2988 (RSP) / B9-0464/2023 / P9_TA(2023)0440
3. Date of adoption of the resolution: 23 November 2023
4. Competent Parliamentary Committee: N/A
5. Brief analysis/ assessment of the resolution and requests made in it: 
The European Parliament strongly regrets the Commission’s lack of enforcement measures and legislative follow-up to Parliament’s recommendation of 15 June 2023 following the investigation of alleged contraventions and maladministration in the application of Union law in relation to the use of Pegasus and equivalent surveillance spyware. The Parliament warns against neglecting the threats posed to people and democracy in the EU stemming from the abuse of spyware and calls on the Commission to present a plan of measures to prevent the abuse of spyware in the EU without undue delay, making full use of all available legislative and non-legislative means provided by the European Treaties. The Parliament also recalls its call on the Commission to assess, by 30 November 2023, the fulfilment of the specific conditions for Cyprus, Greece, Hungary, Poland and Spain set out in the recommendation. 
6. Response to the requests and overview of the action taken, or intended to be taken, by the Commission: 
The Commission strongly condemns any illegal access to interpersonal communications and other data stored on users’ devices, whoever the authors of such illegal access are. Any attempt to illegally access the data of citizens, including journalists and political opponents, if confirmed, is unacceptable. Spyware is a particularly intrusive technology which, if deployed under unjustified or disproportionate conditions or misused, strikes against our core values. This is why it is of utmost importance that the internal market rules, and the fundamental rights to privacy and data protection and freedom of expression, as enshrined in EU law, are fully respected all over the Union.
The Commission takes note of the Parliament’s call to present a plan of measures to prevent the unlawful use of spyware in the EU. 
The Commission recalls that inter alia the freedom to provide and receive services guaranteed by Article 56 of the Treaty on the Functioning of the European Union (TFEU) is applicable. Indeed, freedom of service providers such as journalists/newspapers, lawyers, businessmen, in fact any economic operators detaining sensitive or confidential information, may be hindered, if hit by spyware. Given the invasiveness of spyware, such as Pegasus, to the extent that there is an actual or likely cross-border element, it may be considered that the mere possibility of hacking an individuals’ device using spyware is liable to hinder their activity, and thus constitutes a restriction to their freedom to provide services. Restrictions to a fundamental freedom are acceptable only if they are non-discriminatory, justified by an overriding reason of public interest, proportionate and in compliance with legal certainty and the fundamental rights guaranteed by the Charter of Fundamental Rights of the European Union.
The Commission has sought to reflect the need to address this issue in several recent legislative proposals. These seek both to address risks that spyware falls into the wrong hands, and to increase protection for the potential victims of spyware.
The European Media Freedom Act, on which co-legislators reached a provisional political agreement that the Parliament adopted on 13 March 2024, notably introduces robust protections for media service providers, including journalists, against intrusive surveillance software. This includes a general prohibition on the use of such software in Article 4, with narrowly defined exceptions for serious criminal investigations, under strict conditions, including as a measure of last resort. This significant legislative step demonstrates the Commission’s commitment to safeguarding journalistic freedom but also to upholding the fundamental rights against the misuse of spyware within the EU.
[bookmark: _Hlk148093431]The ePrivacy Directive prohibits the interception of communications and the storage of and access to information in the terminal equipment without the prior consent of the user concerned. This directive does not apply to activities of the State authorities in the areas of defence and national security without the involvement of processing activities of private entities. Where the ePrivacy Directive is not applicable, Member States are in any event bound by the guarantees laid down in other EU law instruments and, as the case may be, by the European Convention on Human Rights and by their national law.
In addition, the Cyber Resilience Act, on which the co-legislators reached a provisional political agreement that the Parliament adopted on 12 March 2024, aims to establish cybersecurity requirements for market access in the EU of hardware and software and sets out corresponding obligations for the manufacturers of these products. It will therefore further contribute to reducing the attack surface of hardware and software that spyware is trying to exploit.
The Commission is also continuing its efforts to strengthen export controls on cyber-surveillance items from the EU to third countries through effective implementation of the modernised Dual-Use Regulation of 2021. Any such cyber-surveillance items cannot leave the EU territory without an export authorisation (or licence) issued by the competent authority of the Member States.
The Commission is also working on a non-legislative initiative clarifying the interplay between EU law, in particular the data protection and national security objectives when using spyware.
Regarding the Parliament’s call to assess the specific conditions by several Member States, the Commission would like to recall that it has no investigative powers and therefore it cannot assess whether national security was at stake in individual cases. The Commission has no access to the relevant files, and no competence in this area and can only look at the safeguards that are in place at national level. The Commission expects national competent authorities and courts to make full use of their powers to thoroughly investigate allegations regarding any unlawful surveillance activities.
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